F.No.20-1236/2021-AS-1
Government of India
Ministry of Telecommunications
Department of Telecommunications
(Access Service Division)
20-Ashoka Road, New Delhi-110001.
Dated 10th June, 2022

To,
All Licensees

Subject:- Compliance to Amendments in License Conditions issued by Department
of Telecommunications- Actions to be taken by Telecom Service
Providers-reg.

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication
equipment from Trusted Source and instruction issued vide this office letter of even
number dated 30.03.2021 and 16.06.2021 for appointment of Nodal Officer for the
portal of NSCS. A reminder was also issued on 13.12.2021.

2. In this regard, it has been observed that all Licensees have still not registered on
the Trusted Telecom Portal. Hence, those licensees who have not submitted an
Authorization letter for appointing a Nodal Officer for Trusted Telecom Portal are
requested to submit the same to the Designated Authority i.e., National Cyber Security
Coordinator latest by 15.06,2022 failing which action will be taken against those
licensees. Any further clarification/ queries on this subject may be sought from the
Designated Authority through email id: dirttc-nscs@gov.in and tele no. +91 11
23451596.

Encl.: As above, .
& l E)o 6Ll

(Anil Kumar Gehlo
Director (AS-I)
Ph.No. 23036864

Copy to:

1. DDG (CS), DDG (DS) and DDG (Satellite}, DoT HQ for kind information please.
2. Director (TTC), NSCS- for kind information please.


mailto:dirttc-nscs@gov.in




F.No.20-1236/2021-AS-I
Government of India
Ministry of Telecommunications
Depariment of Telecommunications
(Access Service Division)
20-Ashoka Road, New Delhi-110001.
Dated 13t December, 2021

To,
All Licensees

Subject:- Compliance to Amendments in License Conditions issued by Department
of Telecommunications- Actions to be taken by Telecom Service
Providers-reg,

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication
equipment from Trusted Source and instruction issued vide this office letter of even
number dated 30.03.2021 and 16.06.2021 (copy enclosed) for appointment of Nodal
Officer for the portal of NSCS.

2, In this regard, it has been observed that all Licensees have not been registered
on the Trusted Telecom Portal. Hence, those licensees who have not submitted
Authorization letter for appointing a Nodal Officer for Trusted Telecorn Portal are
requested to submit the same to the Designated Authority i.e, National Cyber Security
Coordinator on immediate basis, Any further clarification/ queries on this subject may
be sought from the Designated Authority through email id: dirtte-nscs@gov.in and tele
no.+91 11 23451596,

Encl: As above, ~f M N\/% A
' U (PrashantVe’? Iazj

ADG (AS-D)
Ph. No. 23036580

Copy to: DDG (CS), DDG (DS) and DDG (Satellite), DoT HQ for kind information please,



mailto:dirttc-nscs@gov.jn

File No. 20-1236/2021-AS-1
Government of India
Ministry of Communications
Department of Telecommunications
(Access Services Wing)

20, Ashoka Road, New Delhi — 110001

Dated 16" June, 2021

To,

All Licensees

Subject: Compliance to Amendments in Telecom Licenses issued by Department of
Telecommunications for procurement of Telecommunication Equipment from
Trusted Sources - Actions fo be taken by Licensees- reg.

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication equipment
from Trusted Sources and instructions issued vide this office letter of even number dated
30.03.2021 for appointment of Nodal officer for the portal developed by the Designated
Authority i.e., NCSC (copy attached).

2. In this regard, all Licensees are hereby informed that the “Trusted Telecom Portal” has
been live with effect from 15" Jume, 2021. Those licensees who have not submitted
Authorization letter for appointing a Nodal Officer for this portal are requested to submit the
same to the Designated Authority i.e., National Cyber Security Coordinator on immediate basis.
Any further clarification/queries on this subject may be sought from the Designated Authority
through email id: diritc-nses(@gov.in and tele no.: +91 11 23451596,

Encl.: As above.

6 é)‘/ o
(Prashant Verma
Assistant Director General (AS-T)
Ph, No. 23036580



http:dirttc-nscs(a),gov.in

File No. 20-1236/2021-AS8-1
Government of India
Ministry of Communications
Department of Telecommunications

(Access Services Wing)
20, Ashoka Road, New Dethi— 110001

Dated 30" March, 2021

To,
All Licensees

Subject: Compliance to Amendments in Telecom Licenses issued by Department of
Telecommunications for procurement of Telecommunication Equipment from
Trusted Sources - Actions to be taken by Licensees- reg.

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication equipment
from Trusted Sources,

2. In this regard, all Licensees are hereby directed to follow the instructions as attached in
Annexure for eppointing 2 Nodal Officer for the portal being developed by Designated
Authority i.e., National Cyber Security Coordinator.

Encl.: As above.

DFL{M %0 0 SaLZ{

(Prashant
Assistant Director General (AS-I)
Ph. Ne. 23036580

Copy to: DDG (CS), DDG {(DS) and DDG (Satellite), DoT HQ for kind information and
necessary action please.




To
All Ligensed Telecom Service Providers

Subject: Compliance to Amendments in License Condition Jssued

by Department of Telecommunications - Action fo be Taken:-by

Telecom Service Providers {TSPs)

1, An amendment to existing License coridifions for Telecom Service Providers (TSPs)
hag been issued by Department of Telecommunioation in March:2021. As per the
amendment issued, with effect-from 15% June 2024 |
a, The National Cyber Security Coordinator is the Designated Authority (DA,
b, The licensee, shall provide any information as and when sought by the DA.
c. The licensee, shall only connect Trusted Products in ifs netwark and also.seek
permission from DA for upgradaiion of existing network utilizing the
Telegcommunicafion Equipment not designated ds Trusted Products.

2. To enable adherengs.of the:above, a portal s being developed by DA and-the detalls
of jts access will be shared separately. TSPs would need to share informatiafiaboat
“thelr Sompany, the products they Intend to-cBhnect o thelr network, Praduct-OEM and
related detdlls in the portal for evéluation-as Tfustéd Product.

3. To Tacilitate the same, TSPs need to designate a Nodal Officer who will be provided
access lo-the portal and also be providing Inputs to the DA both offine and onling. The
Nodal Officer, 5o designated, heeds.{o be:appropriately authorised by the TSP, The
authorisation letter is fo be sighed by a Signatory whio has been empowered bya’ .
resolution passed by the board of directors,

4, The Ink signed authorisation letter In the format attached, may'be sent by 10% April
2021 fo the address given below:

The Directdr,

Trusted Telecom Cell,

Room No 208, 2% Fioor,

Sardar Pate) Bhavan,

‘Bansad Marg,

New Delhi 110001

gk id oV

e e+ n



http:heeds.to

LETTER OF AUTHORISATION

1. This is to certify that MIE FMS . cceccevervnr e ccevresiesresisreereesasnsns wha is.
EIMPIOYEL.IN 1veee rer e crtsrrsssssssssre rrress svesnr vonscrane sorreeenens- (NGME OF the. TSP
COMPANY) 85 recenrevit itrsurisners sus sriremrai ansoses cears i« (dEsignation) is assigned as

{he Nodal officer on BENAIf OF ...cee s ve censvetinear san sns e e {PFOViE NAME of the
Company, Licerise number and the type of services being provided by-the Company
eg. [SP L1.DJ7 NLD etc}.

2 ‘He / She‘is-authorized to access the Portal belrig developed for

anid pitovide all fequired thformatiah in the portai-on behalf of the company with effect N
TOMLees sy APTHE 2627, .

3. He 7-She is.also authorized to: provide Informdtion as and wien required by
the Designated Autherity throudh Online/ Offline means.

4. Hig/Her specimen signatures.for offiine communication s as appended
below:

5, His 7 Her email 1d and Moblle-ayrriber for aufhenfication puspose will bé a5
Tollginve:
&)-enrialil id:

b) Mdbile nuiriber:

(Signatute &f Authotised Sighatory of the conigany)
Name .

Degignation

DIN if applicable

Date:

"Enclosed: Gopy of board resolytior.aythorizing the signatory
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