F.No.20-1236/2021-AS-]
Government of India
Ministry of Telecommunications
Department of Telecommunications
(Access Service Division)
20-Ashoka Road, New Delhi-110001.
Dated 13t December,2021

To,
All Licensees

Subject:- Compliance to Amendments in License Conditions issued by Department
of Telecommunications- Actions to be taken by Telecom Service
Providers-reg.

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication
equipment from Trusted Source and instruction issued vide this office lefter of even
number dated 30.03.2021 and 16.06.2021 (copy enclosed} for appointment of Nodal
Officer for the portal of NSCS.

2. In this regard, it has been observed that all Licensees have not been registered
on the Trusted Telecom Portal. Hence, those licensees who have not submitted
Authorization letter for appointing a Nodal Officer for Trusted Telecom Portal are
requested to submit the same to the Designated Authority i.e, National Cyber Security
Coordinator on immediate basis. Any further clarification/ queries on this subject may
be sought from the Designated Authority through email id: dirttc-nscs@gov.in and tele
no. +91 11 23451596,

Encl.: As above, M 7/(
'M Prashant Veri I’;’j

(
ADG (AS-1)
Ph. No. 23036580

Copy to: DDG (CS), DDG (DS) and DDG (Satellite}, DoT HQ for kind information please.
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File No. 20-1236/2021-AS-I
Government of India
Ministry of Communications
Department of Telecommunications
(Access Sexvices Wing)

20, Ashoka Road, New Delhi — 110001

Dated 30" March, 2021

To,
All Licensees

Subject: Compliance to0 Amendments in Telecom Licenses issued by Department of
Telecommunications for procurement of Telecommunication Equipment from
Trusted Sources - Actions to be taken by Licensces- reg,.

This is regarding Amendments in Telecom Licenses issued by the Department of
Telecommunications in March, 2021 for procurement/ use of Telecommunication equipment
from Trusted Sources.

2. In this regard, all Licensees are hereby directed to follow the instructions as attached in
Annexure for appointing a Nodal Officer for the portal being developed by Designated
Authority 1.e., National Cyber Security Coordinator.

Encl.: As above.

cﬁ:&ww Zolp BaLz{

{Prashant
Assistant Director General (AS-I)
Ph. Noe. 23036580

Copy to: DDG (CS), DDG (DS) and DDG (Satellite), DoT HQ for kind information and
necessary action please.
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To
All Licensed Telecom Service Providers

Subject: Compliance-fo Amendments in License Condition Issued

by Denariment of Telecommunications - Action {0 be Taken:by

Telecom Service Providers (TSPs)

1. An amentrent to exlsting License condifions for Telecom Service Providers (TSPs)
Has been issued by -Depariment of Telecommunication in March:2021, As per the
amendment issued, with effest-from 5% June 2021: ,
a, The National Gyber Security Coordiriator is the Designated Authority (DA),
b. The licensee, shall provide any information as and when sought by the DA.
c. The licensee, shall only. connest Trusted Products in ifs network and also.seek
permission from DA for upgradation of existing network utilizing the
Telegommunicalion Equiprment not designated as Trusted Products.

2. To endble adherence.of the:above, & portal Js being developed by DA and-fhe details
of lis ‘accasswill be shared separately. TSPs would need fo share informatidn-abdtt
‘thelr qubany, the products they infend to cohnectto thelr network, Product-OEM and
telated detsils in the portal for evaluation-as Tiustéd Product.

3. To facilitate the same, TSPz need to designate a Nodal Gfficer who will be pravided
acces to.the poital and:alse he providing Inputs to the DA both offline dnd onling. The
Nodal Officer, 5o deslgnated, heeds 1o beappropriately authorised by the TSP, Thie
authotlsation letier is fo be sighed: by a Signatory wha has been empowered by-a' 5
resolution passed by the board of directors,

4, The Ink stgned authorisation letter In the format attached, may'be sent by 101 April
2021 to the address given below:
The Directur,
Trusted Telecom Cell,
Room No 208, 2% Floor;
Sardar Patel Bhavan,
"Sansad Marg,;
New Delhi 110 001

L]
ekt e
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LETTER OF AUTHORISATION

1. This Ist0 Certlfy hat M FMS « cevvveeevrnmntersvesresesssnce crananenes WHO 18-
EMPIOYEHLIN coe i rrrertisareranesrsnpe seeasareonesesaersne semsreveenrs (NEME OF the TSP

COMIPANY) 85 wrsevenvr vt it oarion srr vam soi semrai ernmsentenn oiie (AESIGNELON) is assigned as
the Nodatl officer on Behalf of ... ..ecci e ceviar voraee e wen e - o {PTOVide name-of the.
Company, Licerise number and the type of services being potided by-the Company
eg. ISP/ILD.J NLP ste}.

2, He/Sheisauthorized to-access thé Portal beirig developed for
implefiéntation of Natiofal Sgcufity Dirgctive on Télecommunication Séétor (NSDTS)
and provide all required thiormatian in the portal-on behalf of the eoripany with effect
'ffﬂm--u-.--.-n--APﬁi 202510 *

3. He /-She is-also authorized to-provide information as and when required by

the Designated Authority through Onling/ Oflline m&ans.

4.  His/ Her specimien signatures, for offiine communication is as appended
below:

8. ‘His / Her emaif id and Mobile-nuniber for au_ﬁ%énﬁcéﬁoq, purpose wilt be a5
follows:
d)-érail ith:

1) Mdblle nuiriber:

Name
Designation,
DIN if applicable
Date:

‘Enclosed: Copy of board resolution.authorizing the signatory

-~ .

(Signatuie of Authotised Sighatory of the Goriigary],

~
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File No. 20-1236/2021-AS-1
Government of India
Ministry of Communications
Department of Telecommunications
(Access Services Wing)

20, Ashoka Road, New Delhi — 110001

Dated 16" June, 2021

To,
All Licensees

Subject: Compliance to Amendments in Telecom Licenses issued by Department of
Telecommunications for procuremeni of Telecommunication Equipment from
Trusted Sources - Actions to be taken by Licensees- reg,

This is regarding Amendments in Telecom Licenses issued by the Depariment of
Telecommunications in March, 2021 for procurement/ use of Telecommunication equipment
from Trusted Sources and instructions issued vide this office letter of even number dated
30.03.2021 for appointment of Nodal officer for the portal developed by the Designated
Authority i.e., NCSC (copy attached).

2. In this regard, all Licensees are hereby informed that the “Trusted Telecom Portal” has
been live with effect from 15™ Jume, 2021. Those licensees who have not submitted
Authorization letter for appointing a Nodal Officer for this portal are requested to submit the
same to the Designated Authority i.e., National Cyber Security Coordinator on immediate basis.
Any further clarification/queries on this subject may be sought from the Designated Authority
through email id: dirtic-nses@gov.in and tele no.; +91 11 23451596,

Encl.: As above,

A é)/ 2
(Prashant Verma
Assistant Director General (AS-I)
Ph, No. 23036580
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