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Govermnent of Tudia
Ministry of Commmnications
Diepartinent ol Telecommunes ioms
Sunchar Bhiawan, 20, Ashoks Eoad
MNew Delln-110 001

MNew [elhi, Dated the 157172018
Suhject: Installation of 881, certificates in the government websites

Kindly find enclosed herewith a copy of 12,00, letter No. MoS{12&117)/201 %-
Fas ddaled 10102008 lrom Hon'ble MoS, Mol on the subqeel eited abwsve [or
kind informations necessarv action please.

It 15 cssential thal all the Umils' Orgameations under DoT shall nstall
551 (Secnred Socket Laver) certificate on their website (https:/) as well as take
measires o configinre if correctly and renew appropriately. This 881, based
Woebsite nol only mercases the Prvacy and Sceurily bol al the same (e a
padlack in the address bar i the browser indicates that websire 15 secure and
mereases rost ol cilicen’™s on sovermmeenl websiles.

~':‘-ig||=t|.l.||h'rf§‘~|'_-?L riliesd
Enclosure: As Above igileally ssiggrced Ll WINA
KUIMATE BAR AL
I hales 208 1R 1247540 13
{¥inal Kumar Kanajia)
Direelor (IT)
Telephone: 411-23036509
To:

1A Sr. DIGANIGAIS level officers of Dol 1y

2. Heads ol all Awached Oflces' Subordinate Ollices’ Field Olhces! Statutory
bocies: Anromoimons bocdies of Dol

3, &r. Techmical Dueetor, NIC-DoT
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AE VOl Are ARRCE im. s diglt.u.'l wirad, e Ckverrment websitcy arc (8 tel il fug e
tfiliman to ovall eSovernonos services 1lwiing &1 S5L certifionts erawes that tha sengikive das of
sour website's visiloss will by wapeferred over a secure nelwork and alsn aanwrend sl the szitors
haww omebued Uhee glalid weba e,

Wathout an SSL. certiicete, many bMowe=rs may lebel the wolere as ursall mad Insstute to

faeena.
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Deageite Lhis importance of 551, mary websiles cither de nnt have ceylilontes ar have woooagly
wamiligguinal (e certificates b iy ales seen st Seres that tie BSL cervificais hss not besn pepseesd

i A sigrificact boncht of SEL certilistie ko the fac thot i il halp the deparimenl i gein cinizen"s
truek umr The pover: menl sebsiles.
fhe secuirity padiock in Bre euddvess bar of the rowser will dicate ther rhe connectlon j2 seours
afd wdll shew your webailce' visitors that yea tike theie peivesy end sscurlly jeeiomaly, s key
step will meTeanc citisons IFaW an EIOIMELERE websites and encourage them (o ilee Allowarmenc:
neriues whaely will plve booat to Trmiral Prudia,
L would mequsst you o :ml.pu-:tﬂynm deparment's desigzated CIE0 (Chisl’ Inkiatietlon Seocotity

oer) b ensucs that 551 certifiantes have been iustelizd o all the goverspent wehsites under
Lligiii, Adsa, toaks msaswres b2 engves thal 48 Gs configared ccorecthy woel e rdivswnss Bppeopeialihs

Par ary further queny or sssistencn tha CIRO mey contact the fllosing Emed 1
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With warm aug=nks,
Yimirs HRocerely,
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flirl Mano] Sinha
el Minjetor of Srars 1] of Commuivelivis
Rl Broenan
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