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File No. 820-01/2006-LR(Vol-II) (Pt-3) 	 Dated: 12.03.2021 

To 
All Internet Service Providers Licensees 
Granted Under Guidelines dated 24.08.2007 

Subject: 	 Amendment relating to procurement of Telecommunication equipment in 
Internet Service Provider (ISP) Licenses granted as per 24.08.2007 guidelines. 

In pursuance of Condition No. 5.1 of the Internet Service Provider Licenses granted under the 
guidelines dated 24.08.2007, LICENSOR hereby appends the following sub-clause number 34.29 
in Security Conditions (Condition 34, Pait VI) in the said ISP License Agreement as under: 

"34.29. The Government through the Designated Authority will have the right to impose 

conditions for procurement ofTelecommunication Equipment on grounds ofDefence ofIndia, 

or matters directly or indirectly related thereto, for national security. Designated Authority for 

this pwpose shall be National Cyber Security Coordinator. In this regard, the licensee shall 

provide any information as and when sought by the Designated Authority. 

Designated Authority shall notify the categories of equipment for which the security 

requirement related to Trusted Sources are applicable. For the said categories ofequipment, 

Designated Authority shall notify the Trusted Sources along with the associated 

Telecommunication Equipment (Trusted Products). The Designated Authority may also notify 

a list ofDesignated Sources from whom no procurement can be done. Procedure for inclusion 

ofTelecommunication Equipment in the list ofTrusted Sources will be issued by the Designated 

Authority. 

With effect from J51hJune 2021, the licensee, shall only connect Trusted Products in its 

network and also seek permission from Designated Authority for upgradation of existing 

Network utilizing the Telecommunication Equipment not designated as Trusted Products. 

However, these directions will not affect ongoing Annual Maintenance Contracts (AMC) or 

updates to existing equipment already inducted in the network as on date ofeffect. 



The Ucensees shall comply with the Guidance for Enhanced Supervision and 

Effective Control of Telecommunication Networks, as per guidelines to be issued by the 
licensor. " 

2. This amendment shall be part and parcel of Internet Service Provider (ISP) Licenses 
granted as per 24.08.2007 guidelines. All other terms and conditions shall remain ;~~'V''J...\ 
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ADG (DS) 
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Copy To: 

(1) Secretary, TRAI 
(2) DG(T), HQ, DOT (HQ) 
(3) Sr DDG (TEC) 
(4) Advisor(Economics )/ Wireless Advisor 
(5) DDG(AS)/ DDG(CS)/ DDG (Satellite)/ DDG (LFP) /DDG(LFA)/ DDG(SA)/ DDG (SPPI) 

/DDG (WPF)/ DDG(NC) 
(6) All Director of AS /DS cell 
(7) Director (IT) may kindly arrange to upload this letter on the website of DoT. 


