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Pert Telecom Solutions Private Limited (ISO certified) are pioneer leaders with wide portfolio of innovative future ready solutions

for Telecommunications, IT solutions, Smart Cities, Government and Law Enforcement Agencies globally. Our innovative end-to-

end solution portfolio are tailored per requirement. Our leading security solutions are 5G compliant providing with the resolution

of ever-changing technology and methodology. We sincerely believe in mitigating the security threats and enabling our security

organisations to combat with distinctive technologies.

Driven by Passion & Led by Innovation 

INTRODUCING PERTSOL
Leading Indian Telecom & IT Solution Provider
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OUR SUCCESS STORY



MISSION & VISION
PertSol Believes In Delivering Quality & Value

VISION

VISION

PertSol believes in collaborative approach in solving business

challenges in the face of ever-changing market trends hence

simplifying businesses with faster go-to-market speeds.

MISSION

To be pioneers to create simple and technologically advanced

solutions that address present and future IT and Telecom

needs of the organizations.



Telecom Core 
Network (TCN)

Location Enabled 
Emergency Services

Mass Alert & Messaging 
system

Telecom Compliance 
Management (TCM)

Big Data Analytics

IoT enabled 
Services

SI Services

PertSol’s Key Business Focus
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Lawful Interception 
Services



#PertSol: Business Portfolio Detailed
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A WIDE RANGE OF TECHNOLOGY PRODUCTS & SERVICES

Telecom Core Network

i. Mobile data exchange Gateway 
– PDN-GW, S-GW, MME, PCRF, 
GGSN

ii. Home Subscriber Server 
iii. IP Multimedia Systems 

Big Data Analytics

i. Fraud Management & Revenue 
Assurance

ii. Quality Assurance
iii. OSINT

IoT Enabled Solutions

i. Smart Agriculture
ii. Air Quality & Water Monitoring
iii. Smart Flood Detection System
iv. Smart Street Lighting System
v. Smart Parking

Location Enabled Emergency 
Services

i. Location Intelligence Platform 

Telecom Compliance 
Management

i. Lawful Interception System
ii. IP Log Management 
iii. Remote Access System 
iv. Gateway Mobile Location Center 
v. Server Mobile Location Center 

Healthcare Management

i. Healthcare Management 
System

ii. Covid19 Contact Tracing 
Solution

Mass Alert & Messaging 
System

i. Location Based Alert System
ii. Mass Messaging System

Managed SI Services

i. Data & Application migration
ii. Application Deployment
iii. Application Integration
iv. Infrastructure Management
v. Professional Services

Service Commitment Global Reach & Support 100+ Skilled Resources OEM Partner Ecosystem



iSecureHL
IP Log Management System



IP Log Management System: What is the need?
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With paradigm shift in the IT & Telecom industry from voice to data, all

TSPs/ISPs are moving towards an all-IP network that delivers voice, data,

video and mobile applications.

Therefore,

• To safeguard people from threats like cyber crime, cyber bullying,

cyber terrorism etc.

• To help LEAs in investigations and fighting crimes with IP

information of users that includes IP address, TCP Port number, Date &

Time of session, gathered by TSPs/ISPs on recommendation of

regulatory authorities.

A surgent need for IP Log Management solutions to gather & manage IP

information as per Govt. Regulations is required to enable LEAs with data

that could be the building block of many investigations of online crimes.



iSecureHL: Functional Architecture
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PertSol iSecureHL is an integrated automated tool for data collection, correlation and data management. Each of its functions are

performed separately by the following modules:

1. Data Management (DM) – On presentation layer generated event and

alarm are tracked and reports & dashboard is generated:
 Tracking & Monitoring UI

 Dashboard & Report

 Disclosure Management

 Interface & integration

2. Data Retention (DR) – Automate the storage of collected Data with

retention policies to make it available online or offline as per need and

event co-relation:
 Data Identification

 Data Retention Policy

 Data Encryption and Detection

3. Event Correlation (EC) – EC module aggregates data from the DC

module and correlates events & data from different sources to form

IPDRs to generate alarm:
 Event Correlation

 Alarm Generation

4. Data Collection (DC) – Automate the data collection & normalization,

tapped through either optical probe or log files of switch or applications

across distributed architecture of hosts and systems:
 Data Interface

 Data Loading

 Data Normalization & Transformation



iSecureHL: Product Architecture Overview (Non-Nated and IPV6)
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Collects data from multiple sources

Extracts  the  data  that  has  to  be  retained  from  the  collected  
information  and transforms the data where needed

Loads the processed information into the database

Stores  the  needed  information  in a manner  specifically  
suitable  for data retention needs

Manages disclosure  requests and hands-over  the retrieved 
information  according to local legislation

Details  of  data  processing   and  storage  are  configured.   
Changes  due to evolving networks can be accommodated by 

tuning and adapting the workflow



iSecureHL: Product Architecture Overview (Nated / SYSLogs)
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Collects NAT logs and SYSlogs from multiple sources

Extracts  the  data  that  has  to  be  retained  from  the  collected  
information  and transforms the data where needed

Loads the processed information into the database

Manages disclosure  requests and hands-over  the retrieved 
information  according to LEA

Details  of  data  processing   and  storage  are  configured.   
Changes  due to evolving networks can be accommodated by 

tuning and adapting the workflow



iSecureHL: IPDR Fields
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• Access Point Name

• Application Type

• Source IP

• Global CELLID-1

• Global CELLID-2

• Connection Type

• Destination IP Address

• Destination Port

• PDP Duration

• Session Duration

• PDP Session Start and End Date

• PDP Session Start and End Time

• Home Circle

• ICR Operator

• IMEI

• IMSI

• Public IPV6

• MSISDN

• Translated IP (Public IP Address)

• Translated Port (Public Port)

• PGW Address

• Protocol Used

• RAI

• Roaming Circle

• Downlink and Uplink Volume

• End and Start Time for Session

• Total Volume

• URL

• Circle ID

• Packet Count Uplink/Downlink (per socket)

iSecureHL provides around 38 IPDR fields and does not 

depend upon any 3rd-party data sets to generate IPDRs



iSecureHL: IPDR Fields
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• Name of 

person/organization

• Address (Physical 

Address)

• Contact Number

• Email Address

• Leased Circuit ID for 

Internet Access

• User ID for internet access 

(based on authentication)

• Source IP Address

• Source IP Port

• Static/Dynamic IP Address 

Allocation

• Destination IP Address

• Destination IP Port

• Translated IP Address*

• Translated IP Port*

• Start Time of IP Allocation 

(hh:mm:ss)

• End Time of IP Allocation 

(hh:mm:ss)

• Start Date of IP Allocation 

(dd/mm/yyyy)

• End Date of IP Allocation 

(dd/mm/yyyy)

• Source MAC address

iSecureHL provides all the required IPDR fields as mandated in DoT Letter No. 8520-01/98-

LR/Vol. (IX) Pt.1 dated 16.11.2021



IP Log Management System: System Requirement



iSecureHL: Why PertSol for IPDR Management? 
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• PertSol IPLM is a proven and mature solution that continues to benefit from 
functional enhancement and feature evolution. It has been deployed in varied 
networks, enabling TSPs/Law Enforcement Agencies to benefit

Proven Deployment and Success

• Supports multiple vendors and can provide smooth integration with them

• Supports all the telecom network technologies like 2G, 3G, 4G, Broadband

• Support for Both IPV4 and IPV6 
Vendor and Technology Agnostic

• A highly modular system which can be used to add any vendor’s network elements 
or handle any kind of traffic

• Easy to upgrade provides investment protection

• Remove duplication from traffic and High compression rate for optimal utilization of 
storage

Scalable and Cost Effective

• Minimum human intervention in the whole process reduces errors and mitigates 
data breach

• Providing integration ready with CMS 
Reliable and Secure



iSecureHL: Efficient Storage Management
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iSecureHL uses sophisticated data compression and de-duplication techniques to reduce the storage footprint by a factor of 20 or more.

•Here components are aggressively
compressed independently using
industry-standard byte compression
algorithms tuned to obtain the
maximum on-disk compression of the
data.

• A series of techniques designed
primarily to reduce the amount
of disk required for storage.

•Builds on field level de-duplication
by further exploiting

•the ability to store only unique

•values of the tree branches. This

•is achieved using the same

•technique as used at the field

•level to work out the unique

•combinations.

•

• Involves processing the

• source data on a column-by

• column basis, reducing the

• dataset to only a tree of the

• unique values that each

• column holds

Field level 

De-duplication

Pattern level 

De-duplication

Byte level 
Compression

Algorithmic 
Compression



iSecureHL: ‘Objective & Features’  
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Generating and storing all IPDRs into a single platform and meet the Regulator’s requirements.

Capturing details of destination IP address as per Regulator’s requirement.

Building IPDRs through correlation of NetFlow data along with IP Data Records 
generated through packet data capture probe.

Correlating IPDRs with NAT records, to provide complete mapping of Source IP 
Addresses with translated IP Addresses.

Extracting IPDRs based on key parameters like MSISDN, IMSI, IMEI, Source IP 
Address and Destination IP Address.

Capable to handle trillion of records in efficient manner for faster retrieval

Probing and Decoding Layer 2 to Layer 7 Traffic.

1.

3.

5.

2.

4.

6.

Salient Features of 

iSecureHL

7.



OUR PRESTIGIOUS CLIENTELE
Some Of Our Key Clients



OUR PARTNER NETWORK
Key Partnerships With NEPs, OEMs & System Integrators



www.pertsol.com

Reach Us At© Copyright 2022 Pert Telecom Solutions Private Limited. All trademarks are acknowledged

info@pertsol.com

marketing@pertsol.com

+91 (22) 40235503

+91 (12) 44273777

CORPORATE OFFICE

720, Midas Sahar Plaza, 

Andheri (E), Mumbai – 400059, 

India

SALES OFFICE

Unit No: 05-012, 5th Floor, Tower-
B, Emaar Digital Greens, Sector-61, 
Gurugram-122011, Haryana, India

Thank You

SALES OFFICE

6379 Clark Ave.
Suite 260 Dublin CA 94568,
USA

https://www.linkedin.com/company/pert-telecom-solutions-private-limited
https://www.linkedin.com/company/pert-telecom-solutions-private-limited
https://www.facebook.com/Pert-Telecom-Solutions-Private-Limited-555438964593161
https://www.facebook.com/Pert-Telecom-Solutions-Private-Limited-555438964593161

