
Governmcnl of ln<lia 

l\ifinistrv ofC01nn1unicaiions ancl fT 

[)epartn1ent of 1·c!econ1n1unications 


(Access Services Wing) 

.Snnchur JJhoiran. J{J, ,'/slwku /\ood. 1\'e11· /Je/hi-J I{!/;·· 

No. 10-15/201 l-AS.Jll!\A1 	 Dated : 7'1
' September 201 I 

To 

All Access Service Provide"' 

Subject: 	Amendment to the Unified Access Service License Agreement for security 
related concerns or expansion of Telccon1 Services in various zones of the 
country. 

Kindly refer to the instructions issued vide licence amendments dated 
] 1.05.2011. As per these license amendments. the licensees were required to comply with 
certain conditions. .4 brief of n1onitorable itc111s under the licence a1ncnd1ncnt.s dated 
:l 1.05.2011 tc• be complied b) the licensees in tabular form is aliached herewith. 

It is requested to send your con11ncnts \\ .r-.t each iten1 and the suggestecl 
pcrforma for providing feedback where ever required. latest bv I'J.09.2011. 

I 
-D-­...,-- ' '-.,_ 

\.----------1 \ 

~c]loq) l)
(Ra.in l\\lmar)I 

c' I Director (AS-III) 
! ·~ Ph : 23711909/ 23036387 

r.·ax : 23322507 



/\ brief of n1onitorable itc1ns under th{' licence arncndn1c11ts dated 3 l .O:S.2011 to he 
eornplied h' the licensees : 

~------------- Item _____ ---~_Con1pli"ncet_o b(' sub1;;itt~~-l-

J. 	 (i) 'rhc licensees shall h.:J\IC organizalional 
policy on securi1) and sec:urit~ 1nanagcn1cn1 
of their networks. The Licensees shoulcl 
suhn1it their policy to Licensor 1.vithin JO 
\vorking davs fron1 the date of this 
amendment for record i.e. upto 31J.0Ci.201 I. 

(ii) (a) Network ICirensics (h) Network 
I Hardening (c) Network penetration rest (cl) 
! Risk assessment (c) Actions to fix problems 

and (f) to prevent such problems from 
i reoccurring etc. should he pan of the polic1. 

: (i I The Licensees shall audit their network 
Or 

; (ii) Ciet the ncl\1.·ork auclitccl fron1 securit\ 
point of ViCI.\ O!lCC' ll \'ear fronl i:l tlCl"\\'Of'l~ 

audit and certification agenc: \vhich is 
certified to Cilm out the audit as per ISO 
! S408 ancl ISO 2700 I stanclarc!s .. 

'liiil Tltc first audit of' the 11cm·orl; slwulcl he 
con1plctcd \Vithin I=-: 111011ths or the issue of 
this an1clldn1cn1 i.e. upto ~O.O~.:?Ul2. and 
thereafter once in u financi,11 year. 

l(i) cl'hc organisational polic~ as I 

per iten1 no. (i'l u_) be subn1itted I 

to the Licensor. 
1(iiJ .1\ separate note is tc1 he 

subn1ittc:cl as tP hov.- the said 
organisational policy addressed 
each of the actions as 
mentioned frolll iita) to ii(f). 
The said note should be 
suhlllitted within one month of' 
issue of this letter i.e. hs 07-10­
20 I I. 

2(i J StaLUs rerort on the 
actions taken w comph item (i) 
tn liiiJ tu be submilled rrrst h1 
JO I 1.2011 and then 
](J.05.2012. then Oll\\·ards_ the 
status report of each financial 
\'Car shoulcl he subn1ittccl 011 1o· 

.:\pril l)I~ llCXl Ci1111ncial year. 
'!'he status report 111a:· cn111ain 
detail or -:crtiflcatiOll. a!-!CrlC). 
elate/ period or· audit co11ciuctccl. 
observations of audit part:. 
actitHl takc11 h: the 1 iccn-"cc.\ a:, 

per ohsc:J'\::llions or auciil pan:. 
~---~---

(i} rrhe licensee .shall induct onl: tlio--;c ~ (i) f)ctail \\.r.l. nct1.,orL 
net\York elcn1cnts intc1 his telt::.::0111 11ct1.\·nrk. clcrncnts c1rc!cr.._·r1 and inducted 

\\'hi ch hc1ve been got tc.St(.'.cl as pt'r rLlC\ ant alter J: .(l:'·.201 I should he 
conte111porar: Indian or lntcrnalional Sccurit: 
Standards e.g. IT ancl IT related clements 
against ISOIJEC 15408 standards. tor · 
lnfon11ation Security f\1anagcn1cnt Systen1 
against ISO 27000 series Stanclarcls. Telecom 
and Telecon1 related elen1ents against 3CiPP 
securit' standards. JGPl'2 securit' standards 

! 	etc fron1 any international agency/ labs of the 
standards e.g. c:on1mon C:riteria Labs in case 
of ISO/IEC: 15408 standarcls until JI" March 
2013. (From I" April 2013 the ceniflcation 
shal 1 be got clone only from authorized and 
certifled agencies/lahs in India). 

i (ii) The copies of test results and test 
: 	 certiflcates shall be kept by the licensee for a 
'I period of I 0 years from the date of 

procurement of equipment. 

subrnittccl h1 !'"April 2(112 and 
then Oll\\ard.-. the status report of 
each financial yc:ar should be 
submitted on I "-April of next 
financial year. ·rhe clctail.c, 111a; 
include the nan1e of nct1.vork 
element. whether got tested. the 
sccurit' standards used. test 
report and i111portan1 
obser\'ations. 

3 (ii) Certificate should be i 
suhrnitted that copies or test I 

results and test certificates are I 

being kept by the Licensee for a I 
period of I 0 years from the elate I 

of procurement of equipment. 

!----j,, ­

http:tc.St(.'.cl


-- -- --- -

~. . 1iJ The Licenser shal 1 inc/udL· A cenillctlle to the cllecl 
co111cn1porary sccuri1.' related fCature.s and ,: that list of features. equipments. 

1fe.1ture:-. related to con1n1unication sccurit~ as sofli,,vare etc. procured and 

prescribed under relevant security standards '· in1plcrnentc:cJ are being kept hy ! 

\vhile procuring the equipn1cnt and in1plcrnc111 , the licensee till the1 arc in use. 

all such contcn1porar_\ features into the should be submitted for each 

network. A list of feawres, cquipmellls. financial year h) 1" 1 .1-\pril of 

sotl\var-c etc procured und i111plen1entecl shall next financial year. 

be kept by the licensee till thev arc in use. 

which mav be subjected to inspection and 


1 tcstine b\ the Licensor at an\' tirne. 1n the 1 

net\vc;rk .or other\visc. at the. option of the j 

1 l.iccnsor. 	 ;
i--------;-------------------------------;--·--------------------- ­

i 5. · (i; The licensee shall employ onl) fksident. 1 5 (iJ Status report and 
I ' 	 trained Indian Nationals as (a) Chief! ceriificatc with respect to 5(a) to 

Technical ofllcerls (b) Chief l11lormation 5 (cl) should be suhmiucd for1 

1 

Sccurit) 	 Officer (c) Nodal Lxecutivcs for each financial year b) I" J\rril 
handling interception and rnonitorinl' case'.' I of ncx1 financial .vear. /\ 

~ . 	 I 
and (ivJ lnchargc of Ci1\1!SC', iv1SC'. possible perforn1.:1 f'or status n1a)i 

Sol\switcb. Central Database am/ ~1·stcr11 he as follows: 
'\cJn1 inistratOl'/S. SJ. No. Nwne of [mployee 

Designation Res pons i hi Iitcs 
\\.'orking at the post since (date 1 ' 

!\1cllio11a/i1: \\'hethcr rcsicicn1 ! 

of Jndia. 
(i I The Licensee shall · (l(i) C'on1pliancc report 111Ci' 
iJ J-:,nsurc tlral a)J th:_' clocurnent~!tinn. JTSpCC[ Of' ea~h nf the itel1!S Ji'Olll 

i11cludin£1 .snfJ\\·arc detail<-; urc oht<1i11cd fi·on1 (ii tu 11·1 111 tile form of 
n1an uL1ct urer 1 venclorls u pp! ier Ill English ccr111"1cutc should be suh111it1cd 
language. rnr cac)l finan::..:iaJ \·~ar UJl i '' 

iiJ 1-'..cep ;-t rec(_)rd cir cipcnttion ancl .-\p:·il of ne:\.! financial ~e~tr for 
J11UllllCnancc procedure Ill the fornl of tl th~ pn._'.\·iciu.r, fi11c1ncia) _vear·. 

rnanual. 
. iiil J<_~;:.·p a rc-::urcl or ctlJ tile operation t!IHI 


111ai11tenancc con11nand log:; for ~1 period of' I~ 


month.s. which should include the acwal 

con1n1and given. vvho g;:1vc the conHT1d!1d, 

\vhen \Vas it given \vith date and lin1c and 

fron1 \vhcre. For next 24 111onth.s the san1c 

inforn1ation shall be stored/retained in a non­

onlinc 111ode. For this purpose licensee shall 

keep a list of User JD linked with name and 

other details of the user dul1 certified by the 

syste111 ad111i11istrator. The user list shall be 

provided to licensor or agencies designated by 
the Licensor as and when required. 

iv) Keep a record of all the software 
updations and changes. The major updation 
and changes should also be informed to 
licensor within I 5 days of completion of such 
updation and changes. 



. 'I keep a record of suppl' chain of the 
products (lrnrdwarc/sotiware). Thi.s should be 

. taken fron1 the n1anu l~tcturer/vendor/supplicr 
1 

, at the tin1e or procurernent of the products. ! 
• vi) Comph with the conditions of Remote I 

~-~ ( 1~ccess/l~~\i.ic~nsee shall crc;;1Cli1cilitie;·for: 7(iJ- - The ~·epon .for~ 
I n1onitoring all intrusions. attacks and 11·aud.s intrusions. attacks. frauds. if i,1 I, 

I and report the same to the Licensor and lo ; any, should be submitted by i 
] ClcRT-IN. Such facilities shall be created lw 1 01.06.2012 and then on I" A11ril' 
I 	 - ' I , the Licensee within 12 months of" issue of this of next financial year lor the! 
! ar11endn1en1 and be reported to Licensor as : 

1 

previous financial year. -NIL j 

j and when created dw1ng this pe11od report should be submitled 1f I
i __________ -+-none o_l)bove_is detected ___ 
I 8 •(ii The licensee throu~h suitable a~recmcnt I 8(i) 'fhe nccessan : 

clauses \lith vendor slrnll ensure that the 	 agreements should he done \\1ti1j 	 ! 

! Vendor/Suprlier allm'. the Teleco111 Snvicc all the vendors from whom the 'I 

Provider. Liccnsor/L)oT and/or its designated ' 	 purchases have been clone, and 
agcncie.s to inspect the.: harchvare. soft\varc, readiness for i111plcn1entation of 

1 design. devc!opn1cnt. 1nanufi:ic1uring frtcility ite111 (i) & (ii) should he 
' and suppl) chain and conveyed le> DoT so that the 

1 

ii) Subject all soft\\'arc tn a security1thrcat. neccssar·y inspections,. \'isits can 
check an: lin1c during the supplies or 

1 

be planned ancl convcyecl hack 
equiprnenl. (The number of such \isits will be, le> licensees. 
lin1itccl tel l\VO in n Purchase (Jrclcr. ·rhe 
c:.:penditurc for str...:h visits for ord~r \'aluing 
n1ore than !Zs 50 crorc 1rpto 40 n1an-lia.v:, per 
visit shall be hornc by the licensee dircctl;, or 
through vendor). 

--- ·.-----· ---- ---­

q ( i) 	 '!"he Li:.:enc.,cc shall pnn·id:..' ll1:.:a1i,111 :, 91i; !-!air Y'~arl: st<Hu~; report i.e. 
clcwi!• of" mobile eus10mer5, in 1l1c License '"' clll 30-11-2(111. :"i(i..(1)-2011 
service area \\·ithin pres,:..:rihcd tin1t· \v'1th sn 011. should be suhn1lttcci h\ 
certain clcgrcc: ofaccurac:. fi!lin['. the accurac:iL:-. available 

!iii 	 Location Details should be a pan of" in the iahlc provided in licence 
C:!)R in the forn1 of lcHlf_!itudc and latitude. a1nc11d1ncnt 
besides the co-ordinate oithc cell sites. which (ii) Half vearl' status report 

1 isalreach oneoithcmanclated llelclsol"CDR. 	 1.e. as on 30-11-2011. 30-05­
2011 so on. whether the lat/long 
or location details arc available 
in CDR 
(a) f'or specified mobile number 

, (b) For all mobile numbers/calls 
------·-------- ­

---+-­


