File No.8-5/2014-IT-V

Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan,20, Ashoka Road
New Delhi-110 001

New Delhi, Dated the 03/05/2017

Subject: Sensitization on compliance of IT Act, 2000 and Aadhaar
Act, 2016 while Data Sharing in the Departmental
Websites.

Kindly find encloscd herewith a copy of DO letter No.
NIC/DDG(SBS)ITACT/2017 Dated 24.04.2017 of Secretary, MeitY
on the subject cited above for information/necessary action.

2 This 1s issued with the approval of SANJAY KUMAR
MITTAL, DDG(SKM)-IT, O/o0 DDG(IT)

Validity, own
Enclosure: As Above Digitally sign
SHAILEND AGAR

Date: 2017. 4:41:12
IST B

(Shailendra Sagar)
ADG (IT-1)
Tel: 23036158
To:

1. All Sr. DDG/DDG/JS level officers of DoT Hq.

2. Heads of all Attached Offices/ Subordinate Offices/ Field Offices/
Statutory bodics/Autonomous bodies/ CPSEs of DoT.

3. Sr. Technical Director & Principal System Analyst, NIC-DoT.

Copy To:

1. PPS to Secretary (T)
2.PPS to Member(S), Member (1), Member (F), Additional Secretary

(T)
3.PPS to Advisor (O), Advisor (T), Advisor (F)
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D0 Neo. NIC/OLDGISES) TACT/221T
Dated: 24" Aprit 2217

Sub: Sensilization on compliance of IT Act, 2000 and Aadhaar Act, 2016 while
Data Sharing in the departmental Websites

Dear Secretary,

Kindly refer to the Office Memorandum (OM) No. 10(3802015 EG Il (Val-v)
Uated: £5.03.2017 on Data Snaning - Compliance of IT Act, 2000 and Aadhaar Ast,
Z2C1E The OM i sef-explanatory ard aims for maintenance of secrecy with respect
ic personal identity of infarmatior of ‘esidanis

2 It hars corme 1o notice that there Fave Doen instances whersia personal idertity o
nforraton of residents along wih Aachaar numsers and demogiaphuc lormation,
and other sensiive personal data such as bank Jdetalls eic colected by Minizirias’
degar nents. stale departmers ‘or the odminsiraton af welfare schames sic. have
been published on ine

4 Publishing dentty nformaten e Aadhaar numoer aicng wih demogr= s
intormance s in clear coniravention gf the provisiors of ihe Aadhaae Act, 015 arc

i nee punishable with imprsonmert uplo 3 years Fu-ther
pubisning of finarclal information including ank Jetails being zensilive personal
data, is alsa 0 conlravention of provision under IT Act, 2000 with vielations iable 1o
pay damages by way af compenzation 1a peraona affected

4 10 view of the above, the Web Information Managars (Wika) of all Ministres/
Ceoartments arc Stale Goucrnment depatments may kindly sensitize the Ministries/
Cepatments ard State Government cesartmen!s respeclively and dlso lake a!
precautions while publshing/ shanng data i | websiles, gngurng compliance of
the IT Acl, 2000 and Asdnaar Ac: 2016 with immediale 2"t Futher, they are aise
requesied 10 feview ther websitle contents/ quality as per the standarc guidehnes of
GIGW,_ IT Act 2000 and Aadhaar Act 2075. N 15 alsg advawd thal &1y 5uc" contents
aready published o slill appearing pubbcly may be dsenminues with immediate
offec
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