813-07/LM-30/2022-DS-II

1/73053469/2022
BY EMAIL/DoT WEBSITE
Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)
No. 813-07/LM-30/2022-DS-11 Dated:02-08-2022
To,

All Internet Service Licensees’

Subject: CS (Comm) No. 475 of 2022; Fashnear Technologies Pvt. Ltd. V/s Meesho
Online Shopping Pvt. Ltd. Before Hon'ble Delhi High Court.

Kindly find the enclosed Hon’ble Delhi High Court order dated 20th July, 2022 in
the subject matter court case C.S. (Comm) No. 475 of 2022 for compliance with respect to
3 infringing websites/domains mentioned in the court order.

2. Hon’ble Court vide order dated 20t Juy, 2022 has, inter alia, directed to DoT that:

“4. In the meantime, all the three fake online marketplaces with the infringing
domain names being  ‘www.meeshogift.in’, ‘www.meeshogift.com’ and
‘www.meeshoonlineluckydraw.in’ are restrained from operating and shall remain
suspended or deactivated by the Domain Name Registrar (“DNR”). The Defendant
No.19 - Department of Telecommunications (DoT) and Defendant No.20 —
Ministry of Electronics and Information Technology (MEITY) shall issue
blocking orders for the said three domain names, till further orders of this Court.
All the Internet Service Providers (ISPs) shall also give effect to these directions,
within 24 hours.”

3. Accordingly, in view of the above, all the Internet Service licensees are hereby
notified/instructed to take immediate necessary blocking action for compliance of the court

order dated 20 July, 2022 with respect to 3 infringing websites/domains
‘www.meeshogift.in’, ‘www.meeshogift.com’ and ‘www.meeshoonlineluckydraw.in’ as
mentioned in the court order immediately. Signed by Subodh Saxena

Date: 02-08-2022 17:11:02
Reason: Approved

Director (DS-II)
Tel: 011-2303 6860
Email: dirds2-dot@nic.in

Encl: A/A
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IN THE HIGH COURT OF DELHI AT NEW DELHI
ORDINARY ORIGINAL CIVIL JURISDICTION

lo6YUY = 3 Org/DHC/DA-3  Dated 994—F -2

From
The Registrar General,
High Court of Delhi,
New Delhi

To,

Defendant No. 19

Department of Telecommunications,

Through Secretary,

Ministry. of Communications And IT

20, Sanchar Bhawan, Ashoka Road, New Delhi-110001.
adetds2-dot@gov.in; dot@nic.in; dirds2-dot@nic.in;

Defendant No. 20

Ministry of Electronics And Information Technology

Through the Director General (DIT) Cyber Laws & e-security),
Electronics Niketan, 6, CGO Complex, Lodhi Road,

New Delhi-110003.

cyberlaw-legal@meity.gov.in, ns.balan@meity.gov.in,
gccyberlaws@meity.gov.in,

Sub: CS(COMM) No. 475/2022.

Fashnear Technoldgies Private Limited ... Plaintiff
Vs

Meesho Online Shopping Pvt. Ltd. & Ors. ....Defendants

Sir/Madam,

| am directed to forward herewith for information and necessary
compliance, copy of order dated 20.07.2022 passed by Hon'ble Ms. Justice
Prathiba M. Singh of this Court. A copy of Memo of parties is also enclosed
herewith. '

Yours faithfully,

Administrative Officer (Judl

for REGISTRAR GEN ERAL
RK
Encl: As above.



11

IN THE HIGH COURT OF DELHI AT NEW DELHI

(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)

C.S. (coMM) 47 OF 2022

Code: 36017& 36017.01
IN THE MATTER OF:

Fashnear Technologies Private Limited ...Plaintiff

Versus
Meesho Online Shopping Pvt. Ltd. & Ors ...Defendants

MEMO OF PARTIES

IN THE MATTER OF:

1. FASHNEAR TECHNOLOGIES PRIVATE LIMITED
06-105-B, 06-102, (138 Wu) Vaishnavi Signature,
No. 78/9, Outer Ring Road, Bellandur, Varthur
Hobli, Bengaluru-560103, Karnataka, India
E-mail ID: legalsupport@meesho.com
...Plaintiff
Versus

1. MEESHO ONLINE SHOPPING PVT. LTD.
Vikas Royal Arcade, Saint Nagar, Rani Bagh,
Pitampura, Delhi -110034

Also, at:

City Tower Complex, Sasthitala Lane,

Atghara New Town, Kolkata, West Bengal- 700052
Also, at:

Burra Bazar Market, 15/A, Armenian Street,
Kolkata- 700001

Websites: www.meeshoonlineluckydraw.in;

www.meeshogift.in; and www.meeshogift.com

Contact Nos.: 1800-1213-778 (Helpline)

+91 70744 68674 (WhatsApp contact number)

+91 8240950986; +91 8697334157, +91 7890719883; +91
7890713629; +91 9163664802; +91 9903612139; +91 9038504976
E-mail IDs: winner@meeshoonlineluckydraw.in;
ral4741@gmail.com; Giftmeeshol@gmail.com
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2. THE HONGKONG AND SHANGHAI BANKING
CORPORATION LIMITED (HSBC)
No 25 Barakhamba Road New Delhi 110 001
Contact No.: 1800 266 3456 / 1800 120 4722
E-mail ID: Vipincbarthwal@hsbe.co.in

3. UNION BANK OF INDIA
2nd Floor, Aggarwal Corporate Tower 23, Rajendra Place
New Delhi - 110008
E-mail: gro.rodelhincr@unionbankoﬁndia.com
Grievance Cell Tel no.: 011-25825287

4. ICICI BANK LIMITED _
ICICI Phone Banking Center, ICICI Bank Tower, 7th floor, Survey

no: 115/27, Plot no. 12, Nanakramguda, Serilingampally,

Hyderabad — 500032
E-mail ID: customer.care@icicibank.com

5. ONE97 COMMUNICATIONS LIMITED
First Floor, Devika Tower
Nehru Place, New Delhi - 110019
Also, at:
B-121, Sector 5, Noida - 201301
Email IDs: grievanceofficer@paytm.com;
cybercell@paytmbank.com; compliance@paytm.com

6. GOOGLE INDIA DIGITAL SERVICES PVT. LTD.
5th Floor, DLF Centre, Block 124 :
Narendra Place, Sansad Marg
New Delhi - 110001 .
Email ID: Support-in@google.com; apac-corporg.cs@google.com

7. GODADDY.COM, LLC
14455 North Hayden Road, Suite 219
Scottsdale, AZ 85260 '
United States
E-mail ID: HQ@GoDaddy.com
Also, At:
GoDaddy India Web Services Private Limited
003, Tower 4A, DLF Corporate Park,
MG Road Gurgaon — 122002
E-mail ID: legal@godaddy.com
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8. PDR LTD. D/B/A PUBLICDOMAINREGISTRY.COM
Endurance International Group (India) Private Limited
Unit No. 501, 5th Floor & Unit IT Building No. 3,

Nesco IT Park, Nesco Complex,

Western Express Highway, Goregaon (East),
Mumbai Maharashtra 400063, India

Email: complaint@publicdomainregistry.com

9. DOMAINSHYPE.COM, INC
The Endurance International Group, Inc.
10 Corporate Drive, Suite 300, Burlington
Massachusetts, USA - 01830
Phone No.: +1.3604495900
Email: corpdomains@endurance.com

10.VODAFONE IDEA LIMITED
Vodafone House,
Peninsula Corporate Park, -
Ganpatrao Kadam Marg,
Lower Parel, Mumbai - 400 013 India
Also, At: _
Birla Centurion,
10th Floor, Plot no.794,
B Wing, Pandurang Budhkar Marg,
Worli, Mumbai - 400 030 India
E-mail: florencia.depores@vodafoneidea.com;
Smitha.Menon@vodafoneidea.com;
pankaj.kapdeo@vodafoneidea.com
Radhika.gokhale@vodafoneidea.com

11.BHARTI AIRTEL LTD.
Airtel Centre, Tower-A, 6th floor
‘A’ Wing, Plot No.16, Udyog Vihar
Ph - IV, Gurgaon — 122016
E-mail: amit.bhatia@airtel.com

12.ATRIA CONVERGENCE TECHNOLOGIES PVT. LTD.
99A/113A, Manorayana Palya
R.T. Nagar Bangalore — 560032

Also, At:‘
2nd and 3rd Floor, No. 1,

Indian Express Building, Queen’s Road,
Bangalore 560001 Karnataka




E-mail: nodal.term@actcorp.in;
Jitesh.chathambil@actcorp.in

/, 13.BHARAT SANCHAR NIGAM LTD.
/ Bharat Sanchar Bhawan, Regulation Cell
/ 5th floor, Harish Chandra Mathur Lane
f Janpath, New Delhi -110001
f E-mail: ddg_reg@bsnl.co.in; sbkhare@bsnl.co.in;

/’ averma@bsnl.co.in
/ 14.HATHWAY CABLE & DATACOM PVT. LTD.
/ 'Rahejas',4 floor, Main Avenue

7' Santacruz (W), Mumbai-400054
/ Email: ajay.singh@hathway.net; dulal@hathway.net;
/ - sudhir.shetye@hathway.net

15.MAHANAGAR TELEPHONE NIGAM LTD.
‘ 5th Floor, Mahanagar Doorsanchar Sadan

/ 9, CGO Complex, Lodhi Road

I New Delhi — 110003

/ E-mail: raco.mtnl@gmail.com;

f mtnlcsco@gmail.com

/ - gmracomtnl@gmail.com

| 16.RELIANCE JIO INFOCOMM LIMITED
c/ RCP 14 (TC 23), Phase 4,

F ¥ B-Block, 3rd Floor,

C 4 130 Twane-Belapur Road,

Gansoli, Navi Mumbai- 400701

E-mail: care@jio.com; sunil.kr.gupta@ril.com; jyoti.jain@ril.com;
neelakantan.an@ril.com :

17.SHYAM SPECTRA PVT. LTD.
Plot No. 258, Okhla Industrial Estate,
Phase ITII, New Delhi — 110020
Also, at:
Plot No. 21-22, 3rd Floor
Udyog Vihar, Phase IV, Gurugram -122015
E-mail: info@spectra.co; compliance@spectra.co

18.TATA TELESERVICES LTD.
‘A, E & F Blocks Voltas Premises - T. B. Kadam Marg
Chinchpokli, Mumbai — 400033
E-mail: pravin.jogani@tatatel.co.in;
anand.dalal@tatatel.co.in; satya.yadav(@tatatel.co.in




19.DEPARTMENT OF TELECOMMUNICATIONS
Through Secretary, Ministry of Communications and IT,
20, Sanchar Bhawan, Ashoka Road, New Delhi — 110001
E-mail ID: adetds2-dot@gov.in; dot@nic.in; dirds2-dot@nic.in

20.MINISTRY OF ELECTRONICS AND INFORMATION
TECHNOLOGY
Through the Director General (DIT) Cyber Laws & e- secuuty)
Electronics Niketan, 6, CGO Complex,
Lodi Road, New Delhi — 110003
E-mail ID: gccyberlaws@meity.gov.in; ns.balan@meity.gov.in
cyberlaw-legal@meity.gov.in

21.ASHOK KUMAR (s) : ...Defendants

Q o
P
\\ MRS
| AN y

Vivek Ayyagari

(MAH/4861/2016)

Place: New Delhi Saikrishna and Associates
Date: 13" July 2022 Advocates for the Plaintiff

57 Jor Bagh, New Delhi - 110003
+91 8017571175
v.ayyagari@saikrishnaassociates.com

Note: Defendant No. 1 is the main contesting party.
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1.

IN THE HIGH COURT OF DELHI AT NEW DELHI
CS (COMM) 475/2022 & I.As. 10851-52/2022
FASHNEAR TECHNOLOGIES PRIVATE LIMITED ... Plaintiff

Through:

VErsus

Mr. Saikrishna Rajagopal, Mr.
Sidharth Chopra, Mr. Nitin Sharma,

Ms. Ramya Aggarwal, Mr. Angad

Makkar and Mr. Vivek Ayyagari,
Advocates. (M:9560744337,
8017571175)

MEESHO ONLINE SHOPPING PVT. LTD & ANR. ..... Defendant

CORAM:

Through:

Ms. Hetu Arora Sethi, ASC, GNCTD
for Cyber Crime Unit with ACP
Raman Lamba and Inspector Suneel
Siddhu, IFSO/Spl. Cell.
(M:8750450055)

Mr. Anurag Ahluwalia, CGSC for
UOL

Mr. Moazzam Khan and Ms. Shweta
Sahu, Advocates for D-7.

JUSTICE PRATHIBA M. SINGH

%

ORDER
20.07.2022

The present suit has been filed by the Plaintiff seeking a permanent

injunction to restrain Defendant No.l from unauthorizedly using the

Plaintiff’s trademarks and/or copyright to defraud and dupe unsuspecting

and gullible membefs of the general public in the name of the Plaintiff. The

Plaintiff alleged that the Defendant through various means is approaching

customers and informing them they have won a lottery prize. Thereafter,

under the pretext of a fake lottery win, the rogue Defendants induce the

CS (COMM) 475/2022

Page I of 9




gullible members of the general public to submit their bank account details
and pay advance charges (by way of processing fees or other charges) to
receive the prize amount or to avail free gifts such as cars, motor bikes, cash
prize, electronics, etc.

2. Pursuant to the previous order dated 18th July, 2022, a status report
has been submitted by Ms. Hetu Arora Sethi, Id. ASC, GNCTD appearing
for the Delhi Police along with Mr.. Raman Lamba, ACP, Cyber Crime Unit,
Delhi Police, who is present in Court. A perusal of the said status report
shows that a detailed investigation is already underway and there are similar
matters as well, where fake accounts have been created in the names of well-
known business houses. As per the said status report, a Special Investigation
Team (‘SIT®) has been constituted collectively in respect of four similar
suits, by the Cyber Crime Unit, Delhi Police, which is referred to as
Intélligence Fusion and Strategic Operations (“IFSO”).

3. In the present suit, a FIR being FIR No.206/2022, P.S. Special Cell,
Delhi dated 20th July, 2022 has also been registered under Sections 419/420
IPC and Sections 66C, 66D of the Information Technology Act, 2000. The
status report reveals that there are bank accounts which are connected to
each other, in a cascading manner, and orders are being issued for freezing
of the said bank accounts. Let the investigation in this matter continue.

4. 1In the meantime, all the three fake online marketplaces with the
infringing domain names being ‘www.meeshogift.in’,
‘www.meeshogift.com’  and ‘www.meeshoonlineluckydraw.in’  are
restrained from operating and shall remain suspended or deactivated by the
Domain Name Registrar (“DNR“). The Defendant No.19 - Department of

Telecommunications (DoT) and Defendant No.20 — Ministry of Electronics

CS (COMM) 475/2022 Page 2 of 9




and Information Technology (MEITY) shall issue blocking orders for the
said three domain names, till further orders of this Court. All the Internet
Service Providers (ISPs) shall also give effect to these directions, within 24
hours. '

5.  The contact details of the persons, who have registered domain names
shall be handed over to 1d. Counsel for the Plaintiff by the DNR - GoDaddy
and other Registrars. Upon the details of the registrants of these domain
namés being made available to 1d. Counsel for the Plaintiff, the same shall
be supplied to Ms. Sethi and Mr. Lamba, so that they can carry out further
investigation into the matter. All the concerned banks shall further ensure
that the bank accounts connected to the said three domain names are frozen
and blocked. ‘

6. - The DNRs will also inform the Plaintiff, if the said domain names
have availed of any other services of the DNR such as cloud server, website
development and hosting services. If so, the details used for making any
payments such as credit card details, bank accounts details and any IP
address of such persons who have registered the said domain names for
availing the said services, shall also be provided to ld. Counsel for the
Plaintiff. After collecting said details, the 1d. Counsel for the Plaintiff shall
forward the same to Ms. Sethi and Mr. Lamba.

7. The DNRs shall further ensure that no other fake websites/domain
names containing the mark/name ‘MEESHO’ is registered by them. If the
Plaintiff gives notice of any other infringing websites, the DNRs shall
deactivate the said website/domain name, within 48 hours.

8 Ld. Counsel for the Plaintiff shall file an affidavit giving the details of

such websites after submitting the same to the DNR. If any domain names,
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which are brought to the notice of the DNR, are not deactivated, an

explanation shall be provided by the DNR to the Plaintiff as to why the said

domain names were not deactivated, and the Plaintiff shall be at lib

move an application before the Court in this regard.

erty to

9. At this stage, Mr. Khan, 1d. Counsel for the DNR — Godaddy.com

LLC submits that the order relating to non-registration of any domain name

containing the mark ‘MEESHO’ may not be passed, as it may block several

genuine users from registering domain names. If the DNR is of the view that

there are genuine domain names, an application may be moved.
10.  This Court has perused the status report submitted by the
Crime Unit and is convinced that the Plaintiff's well-known

‘MEESHO’ is now being used by fraudulent persons, who carry out

Cyber
mark

illegal

activities over the internet. The order directing the DNR not to register any

domain names containing the mark ‘MEESHO’ is being passed under such

extenuating circumstances, where the status report reveals that several

vulnerable persons are being duped of huge sums of money by regi

stering

the domain names containing the mark ‘MEESHO?’. Several bank accounts

are being publicised on such domain names/websites, and in on

account, total transaction of more than Rs.53 lakhs was found by the

Crime Unit and an amount of only Rs.79/- was found to be remair

balance amount. Thus, domain name registration is becoming a tool fe
persons to collect monies through illegal means. It is under
circumstances that the present order has been passed in respect of the ]
11. Tt has also been brought to the notice of this Court that ther
number of cases before the Court where fraudulent domain names arc

registered under the marks of well-known and established business

c such
Cyber
1ing as
or such
these

DNR.

C arc a

> being

houses
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and their brands. The said domain names are being used for hosting

fraudulent websites with details of bank accounts under the garb of offering

jobs, dealerships, franchisees, lucky draws, and various other illegal

activities. The cases already before this Court, include the following:

S. Cause Title Case No. NDOH (as |
No. per last
order)
1.  |Himalaya Drug Company & Ors. v.|[CS 25
Ashok Kumar & Ors. (COMM)  |August,
95/2021 2022
2. Microsoft Corporation & Anr. v. CZone | CS 8t August,
Solutions & Ors. (COMM) 2022
251/2020
3. Reliance Industries Ltd. & Anr. v. OLX [ CS 1t August,
India BV & Anr. (COMM)  [2022
& 144/2020
Reliance Industries Ltd. & Anr. v.|&
QUIKR India Pvt. Ltd. CS
(COMM)
143/2020
4. Pfizer Inc. & Ors. v. Everest|CS 25%  July,
Pharmaceuticals Ltd. & Ors. (COMM) 2022
118/2020
5. Eli Lilly & Company & Ors. v. Bryan | CS 201
Pharmaceuticals (COMM)  |September,
1439/2021 2022
6. Hindustan Unilever Limited v. Nitin [ CS 25t
Kumar Singh & Ors. (COMM)  |August,
399/2021 2022
7. | Dabur India Limited v. Ashok Kumar & |CS 31 August,
Ors. ' ' (COMM)  [2022
CS (COMM) 475/2022 Page 5 of 9




135/2022

8. Godrej Properties Ltd. v. Ashok Kumar | CS 37 August,
& Anr. (COMM) 2022
154/2021
9. HT Media Ltd. v. Pooja Sharma & |CS 231
Ors. (COMM)  |August,
26/2022 2022
10. | Indiamart Intermesh Ltd. v. Mr. Akash | CS 25t
Verma & Ors. (COMM)  |August,
255/2020  [2022
11. Shoppers Stop Limited v. M/s.|CS 27 August,
"Shopperstop & Ors. (COMM)  [2022
424/2020
12. Gujarat Cooperative Milk Marketing [ CS [3 August,
Federation Ltd. & Anr. v. Amul-|{(COMM) 2022
Franchise.in & Ors. 350/2020
13. Kamdhenu Limited v. Raghunath|CS 31 August,
Virdharam Bishnoi & Ors. (COMM)  [2022
524/2021
12.  In addition, 1d. Counsels appearing before this Court today have

informed the Court that there are other similar matters, pending before

different benches of the IPD. The details of the said matters are as under:

S. | Cause Title Case No. | Current Bench and

No. NDOH (as per last
order)

1. |Colgate Palmolive Company & |CS Before HMJ Navin

Anr. v. NIXI and Anr.

(COMM)
1193/2019

Chawla
NDOH - 12/09/2022

CS (COMM) 475/2022
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Microsoft Corporation & Anr. v. |CS | Before Ld. JR Jyoti
PC Patchers Technology Private | (COMM) |Kler
Limited & Ors. 498/2020
NDOH - (03/08/2022
Microsoft Corporation & Anr. v. | CS Before HMJ Jyoti
Tech Heracles OPC Private | (COMM) | Singh
Limited & Ors. 276/2021
NDOH - 13/09/2022
Microsoft Corporation & Anr. v. | CS Before HMJ Jyoti
Vacation Rental Services Limited | (COMM) | Singh
& Ors. 158/2022
' NDOH - 12/09/2022
(Before JR)
ITC Limited v. Ashok Kumar & [ CS . |Before HMJ lJyoti-
Ors. (COMM) |Singh (transferred
373/2020 | from HMJ Sanjeev
Sachdeva)
NDOH - 21/07/2022
Mont Blanc  Simplo v. |CS Before HMJ Jyoti
MontblancIndia.com & Ors. (COMM) | Singh
732/2019 :
NDOH - 25/07/2022
Tata Sons Private Limited & |CS Before Ld. JR
Anr. \Z M/s. Electro | (COMM) | Tyagita Singh
International & Ors. 293/2021
NDOH - 22/07/2022
Jockey International Inc. v. |CS Before Ld. JR Surya
www.Jockeyfranchise.com & | (COMM) | Malik Grover
Ors. 82/2020
NDOH-06/09/2022
Mother Dairy Fruit & Vegetable | CS Before HMJ lJyoti
Pvt. Ltd. v. Kumar Prahlad & | (COMM) | Singh
Anr. 297/2019

CS (COMM) 475/2022
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NDOH - 07/09/2022
10. | Pfizer Inc & Ors. v. Everest|CS Before HMIJ Jyoti
Pharmaceuticals Ltd. & Ors. (COMM) | Singh
: 587/2019
NDOH - 04/08/2022
11. | Dharampal Satypal Ltd. v. |CS Before HMJ Jyoti
Rajnigandha Dist. Pvt. Ltd. & |(COMM) | Singh
Ors. 317/2019
NDOH - 01/09/2022
12. | Amazon Seller Services Pvt. Ltd. | CS Before HMJ Jyoti
& Anr. v. Amazonbuys.in & |(COMM) |Singh
Ors. ' 364/2022
NDOH - 01/09/2022
13. | Hindustan Unilever Ltd. v& Anr. | CS Before HMJ Jyoti
v. unileverl.in & Ors. (COMM) | Singh :
275/2022
NDOH - 12/09/2022
14. | Bajaj Finance Ltd. & Anr. v. |CS Before HMJ Jyoti
Niko Das & Ors. (COMM) | Singh
233/2022
NDOH - 22/07/2022

13.  Subject to the orders of Hon’ble the Judge-in-Charge (Original Side),
all the above matters be listed before the samé Bench, as the investigation
needs to be consolidated and comprehensive directions may be required to
be issued to the police authorities, cyber cells, the various banks, National
Payment Corporation of India, RBI, MHA etc.

14. The Cyber Crime Unit, Special Cell, Delhi shall continue the

investigation in these matters. Let a further status report be submitted in
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respect of the said investigation, on the next date of hearing.

15. It is also made clear that in order to coordinate in obtaining data
relating to various bank accounts and other details of the persons, who
opened the fraudulent bank accounts for collecting the money from the
customers, the Cyber Crime Unit is free to approach National Payments
Corporation of India, as also, the concerned banks.

16. List on 3 August, 2022, along with similar matters as tabulated

s/

PRATHIBAM SINGH J

above at 2:30 p.m.

/
LAULY 20, 2022/dk/ad

AL

e
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