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1/3063182/2022

BY EMAIL/DoT WEBSITE
Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)

No. 813-07/LM-13/2022-DS-II Dated:04-10-2022

To,
All Internet Service Licensees’

Subject: CS Comm 214 of 2022, Star India Pvt. Ltd. & Anr. V/s Ashar Nisar &
Ors. Before Hon’ble Delhi High Court

In continuation to Department of Telecommunications even no. letters dated
12.04.2022, 21.04.2022, 26.04.2022, 28.04.2022, 02.05.2022, 04.05.2022,
13.05.2022, 18.05.2022, 20.05.2022, 26.05.2022, 27.05.2022, 03.06.2022,
21.06.2022, 01.07.2022, 21.07.2022, 02.08.2022, 16.08.2022, 01.09.2022,
06.09.2022, 09.09.2022, 14.09.2022 & 21.09.2022; kindly find the enclosed

Hon’ble Delhi High Court order dated oe6th April, 2022 in the subject matter court
case C.S. (Comm) No. 214 of 2022 along with Fifty-Sixth (8 websites), Fifty-
Seventh (4 websites) & Fifty-Eighth (2 websites) list of additional
websites/URLs, as provided by advocate for the plaintiff in the case along with
affidavits dated 24.09.2022 , 27.09.2022 and 29.09.2022 for compliance. DoT is
defendant No. 32 in the case.

2. Hon’ble Court in order dated 06" April, 2022 has, inter alia, directed that:

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites identified by the
Plaintiffs in the instant suit at S.No. 1 of the Documents or such other Ul
domains/websites that may subsequently be notified on Affidavit by the
Plaintiffs to be infringing/authorising infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon
the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documentsor such other
domains/websites that may subsequently be notified on Affidavit by
the Plaintiffs to be infringing/authorising infringement of its exclusive
rights.

3. Accordingly, in view of the above, all the Internet Service licensees are -
hereby notified to take immediate necessary blocking action for compliance of the -
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court order dated 06" April, 2022 with respect toFifty-Sixth (8 websites), Fifty-
Seventh (4 websites) & Fifty-Eighth (2 websites) list of additional
websites/URLs as mentioned in the affidavits.

Director(DS-II)
Tel: 011-23036860
Email:dirds2-dot@nic.in

Encl: A/A

Copy to:

i. Sh. V.Chinnasamy, Scientist E (chinnasamy.v@meity.gov.in), Electronics
Niketan, Ministry of Electronics and Information Technology (MeitY) New
Delhi (Respondent no. 33) for kind information and necessary action.

i. DOT website.



* IN THE HIGH COURT OF DELHI AT NEW DELHI
+ CS(COMM) 214/2022

STAR INDIAPVT.LTD. & ANR. ... Plaintiffs
Through: Mr. Saikrishna Rajagopal, Mr. Yatinder
Garg, Ms. Shehima Jauhari, Mr. Angad Singh
Makkar and Ms. Sneha Jain, Advocates

VErsus
ASHAR NISAR&ORS. ... Defendants

Through:  Mr. Mohammad Kamran and
Mr. Brijesh Ujjainwal, Advocates for D-13

CORAM:
HON'BLE MS. JUSTICE JYOTI SINGH
ORDER
% 06.04.2022

IA N0.5336/2022 (exemption)

1. Allowed subject to all just exceptions.

2. Application stands disposed of.

IA N0.5337/2022 (u/O. Xl Rule 1(4) of the Commercial Courts,
Commercial Division and Commercial Appellate Division of High Courts
Act, 2015 r/w S. 151 CPC seeking leave to file additional documents)

3. Present application has been preferred on behalf of the Plaintiffs
seeking leave to file additional documents under Order 11 Rule 1(4) CPC.

4. Plaintiffs, if they wish to file additional documents at a later stage,
shall do so strictly as per the provisions of the Commercial Courts Act,
2015.
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5. Application is allowed and disposed of.

I.A. 5335/2022 (under Section 80 read with Section 151 CPC)

6. Since there is an urgency in the matter and the matter is being heard

today, Plaintiffs are exempted from serving Defendants No.24, 27, 32 and
33 with advance notice.
7. For the reasons stated in the application, the same is allowed and

disposed of.
CS(COMM) 214/2022

8. Let the plaint be registered as a suit.

9. Issue summons.

10. Mr. Mohammad Kamran, learned counsel enters appearance on behalf
of Defendant No.13.

11.  Written statement be filed by Defendant No.13 within 30 days from
today alongwith affidavit of admission/denial of the documents of the
Plaintiffs.

12. Replication thereto, be filed by the Plaintiffs within 15 days of the
receipt of the written statement alongwith an affidavit of admission/denial of
the documents filed by Defendant No.13.

13.  Upon filing of process fee, issue summons to the remaining
Defendants, through all permissible modes, returnable on 13.07.2022.
Summons shall state that the written statement shall be filed by the
Defendants within 30 days from the receipt of summons. Along with the
written statement, Defendants shall also file affidavits of admission/denial of
the documents of the Plaintiffs.

14.  Replication be filed by the Plaintiffs within 15 days of receipt of the

written statement. Along with the replication, an affidavit shall be filed by
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the Plaintiffs of admission/denial of the documents filed by the
Defendants.

15. If any of the parties wish to seek inspection of any documents, the
same shall be sought and given within the timelines.

16.  List before the Joint Registrar on 13.07.2022.

17.  List before the Court on 25.08.2022.

I.LA. 5334/2022 (U/O 39 Rules 1 and 2 read with Section 151 CPC)

18.  Issue notice to the Defendants.

19.  Mr. Mohammad Kamran, learned counsel accepts notice on behalf of
Defendant No.13.

20.  On steps being taken, notice be issued to the remaining Defendants,
through all permissible modes, returnable on 25.08.2022.

21. Itis averred in the plaint that Plaintiff No. 1 is a leading entertainment
and media company in India engaged, inter alia, in the production of
popular content broadcast on its STAR Channels (such as Star Plus, Star
Sports 1, Star Gold, Star Jalsa, etc.) and is an exclusive licensee of media
rights to various sporting events which are also broadcast on its Star
channels such as the ongoing TATA Indian Premier League 2022. Plaintiff
No.1 also claims to be a leading film production and distribution company.
Plaintiff No. 2, it is averred, owns and operates the online audio-visual
streaming platform and website, ‘www.hotstar.com’ and the mobile
application, ‘Disney+ Hotstar’ which enables viewers to watch content such
as serials (including content of STAR Channels) and programs, films, sports
content including live sporting events, trailers of upcoming films and serials,
international content through the medium of the internet.

22. Plaintiffs claim to have exclusive rights in the aforesaid works by
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virtue of provisions of Section 14(d) of the Copyright Act, 1957, including
inter alia the rights to publicly exhibit and communicate the said content
through any medium or mode, including on STAR Channels or Disney+
Hotstar. It is pleaded that by virtue of the exclusive media rights granted to
the Plaintiffs, they broadcast and communicate to the public, live, delayed,
highlights, clips and/or repeat telecast of numerous sporting events inter alia
the ongoing TATA Indian Premier League 2022 in India through Disney+
Hotstar and also through their STAR Channels. Plaintiffs claim to be the
sole and exclusive owner of the Broadcast Reproduction Rights in relation to
the aforesaid broadcasts of sporting events, communicated through the
STAR Channels and Disney+ Hotstar, in accordance with Section 37 of the
Copyright Act, 1957.

23. Learned counsel appearing on behalf of the Plaintiffs submits that it
has come to the notice of the Plaintiffs that their exclusive rights in the
aforementioned content, i.e. movies, general entertainment content
(television shows, web-series, etc.) and sporting events inter alia the
ongoing TATA Indian Premier League 2022, were and are continuing to be
infringed by Defendants No.1-12 herein. It is specifically averred that
Defendants No. 1-12 are infringing and/or facilitating/enabling/authorising
infringement of the Plaintiffs’ exclusive rights under Sections 14(d) and 37
of the Copyright Act, 1957, by reproducing, storing, transmitting,
communicating, making available for viewing or providing access to the
Plaintiffs’ aforesaid contents/works.

24. It is further contended that Defendants No. 1-6 (hereinafter referred to
as ‘Rogue Apps’) are third-party Android-based mobile applications that

communicate, make available for viewing and provide access to content,
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free of cost (or at minimal subscription) and without any authorisation from
various right owners, including the aforesaid content of the Plaintiffs. It is
also contended that the download, distribution and use of these Android-
based mobile Apps, such as the Rogue Apps, occurs through a
APK(Android Package Kit) file format. These Rogue Apps are completely
illegal apps and have no permission or authorization to reproduce, store,
transmit, communicate or make available for viewing and provide access to
any of the Plaintiffs’ content. The intent and purpose of these Rogue Apps is
clearly to exploit copyright-protected works of the Plaintiffs’ content and to
provide an alternative to legitimate sources to the user such that the user
does not have to pay for enjoying the content.

25. It is averred in the plaint and argued by the learned counsel that
Defendants No. 7 to 12 (hereinafter referred to as ‘Rogue Websites’) are
third-party websites which serve as a repository of .APK files, that provide
access to users of Android based mobile Apps such as the Rogue Apps.
Differently put, the user who is looking for a specific Android based App
that will provide access to infringing content, would typically be in a
position to download such an App from the .APK file provided by the
Rogue Websites. Hundreds of Android-based mobile Apps including most
of the Rogue Apps are available for download on these Rogue Websites. It
Is further contended that the Rogue Websites, used to distribute numerous
rogue Android-based mobile Apps, have been developed only to enable the
download of the application file for such Apps, such as “RTS TV”, “Stream
India”, etc. and are solely instruments/vehicles of infringement which are
indulging in the illicit business of communicating/making available

infringing content. Thus, according to the learned counsel, Plaintiffs have
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reason to believe that the owners of the Rogue Websites, which are
distributing the aforesaid Apps, are the owners of/affiliates of the owners of
said Apps.

26. It is next contended that Defendants No. 1-12 continue to infringe the
Plaintiffs’ exclusive rights with respect to films, general entertainment
content and sporting events, including but not limited to the TATA IPL
2022, which has commenced on 26.03.2022 and shall conclude on
29.05.2022.

27. Itis brought out by the learned counsel that Defendants No. 13-22 are
the domain name registrars of websites/Ul domains of Defendants No.1-12,
as captured in paragraph 81 of the Plaint and have been arrayed for the
limited purpose of revoking/cancelling the domains of Defendants No. 1 to
12 as also to seek disclosure of the registrant details and billing details of
these Rogue Websites/UI domains, so that the exact identity and location of
the owner of these domains can be confirmed and discerned.

28. Learned counsel submits that Defendants No. 23-31 are Internet
Service Providers which have been arrayed for the limited purpose of
disabling access into India of the Rogue Websites/domains/Ul along with
the creators/developers of the Rogue Apps identified in the present suit or
any other website/UI/App identified by the Plaintiffs on Affidavit.
Defendants No. 32 and 33 are the Department of Telecommunications
(‘DOT’) and Ministry of Electronics and Information Technology
(‘MEITY”), which are Government departments and have been arrayed for
the limited purpose of issuing notifications calling upon the internet and
telecom service providers to block access to the Rogue Apps and the Rogue

Websites, identified in the present suit as also such other websites which are
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subsequently discovered to be infringing the rights of the Plaintiffs. No
formal relief has been sought against the Defendant No. 13-33.

29. It is further contended that Defendants No. 1-12 are anonymous
entities/websites and the details of their owners are hidden or forged/
Inaccurate and that these entities/websites are vehicles of infringement that
engage in flagrant violation of the intellectual property rights of the
Plaintiffs. It is claimed that due to the nature of internet, which offers
anonymity, these entities/websites systematically engage in violation of
intellectual property rights of the Plaintiffs. Thus, the contention is that
Defendants No. 1-12, i.e. Rogue Apps and Rogue Websites, are
predominantly engaged in violating third party rights.

30. Having heard learned counsel for the Plaintiffs, this Court is of the
view that Plaintiffs have made out a prima facie case for grant of ex parte
ad-interim injunction. Balance of convenience lies in favour of the Plaintiffs
and they are likely to suffer irreparable harm in case the injunction, as
prayed for, is not granted.

31.  Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are
discovered during the course of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the infringement of the
Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights),
their owners, partners, proprietors, officers, servants, affiliates, employees,
and all others in capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing, reproducing,

streaming, broadcasting, re-broadcasting, causing to be seen or heard by
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public on payment of charge and/or making available for viewing, the
Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS
TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other
App, including ones whose names/branding/trademark recall is deceptively
or substantially similar to the Rogue Apps identified hereinabove,
amounting to infringement of the Plaintiffs’ copyright and Broadcast
Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other
websites/entities which are discovered during the course of the proceedings
and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights,
copyrights and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
by or under it, are restrained from in any manner infringing and/or
authorising the infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming and/or making
available for viewing and downloading, without authorization, on their
websites or other platforms, through the internet in any manner whatsoever,
the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights,
copyrights and Broadcast Reproduction Rights, till the next date of hearing;

C. Defendant No. 13, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in the capacity of principal or
agent acting for and on their behalf, or anyone claiming through, by or under
it, are directed to de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4 (picasotv.com), Defendant
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No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 2 (rtstvapk.xyz and rtstv-app.com);

e. Defendant No. 15, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app), Defendant No. 2 (xtsaiful.xyz), Defendant
No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and
Defendant No. 10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent

acting for and on their behalf, or anyone claiming through, by or under it,
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are directed to de-activate/suspend the domain name registration of the
Defendant No. 5 (www-streamindianew.xyz);

. Defendant No. 19, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu and adhkjgfyufsf.najfilmy.eu);
J. Defendant No. 20, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

K. Defendant No. 21, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori.workers.dev);

l. Defendant No. 22, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m.  Defendants No. 23 to 31, their directors, partners, proprietors,
officers, affiliates, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
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by or under it, are directed to block access to the various UI
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of
the Documents or such other Ul domains/websites that may subsequently be
notified on Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling
upon the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documents or such other domains/websites
that may subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights.

32.  Order be given dasti to learned counsel for the Plaintiffs.

33.  Provisions of Order 39 Rule 3 CPC shall be complied with by the

Plaintiffs, within a period of two weeks from today.

JYOTI SINGH, J
APRIL 06, 2022/yg
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ... Plaintiffs
Versus
Ashar Nisar & Ors. ...Defendants
INDEX
S. PAGE NO
NO.

1. | Affidavit of Ms. Diksha Snehal dated 24"
September 2022 with respect to additional 1-12-
list of 8 domains / URLs / IP Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for wviewing the
Plaintiffs” Content

2. | Annexure A: Additional list of 8 domains
{ URLs / IP Addresses

3. | Evidence with respect to additional list of
8 domains / URLs / [P Addresses that are 14 - 95 -
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content

13 -

(! ) L’:
Tatinde?ﬁa)mf Snehima Jauhari / Angad 5. Makkar
(D/1330/2015) / (DI2733/2017) / (DI3579/2021)

Place: New Delhi Saikrishna and Associates
Date: 24" September 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003

+01 9999064036

yatinder{@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Lid. & Anr. ... PlaintifTs
Versus

Ashar Nisar & Ors, ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

[, the above-named deponent, do hereby solemnly affirm and

declare as under:

|. That, I am the Authorized Representative of the Plaintiffs in the
present suit and as such | am conversant with the facts and
circumstances of the present suit and competent to depose in

respect thereof.

2. [ state that | am aware of the present suit and the order dated

06.04.2022 whereby the Hon'ble Court was pleased to pass

-parte ad-interim order in terms of the following:

. Accordingly, the following directions are passed.,

-‘5; Defendants No. | to 6 (and such other Rogue Apps which
Q‘ygr‘e discovered during the course of the proceedings and
notified on Affidavic by the Plaintiffs to have been



infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, pariners, propriefors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing fo he seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RIS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark  recall is deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs'
copyright and Broadeast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https' (and
such ather websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to have been infringing/authorising the
infringement of the Flaimtiffs' exclusive rights, copyrights

and broadcast reproduction rights), their owners, partners,
yroprietors, officers, servanis, employees and all others in
pacity of principal or agent acting for and on their behalf;

eeetral Dehi S

0‘; \é’ from in any manner infringing and/or authorising the

pr anyane claiming through, by or under it, are restrained

infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming



and'or making available for viewing and downloading,
without awthorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

c. Defendant No. 13, its directors, pariners, proprietors,
officers, affiliates, servants, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 2 (ristvapk.xyz and ristv-app.com);

e. Defendant No. 15, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,

or anvone claiming through, by or under it, are directed to
endant No. 1 (minjatv.app), Defendant No. 2

O/ Defendant No. 7 (apkdevil.com) and Defendant No. 10
OF \®



[ Defendamt No. 16, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
eapacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activare/suspend the domain name regisiration of the
Defendant No. 12 (techbigs.com);

£ Defendant No. 17, its directors, partners, proprietors,
afficers, affiliates, servanis, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are direcied 1o
de-activate | suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors,
officers, affiliates, servanits, employees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name
registration of the Defendant No. 5  (www-
streamindianew.xyz);

i. Defendant No. 19, its directors, partners, proprietors,
officers, affiliates, servanis, emplovees and all others in
capacity of principal or agent acting for and on their behallf,

or anyone claiming through, by or under it, are directed fo

de-activate/suspend the domain name registration of the
* fendani  No. 4 (jfskkfsifsksdey.najfilmy.eu  and
dhkighyufsf najfilmy.ew);

fi. Defendant No. 20, ifs directors, partners, proprietors,
officers, affiliates, servants, employees and all others in

Ardvocala
Fegn. No. 18716
Period: 240212020
bo 24M2/2025

capacity of principal or agent acting for and on their behalf,

ar amyone claiming through, by or under it. are directed to



de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
ar anyone claiming through, by or under it, are direcied 1o
de-aciivate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv. lalalalalori workers.dev);

I Defendamt No. 22, its directors, partners, proprietors,
officers, affiliares, servanis, emplovees and all others in
capacity of principal or agent acting for and on their behalj,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site),

m. Defendants No. 23 1o 31, their directors, pariners,
propriefors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be

infringing/authorising infringement of its exclusive righis;

. and
J‘a

. Defendants No, 31 and 33 are directed to issue a
otification calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. | of the Documents or such other
domains/websites that may subsequently be notified on



Affidavit by the Plaintiffs 1o be infringing/authorising
infringement of its exclusive rights. "

3. Istate that in order to protect and enforce its exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs STAR television
channels (such as Star Sports 1, Star Gold, Star [tsav, eic.)
(“STAR Channels™), the PlaintifTs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated
(16.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos. 1 to 6) and gather evidence of their
infringing activity. I state that the following user interface (UT)
domains [ websites have been identified by the investigation
agency engaged in illegally communicating the Plaintiffs’

Content, including but not limited to the content made available

)

TA
| RP \through the Plaintiffs’ STAR Channels, through the Rogue

,-O 09 — e §oi v
% OF > 1. hipsiinste.tk RTS TV
(Defendant No. 2)
2. https://miseetxyz Abbasi TV




{Additional rogue app
blocked vide affidavit
dated 20.06.2022)
F_?::l;ft;;:ffﬁreba.seremolec;:t_ﬁﬁhggn—l-lﬁngtreamm_z" =
‘32ca50?_9.5c2f.§-502.xyz | (adtitionat rogue app
4| https://firebaseremoteconiigh | blocked vide affidavit
32ca505a5¢2fe503 xyz dated 23.05.2022)
5.| https://ghdlivel.xyz/ GHD Sports
(Additional rogue app
blocked vide affidavit
dated 07.09.2022)
6. ‘Eft_p_s:fftecnmunemppsnew.xy Stream India
= (Defendant No. 3)
7. https:/fericpk0l.eff ~ [CricPK
(Additional rogue app
. blocked vide affidavit
| dated 19.05.2022)
8. https:/khantvi23.online  |Ninja TV =~ W
(Defendant No. [)

4. | state that the from the evidence filed along with the present

Affidavit, it is evident that the above-mentioned 8 domains /

websites are hosting and/or streaming and/or providing access

and/or making available for viewing the broadcast of Plaintiffs’

Plaintiffs are the exclusive right holders for Plaintiffs’ Content,

including but not limited to the content made available through

the Plaintiffs’ STAR Channels, for the worldwide territory and



the Plaintiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels.

. | state that the Plaintiffs are not aware of the owner(s) of these
8 rogue Ul domains / websites as cither they are anonymous or

have incorrect or incomplete addresses.

. I state that in terms of the following directions passed by this
Hon’ble Court, vide order dated 16.04.2021, ex parte ad-
interim order dated 06.04.2022 (reproduced herein above) is
also applicable on the above mentioned 8 domains / websites.
“31. Accordingly, the jollowing directions are passed.
a. Defendants No. 1 o 6 {and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit hy the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadeast reproduction
ights), their owners, partners, proprietors, officers,
ervants, affiliates, employees, and all others in capacity of

principal or agent acting for and on their behalf. or anyone

claiming through, by or under it, are restrained from in any

manner communicating to the public, hosting, storing,



reproducing, streaming, broadcasting, re-broadecasting,
causing to be seen or heard by public on payment of charge
andlor making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark recall is deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
capyright and Broadcast Reproduction Rights, till the next
dare of hearing;

b. Defendants No. 7 to 12, on both “htip' and “https* (and
such other websites/entities which are discovered during the
course of the proceedings and notifled on Affidavit by the
Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs " exclusive rights, copvrights
and broadcast reproduction rights), their owners, partners,

proprietors, officers, servants, employees and all others in

apacity of principal or agent acting for and on their behalf,
r anmyone claiming through, by or under it, are restrained
rom in any manner infringing and/or authorising the
infringement by inter alia facilitating and materially

contributing to the communicating, hosting, streaming



and’or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs " content, so as to infringe the Plaintiffs ' exciusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

xxx

m, Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains'websites that may
subsequently be notified on Affidavit by the Plaintiffs to be

infringing/authorising infringement of its exclusive rights;

and

) various domains/websites identified by the Plaintiffs in the
‘T A 5 S

instant suit at S.No. | of the Documents or such other

domains/websirtes that may subsequently be notified on



Affidavir by the Plaintifis to be infringing‘authorising

infringement of its exclusive rights.”

7. 1 state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. I
downloaded the same onto the computer (Intel (R) Core (TM)
15-2520M CPU @ G2010 /@ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafter, shared the same with the Plaintifts’ Counsel.

8. [ am advised to state that the conditions of Sections 63B of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

9. In particular, I confirm:-
a) That the said computer system is regularly used to produce

computer outputs like emails and information from the

f.'..

GGL;T {}Q me in the course of activity of the Plaintiffs. | have a lawful

11
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conirol over the use of the said computer system by virtue of
my capacity in the organization.

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever.

d) That the information contained on the computer outputs is
an exact replica and has been produced from the original
electronic record and therefore, reproduces the information

contained on the electronic records therein. i {
Dyl

WDt
o

\w Q4 SEPT

Verified at New Delhi on this the ___day of September 2022 that

DEPONENT

the contents of the above said Affidavit are true to the best of

knowledge, information and belief and nothing material has been

concealed therefrom ac
CERTIFIED TRAT '3
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hitps://mtseet.xyz

.

https://firebaseremoteconfigb32ca505a5c2f.e502.xvz

https://firebaseremoteconfigh32ca505a5¢c2f.e503.xyz

https:/ghdlivel .xyz/

https://tecnotunerappsnew. Xy z

https:/fericpkD1.cff

2
3

4.
¥
6.
F
8.

https://khantv123.online

13
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, RTS TV: &

Step 1: The Investigator opened the official website of RTS TV, http://rtstvapk.xyz/, from where the RTS TV APK file (android version) was downloaded. !

WwiEi0oo L ei'v .

O 8 rnstvepkys g :

Orisv =

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV

Without Buffering

RTS TV APP 8.1

DOWNLOAD

DOWNLOAD

“IEloR .9

Chocse where to downlbad

%500 teem
O 8 nstvapkoy: ®

» Fiedownloaded Gpen

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV

Without Buffering

RTS TV APP 8.1

DOWNLOAD

DOWNLOAD
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Do you want to install an update App installed
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https://rtstv.tk (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

Oops.. i

Unexpected error occurred, please retry!

RETRY

19



Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on RTS TV app: !

p and reinstall..Website: ( www.rtstv.app )

Channels

i{ 1HD \ . S
ol ‘J (cr
i
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9/23/22, 3:43 PM WHOIS Service 2 1

;;d»
W Domains Protocols Numbers About

Internet Assigned Numbers Authority

IANA WHOIS Service

The IANA WHOIS Service is provided using the WHOIS protocol on port 43. This
web gateway will query this server and return the results. Accepted query
arguments are domain names, IP addresses and AS numbers. By submitting any
personal data, you acknowledge and agree that the personal data submitted will
be processed in accordance with our Privacy Policy, and you agree to abide by the
website Terms of Service.

rtstv.tk Submit

% IANA WHOIS server

% for more information on IANA, visit http://www.iana.org
% This query returned 1 object

refer: whois.dot.tk

domain: TK

organisation: Telecommunication Tokelau Corporation (Teletok)

address: Fenuafala

address: Fakaofo

address: Tokelau

contact: administrative

name: CEO Teletok
organisation: Telecommunication Tokelau Corporation (Teletok)
address: Fenuafala

address: Fakaofo

address: Toke'lau

phone: +690 3101

e-mail: tealofi.enosa@gmail.com
contact: technical

name: Joost Zuurbier
organisation: BV Dot TK

address: Danzigerkade 23D
address: 1013 AP Amsterdam NH
address: Netherlands

phone: +31 20 531 5725

fax-no: +31 20 531 5721

https://www.iana.org/whois?qg=rtstv.tk 12



9/23/22, 3:43 PM
e-mail:
nserver:
nserver:

nserver:
nserver:.

whois:

status:
remarks:

created:
changed:
source:

Domain Names
Number Resources
Protocols

About Us

WHOIS Service

joost.zuurbier@dot. tk

A.NS.TK 194.0.38.1 2001:678:50:0:0:0:
B.NS.TK 194.0.39.1 2001:678:54:0:0:0:
C.NS.TK 194.0.40.1 2001:678:58:0:0:0:
D.NS.TK 194.0.41.1 2001:678:5c:0:0:0:

e

0:
0:
0:
0:

whois.dot.tk

ACTIVE
Registration information: http://www.dot.tk

1997-11-07
2019-02-12
TANA

Root Zone Registry .INT Registry .ARPA Registry IDN Repository
Abuse Information
Protocol Registries Time Zone Database

Presentations Reports Performance Reviews Excellence Contact Us

The IANA functions coordinate the Internet's globally unique identifiers, and are provided by
Public Technical Identifiers, an affiliate of ICANN.

Privacy Policy Terms of Service

https://www.iana.org/whois?qg=rtstv.tk

22
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Abbasi TV: &

Step 1: The Investigator opened the website to download the .apk file for the Abbasi TV app, viz https://nextalerts.com/abbasi-tv-apk10 : !

- C B nadalenscom/abbes . pe-son i @ % ~ % 0O 4‘.

Apps Garmes Live IPL 2002 Whatsapp Mod Tv Show Mo »

Turn Off Ads

Total AdBlock Instal
TOTAL Adniock

Abbasi TV APK 12.0 Download for Android
(Latest Verion)

3.0~ Ko yod 8 Bats oF oo TV shiw

0 Aeport Version Updated e

2 Type here to seaech
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<« C & oecalens.comyathas . AN - § Ok & % -2 » 0 : :

Apps Games Lve tPL 2022 Whatsapp Mod Tv Show More «

é | Abbasi TV APK 12.0 Download for Android
d (Latest Verion)

Telegram

Fasr ax! seuare deatiy agy
Votes: 3 For windows 7,8,10. 32/64 bit
© Report from . PC APP STORE™

== Windows 11/ VR/

Download links

¥ Downdoad Abbasi TV APK

U Nextalarts.com

A

n 5 Type hare 10 search
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Apps Games Lve tPL 2022 Whatsapp Mod Tv Show Morg «

Abbasi TV APK 12.0 Download for Android
(Latest Verion)

Telegram
=t gvu! peugrr rat [(¥25)
Votes: 3 For windows 7,8,10. 32/64 bit
@ Report from n PC APP STORE™
-- Windows Y1 1 0/R/T

Download link - Download Abbasi TV APK

158,

<) 13 - vl - « 11 -~
7 Type here to search S ¥] = I gw ENG

28042022
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Step 2: The Investigator then installed the ABBASI TV.apk file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

Google Nexus SCOG30 1820 420dp) - 192153 WL - O

BEEAMA YoUszs

Q

0
[ ]
1
-

n L2 Type her= to search

Ganymotion Oon

Form factor > o (;;;;m“m u m m | W ?
. 960>
- P H >0




W40 We

= AbbasiTV
';P—rl;bn‘ém A;,p‘ J )
@

Search on Google
abbasity.site

{
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Live Event

Movies i

\WASA A
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Series iz
Ay T
> 3|

W50 88

Live TV

“Wiedo N8

€<  Live Event

SIPL SIPL

Low Quaity
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T
SEAVER

NZ vs NED Nepal T20

[Eostd Game Center Online
@ '

T
SERVER 2
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Willow HD

Sony Ten 1
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Geo Super Willow HD
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Movies
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Step 3: Prior to launching the ABBASI TV application, the Investigator launched “BurpSuit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and
enabled TCP port traffic accessed from, to, or via the local computer.

The Investigator conducted dynamic pen-test on the ABBASI TV application. As a result, it was observed that the Ul was loading through https://mtseet.xyz

M e e 1 oo e - ™ nes o~

o # PO CBO@8HeEC b .,



Step 4: After blocking the aforesaid UI domain, the rogue app cannot load its user interface, as displayed below: !
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Step 5: Evidence of infringement of Plaintiffs’ content (vizz ACC Asia Cup 2022) playing on ABBASI TV App: !

SERVER 1

wa Euent

RELATED CHANNELS

MUNDRED

a! [ A

ol

Tre 100 Wome SERVER 2
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

o

\ C Y. .G

Domains — Whois Lookup — Results

Whois results: mtseet.xyz is already registered. Want it? Make an offer now.

mtseet.xyz

Domain Name: mtseet.xyz

Registry Domain ID: D321397966-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: https://namecheap.com

Updated Date: 2022-09-07T14:43:00.0Z

Creation Date: 2022-09-07T14:42:56.0Z

Registry Expiry Date: 2023-09-07T723:59:59.0Z

Registrar: Namecheap

Registrar IANA ID: 1068

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant State/Province: Capital Region

Registrant Country: IS

Registrant Email: Please query the RDDS service of the Registrar of Record identified in

this output for information on how to contact the Registrant, Admin, or Tech contact of

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 1/4
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the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record identified in this

output for information on how to contact the Registrant, Admin, or Tech contact of the
queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
queried domain name.

Name Server: DNS1.NAMECHEAPHOSTING.COM

Name Server: DNS2.NAMECHEAPHOSTING.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
queried domain name.

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> | ast update of WHOIS database: 2022-09-23T10:15:08.0Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit
https://www.centralnic.com/support/rdap <<<

The Whois and RDAP services are provided by CentralNic, and contain
information pertaining to Internet domain names registered by our

our customers. By using this service you are agreeing (1) not to use any
information presented here for any purpose other than determining
ownership of domain names, (2) not to store or reproduce this data in
any way, (3) not to use any high-volume, automated, electronic processes
to obtain data from this service. Abuse of this service is monitored and
actions in contravention of these terms will result in being permanently
blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com)

Access to the Whois and RDAP services is rate limited. For more
information, visit https://registrar-console.centralnic.com/pub/whois_guidance.

Need help?

We're always here for you.

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 2/4
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L R

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.
4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

WE SUPPORT

Serving customers since 2001.

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 3/4
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Payment Options

r SECURED BY

=) | SECTIGD

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 4/4
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, HD Streamz:

Step 1: The Investigator opened the official website of HD Streamz, https://hdstreamz.app/, from where the HD Streamz APK file (android version) was
downloaded.

S 00 s A [CEE -3

O @ hdsweanmzagp + [ O @& dsveamzufieis + @

Choose where 1o download
5,58 ME

B HD.STREAMZ Latest 21-Mar-22.

A File might be harmful
& Titano

Eligible of Safti DAO pools

Do you want 10 downioad HL

Z lawgl 21 Mu-2) 3253277

BB Downloads

Aoy’

- @f. pftidec. sefutiteno . c

Downloag myway

Cancel Downioeo

Dosrdond |44

MIRROR 1

Drsedoodd |ADS)

MIRROR 2

Dowsboed LADG FREE)

MIRROR 1

Dowriood |45 FREE)

MIRROR 2




Downloads g Q

Unirg 1 O5CB of SEE5CR
v Al @ Pages . Other

JUst now

. HO_STREAMZ_Lates1_21-Mar-22,

146,34 MB » cdrre-hz-7 ufile o

May 2, 2022

- Download v1.2.3.8betal2 (1).apk

1.771 MB * acctimoviecam

. Dovinload v1.2.3 8betal2 apk

1 771 MB = a oSirmavie Con

. PikaShow_v75_www.pikashaow lo.,

11.25 MB * oacis ghubiserconment

May 1, 2022

. IPLCrick
14,07 1. i o

Apr 30, 2022

. Hotstar_v12.3 6_mod_apkdone c..

29.06 MB - slat1 apkdone app

s

S0I00 " 8 A

£ HD STREAMZ

Do you want to install an update
10 this existing application? Your

existing dats will not be lost

CANCEL MNSTALL

D100 LY T

intornal storage ¥ Downdoad

Aug ¥4, 2021

EasyShara

w17, 202

SonyLiv

xun il 202

HD_STREAMZ | atest_21-Mar
16.24 MB, just now

Download v1.2.3.8beta0z (1) &..

LTTMB, & days 390

Download v1.2.3 8beta0?2 apk
1. TTMR, & daye 2go

PikaShow vis_www.pikashow.,

.25 MB, & days ago

CricketV1.apk

14.07 MB, 7 days &g

Hotstar vi23.6_mod apkdon..,

19.06 M8, Agr 30

vim

e

e
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Step 2: The Investigator then installed the HD Streamz APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

GO |
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Step 3: Prior to launching the HD Streamz application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the HD Streamz app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://firebaseremoteconfig632ca505a5¢c2f.e502.xyz and https://firebaseremoteconfigb32ca505a5c2f.e503.xyz (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

Important

Caennot communicate with the
server. Please try again loter.,
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ACC Asia Cup 2022) on HD Streamz app: !
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

(-

\ C Y. .G

Domains — Whois Lookup — Results

Whois results: e502.xyz is already registered. Want it? Make an offer now.

e502.xyz

Domain name: e502.xyz

Registry Domain ID: D300883960-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-06-02T11:22:54.00Z

Registrar Registration Expiration Date: 2023-06-02T11:22:54.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: fbble4e/765e04dd0be30bb039fa/bfb6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: fbble4e765e04dd0be30bb039fa/bfb6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: fbble4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-09-23T00:22:27.66Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 4/4
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

(-

\ C Y. .G

Domains — Whois Lookup — Results

Whois results: e503.xyz is already registered. Want it? Make an offer now.

e503.xyz

Domain name: e503.xyz

Registry Domain ID: D300883966-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-06-02T11:23:00.00Z

Registrar Registration Expiration Date: 2023-06-02T11:23:00.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: dbc4c91da3fa424d9f61lc3e56e046ab5.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: dbc4c91da3fa424d9f61lc3e56e046ab5.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: dbc4c91da3fa424d9f6lc3e56e046ab5.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-07-15T05:07:53.027 <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 4/4



53

Modus operandi for Investigation into the illegal and infringing activites of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.app/, from where the GHD Sports APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://ghdlivel.xyz/ (as shown in the below image)
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

GHD SPORTS

pp o hock.. Moace swport Ue by shering the app..Thank Y

Notwork Falura somathing want wrong
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on GHD Sports app: !

. 01204

Play IPL Quiz Now
Earn upto 50,000 coins
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

\ ghdlivel.xyz
Y. L&

Domains — Whois Lookup — Results

Whois results: ghdlivel.xyz is already registered. Want it? Make an offer now.

ghdlivel.xyz

Domain name: ghdlivel.xyz

Registry Domain ID: D321207610-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-09-06T11:55:22.00Z

Registrar Registration Expiration Date: 2023-09-06T11:55:22.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
d0a2880b26ca427299e3731279ef5a5¢.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: d0a2880b26ca427299e3731279ef5a5c¢.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: d0a2880b26ca427299e3731279ef5a5c¢.protect@withheldforprivacy.com
Name Server: elinore.ns.cloudflare.com

Name Server: keanu.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-09-22T13:28:09.657 <<<

FAar mare infarmatinn nn \Whanic ctatiic radec nleace vicit httne//icann nra/ann
https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
5 | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 4/4
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Stream India:

Step 1: The Investigator opened the official website of Stream India, https://streamindia.live/, from where the Stream India APK file (android version) was

downloaded.
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Step 2: The Investigator then installed the Stream India APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite to capture the data packets (network logs) of the app.

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://tecnotunerappsnew.xyz (as shown in the images below).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

Unexpected Error!

Unexpected emror occurred, Report issue by
clicking Report

638



Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on Stream India app: !
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

\ tecnotunerappsnew.xyz
: - » L& -

Domains — Whois Lookup — Results

Whois results: tecnotunerappsnew.xyz is already registered. Want it? Make an offer now.

tecnotunerappsnew.xyz

Domain name: tecnotunerappsnew.xyz

Registry Domain ID: D324063220-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-09-22T18:31:29.00Z

Registrar Registration Expiration Date: 2023-09-22T18:31:29.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 1/4
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Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: daB8ee42cda’/714c0680a04431aa463fa5.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: da8ee42cda’714c0680a04431aa463fa5.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: daB8ee42cda’714c0680a04431aa463fab.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-09-22T17:13:20.75Z <<<

FAr mnra infarmatinn nn \Whanic ctatiic rndec nleace vicit httne //icann nra/ann
https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
5 | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 4/4



Modus operandi for Investigation into the illegal and infringing activites of the rogue app, CricPK:

Step 1: The Investigator opened the official website of CricPK https://circpk.live
https://github.com/kanhartube/CricPK/blob/main/CricPK 1.1.4.apk?raw=true from where the CricPK APK file (android version) was downloaded.
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Step 2: The Investigator then installed the CricPK APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the CricPK application, the Investigator launched “Burp suit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and
enabled TCP port traffic accessed from, to, or via the local computer.

The Investigator then launched the CricPK app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the app was loading
through https://cricpkO1.ct/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !
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Step 5: Evidence of infringement of Plaintiffs’ content (vz ACC Asia Cup 2022) on the rogue CricPK app: !

N =  Ne W
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;;d»
W Domains Protocols Numbers About

Internet Assigned Numbers Authority

IANA WHOIS Service

The IANA WHOIS Service is provided using the WHOIS protocol on port 43. This
web gateway will query this server and return the results. Accepted query
arguments are domain names, IP addresses and AS numbers. By submitting any
personal data, you acknowledge and agree that the personal data submitted will
be processed in accordance with our Privacy Policy, and you agree to abide by the
website Terms of Service.

cricpk01.cf Submit

% IANA WHOIS server

% for more information on IANA, visit http://www.iana.org
% This query returned 1 object

refer: whois.dot.cf

domain: CF

organisation: Societe Centrafricaine de Telecommunications (SOCATEL)

address: Rue guerillot

address: Bangui BP 939

address: Central African Republic
contact: administrative

name: Directeur General
organisation: Societe Centrafricaine de Telecommunications (SOCATEL)
address: Rue guerillot

address: Bangui BP 939

address: Central African Republic
phone: +236 21 61 60 64

fax-no: +236 21 61 44 72

e-mail: dg-socatel@socatel.cf
contact: technical

name: Manager ICT
organisation: Centrafrique TLD B.V.
address: Danzigerkade 23D
address: Amsterdam

address: NH 1013 AP

address: Netherlands

https://www.iana.org/whois?qg=cricpk01.cf
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phone: +31 20 5315726

fax-no: +31 20 5315721

e-mail: info@centrafriquetld.com

nserver: A.NS.CF 185.21.168.17 2a04:1b00:4:0:0:0:0:1
nserver: B.NS.CF 185.21.169.17 2a04:1b00:5:0:0:0:0:1
nserver: C.NS.CF 185.21.170.17 2a04:1b00:6:0:0:0:0:1
nserver: D.NS.CF 185.21.171.17 2a04:1b00:7:0:0:0:0:1
whois: whois.dot.cf

status: ACTIVE

remarks: Registration information: http://www.dot.cf
created: 1996-04-24

changed: 2015-12-29

source: TANA

Domain Names Root Zone Registry .INT Registry .ARPA Registry IDN Repository

Number Resources Abuse Information
Protocols Protocol Registries Time Zone Database

About Us Presentations Reports Performance Reviews Excellence Contact Us

The IANA functions coordinate the Internet’s globally unique identifiers, and are provided by
Public Technical Identifiers, an affiliate of ICANN.

Privacy Policy Terms of Service

https://www.iana.org/whois?qg=cricpk01.cf 2/2
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Ninja TV:

Step 1: The Investigator opened the official website of Ninja TV, https://www.ninjatv.xyz/, from where the Ninja TV APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the Ninja TV APK file on “Genymotion”.

88

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s

basic features are free to download and use.
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Step 3: Prior to launching the Ninja TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the Ninja TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading

through https://khantv123.online_(as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Legends League Cricket 2022) on Ninja TV app: !
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' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

\ khantvl23.online
Y. L&

Domains — Whois Lookup — Results

Whois results: khantvi23.online is already registered. Want it? Make an offer now.

khantvl23.online

Domain name: khantvl123.online

Registry Domain ID: D322555684-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-09-13T14:32:43.00Z

Registrar Registration Expiration Date: 2023-09-13T14:32:43.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: ae081a6e110b4f30aaaebf26494abdca.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: ae081a6ell10b4f30aaaebf26494abdca.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: ae081a6el110b4f30aaaebf26494abdca.protect@withheldforprivacy.com
Name Server: kenia.ns.cloudflare.com

Name Server: will.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-09-23T03:37:37.70Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 4/4



IN THE HIGH COURT OF DELHI AT NEW DELHI !
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION) !
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ...Plaintiffs
Versus
Ashar Nisar & Ors. ...Defendants
INDEX
S. PARTICULARS PAGE NO
NO.

1. | Affidavit of Ms. Diksha Snehal dated 27"  1-12
September 2022 with respect to additional
list of 4 domains / URLs / IP Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for viewing the
Plaintiffs’ Content

2. | Annexure A: Additional list of 4 domains 13
/ URLs / IP Addresses

3. | Evidence with respect to additional list of

4 domains / URLs / IP Addresses that are 14-33
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content
o

Yatinder Garg / Snehima Jauhari / Angad S. Makkar
(D/1330/2015) / (D/2733/2017) / (D/3579/2021)

Place: New Delhi Saikrishna and Associates
Date: 27" September 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003
+91 9999064036
yatinder@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr, ...Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAOQ KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and

declare as under:
I. That, [ am the Authorized Representative of the Plainti{fs in the

present suit and as such I am conversant with the facts and

by

06.04.2022 whereby the Hon’ble Court was pleased to pass

an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed:

a. Defendants No. | to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been



infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and alf others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing
reproducing, streaming, broadcasting, re-broadcasting,
causing ro be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyie TV, Picaso TV, Stream India and Hoistar Mod
App) or any other App, including ones whose
nomes/branding/trademark  recall  is  deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
capyright and Broadcast Reproduction Rights, till the next

urse of the proceedings and notified on Affidavit by the
laintiffs to have been infringing/authorising the

date of hearing;
ff’;f—h::(:j‘:a b. Defendants No. 7 to 12, on both “htip” and ‘https’ (and
M
o uch other websites/entities which are discovered during the

infringement of the Plaintiffs ' exclusive rights, copyrights
s and broadcast reproduction rights), their owners, partners,
proprietors, officers, servanis, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing and/or authorising the
infringement by inter alia facilitating and materially

contributing to the communicating, hosting, streaming



and/or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs ' corent, so as to infringe the Plaintiffs ' exclusive
rights, copyrighis and Broadcast Reproduction Rights, till
the next date of hearing;

c. Defendant No. 13, its directors, partners, praoprietors,
officers, affiliares, servants, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 ({apkmole.com) and
Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors,
officers, affiliates, servanis, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 2 (ristvapk.xyz and ristv-app.com);

e. Defendant No. 13, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendamt No. 1 (ninjatv.app), Defendant No. 2
(xtsaiful xyz), Defendant No. 5 (globalnewsgeeks.xyz),
Defendant No, 7 (apkdevil.com) and Defendant No. [0
(apkpot.com);



[ Defendant No. 16, its directors, partners, proprietors,
officers, affiliates, servanits, employees and all others in
capacity of principal or agent acting for and on their behalf]
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 12 {techbigs.com);
. Defendant No. 17, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok com);
h. Defendant No, 18, its directors, pariners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under i1, are
directed to de-activate/suspend the domain  name
registration of the Defendanmt No. 5  (www-
streamindianew.xyz).
i. Defendarmt No. 19, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name regisiration of the
Defendant  No. 4 (jfskkfsifsksdey.najfilmy.eu  and
adhkjgfingsfnajfilmy.eu);

Dgfendam‘ No. 20, its directors, parthers, pmpr.r’emrs




de-activate/suspend the domain name registration of the
Defendant No. | (powerex.pk and ninjarv.pk);

k. Defendant No. 21, its directors, partners, propriefors,
officers, affiliates, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kyterv.lalalalalori workers.dev);

l. Defendant No. 22, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed fo
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employvees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under ii, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. | of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be

infringing/authorising infringement of its exclusive rights;

/l Defendants No. 32 and 33 are directed to issue a

Notification calling upon the various internet and telecom

service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No, | of the Documents or such other
domains/websites that may subsequently be notified on



Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights,”

3. Istate that in order to protect and enforce its exclusive rights in
the Plaintiffs" Content, including but not limited to the content
made available through the Plamntiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“STAR Channels™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mohile
Apps (in terms of para 3 1(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos. 1 to 6) and gather evidence of their
infringing activity. | state that the following user interface (UT)
domains / websites have been identified by the investigation
agency engaged in illegally communicating the Plaintiffs’

— f ,u.: Content, including but not limited to the content made available

N/

rough the Plaintiffs’ STAR Channels, through the Rogue

facow:
W fu ZRIETTRE

L5
N

Bt .| ama-aws-ind-666.site

2. pikatv.live




3| cdn4506.ama-aws-ind- | (Additional rogue app
666.site blocked vide affidavit

3 Toan b amaaws ind Get ae | ted 09.05.2022)

4. 1 state that the from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned 4 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs’ STAR Channels. 1 state that the
Plaintiffs are the exclusive right holders for Plaintiffs’ Content,
including but not limited to the content made available through
the Plaintiffs’ STAR Channels, for the worldwide territory and
the Plaintiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels.

/‘59 18 that the Plaintiffs are not aware of the owner(s) of these
e f ALAKA NAY, ¢ Ul domains / websites as either they are anonymous or

*—Q‘ﬁf'[ state that in terms of the following directions passed by this

Hon'ble Court, vide order dated 16.04.2021, ex parte ad-



interim order dated (6.04.2022 (reproduced herein above) is
also applicable on the above mentioned 4 domains / websites.
“31. Accordingly, the following directions are passed.

a. Defendants No. 1 to 6 fand such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs'
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprieiors, officers,
servants, affiliates, emplovees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and'or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hoistar Mod

App) or any other App, including ones whose

*

pames/branding/trademark  recall is  deceptively or

¥y

/
L substantially similar to the Rogue Apps identified

hereinabove, amounting to infringement of the Plaintiffs’



copyright and Broadcast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on bath ‘http' and ‘'https” (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs’ exclusive rights, copyrights
and broadcast reproduction rights), their owners, pariners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing and'or authorising the
infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming
and’or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the

Plaintiffs * content, so as to infringe the Plaintiffs " exclusive

proprietors, officers, affiliates, servants, employees and all



others in capacity of principal or agent acting for and on
their behalf, or anvone claiming through, by or under it, are
directed to block access to the variows Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and
n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. 1 of the Documents or such other
domains/websites that may subsequently be notified on
. Affidavit by the Plaintiffs to be infringing/authorising
/i\ﬂ 14 féj‘? Fingement of its exclusive rights.”

ALAKA MAYAK

ru.l
\ la HTMu,__‘, 3

\ ““‘-;."'i'ﬁ s
): OF X s
downloaded the same onto the computer (Intel (R) Core (TM)

5 I%Ill?hat the evidence filed along with the present affidavit

d by the investigating agency in google drive link. |

15-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafler, shared the same with the Plaintiffs' Counsel.



8. I am advised to state that the conditions of Sections 658 of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

9. In particular, | confirm:-

a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic
records. The relevant information from the websites and
electronic records as mentioned above was downloaded by
me in the course of activity of the PlaintifTs. I have a lawful
control over the use of the said computer system by virtue of
my capacity in the organization.

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

| ) That the computer system as used by me has been operating
; properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any

manner whatsoever.

11



12
d) That the information contained on the computer outputs is
an exact replica and has been produced from the original
electronic record and therefore, reproduces the information

contained on the electronic records therein.

A
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DEPONENT

W \.;Pﬁilfgcmlm P
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o b
@,,ﬁj:.;;ﬁ- Verified at New Delhi on this the _ day of September 2022 that
-"g.
ﬁ@* the contents of the above said Affidavit arc true to the best of

knowledge, information and belief and nothing material has been

concealed therefrom. \/\
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ANNEXURE A: LIST OF DOMAINS / URLs / IP
ADDRESSES

pikatv.live
cdn4506.ama-aws-ind-666.site
i-cdn-0.ama-aws-ind-666.site

2.
3.
4.
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Pikashow: &

Step 1: The Investigator opened the website (https://pikashows.com/)from where the Pikashow .apk file can be downloaded: !

Features Changelogs Need Help?

PikaShow APK (v79) |,
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Step 2: The Investigator then installed the Pikashow. apk file on “Memu Play”.

Note: The Memu Play application enables Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s basic features are free to
download and use.

QOMEMU PLEY 8 Home

HoLEW@Pac ~ 1 TR 0,500
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Step 3: Before launching the Pikashow .apk application, the Investigator launched “Charles Proxy” to capture the data packets (network logs) of the Pikashow .apk app.

Note: Charles Proxy is a cross-platform HTTP debugging proxy server application written in Java. It enabled the user to view HTTP, HTTPS, HTTP/2, and TCP port traffic
accessed from, to, or via the local computer.

2 Chakes 452 - Sassion - 0 X
Pl Lt YWew Provy lonis Andow  Uep

e ime #Cv @)

“

Struchae  Soquenco

Fiter

NeCommwg 500Ted Umrt frodess | Alme Lot S Lol Bleavpoones
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Step 4: The Investigator then launched the Pikashow app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the content is playing
with: https://i-cdn-0.ama-aws-ind-666.site, https://cdn4506.ama-aws-ind-666.site, https://pikatv.live & https://ama-aws-ind-666.site

s _ a8 @
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Screenshots of Plaintiffs’ content playing on the rogue app, Pikashow, before blocking the above-mentioned user interface (UI) domains:

1. Brahmastra Part one: Shiva: https://pikatv.live/play/ftt62774622?d=pikachu.app&?sinku

OMEMU PLEY B Home 5 Plashow




2. Cuttputlli: https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku !

aMEm_l PL>Y B Home =  Fluashow




3. Babli Bouncer: https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku !

a MEML] FL>Y B Home %  Fiiachow
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Step 5: However, after blocking the above-mentioned domain simultaneously on the local system, the Pikashow app was unable to stream. !

Hock regucdls ta soected beoxtions

. il Soach, Lss
Bleackrey it D comsrasct v

Locabon

hitpe: i prety fnedd

TR e (- pws-nd -HE £ sninad 5
irttpes i ednAS 06 crna ows nd BEESEoads
Irttps: (o area-aees -nod-GE6 i bed 41

st Expard
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Webpage not available
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1. Brahmastra Part one: Shiva: https://pikatv.live/play/ftt62774622?d=pikachu.app& ?sinku !

Webpage not available =
-
The webpage at https://pikatv.live/play/ftt627746227d=pikachu.app&?sinku could not be loaded 5.
because: :_-j.
net:ERR_TUNNEL_CONNECTION_FAILED -
|

Ho_d - Paaeo g0 g T
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2. Cuttputtli: !
Source Domain: https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku !

OMEMU PLEY B Hame

Webpage not available

The webpage at https://pikatv.live/play/ftt1531516427d=pikachu.app&?sinku could not be loaded 3
because: 2
net::ERR_CONNECTION_CLOSED q

@



3. Babli Bouncer: https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku !

QOMEMU PLEY 8 Home 5 Plashow
Webpage not available =
2
The webpage at https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku could not be |oaded &
because: &
net:ERR_CONNECTION_CLOSED -
©
-
O

l= p e ‘s 2:‘ @ t m ":.} 2 - ¢ ! :1’.:;'0 ¥ a0 ‘d"":]-?:e



4. Liger: https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku !

OMEMU FLYY 8 Home %  Fitashew

Webpage not available

The webpage at https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku could not be loaded 5
because: :
s

net::ERR_TIMED_QUT 0
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9/24/22, 11:50 AM

ama-aws-

ind-666.site

Whois ama-aws-ind-666.site

o

Updated 1 second ago (:)

Domain Information

Domain:
Registrar:
Registered On:
Expires On:
Updated On:

Status:

Name Servers:

ama-aws-ind-666.site
Go Daddy, LLC
2022-09-21
2023-09-21
2022-09-22

serverTransferProhibited
clientRenewProhibited
clientTransferProhibited
clientUpdateProhibited
clientDeleteProhibited
addPeriod

gigi.ns.cloudflare.com
sid.ns.cloudflare.com

Registrant Contact

Organization:

Domains By Proxy, LLC

State: Arizona
Country: us
Raw Whois Data

Domain Name: AMA-AWS-IND-666.SITE
Registry Domain ID: D323902354-CNIC

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com/
Updated Date: 2022-09-22T12:58:53.0Z

Creation Date:

2022-09-21T19:03:01.0Z

Registry Expiry Date: 2023-09-21T23:59:59.0Z
Registrar: Go Daddy, LLC
Registrar IANA ID: 146

Domain Status:
Domain Status:
Domain Status:
Domain Status:
Domain Status:
Domain Status:

serverTransferProhibited https://icann.org/epp#serverTransferProhibi
clientRenewProhibited https://icann.org/eppt#ticlientRenewProhibited
clientTransferProhibited https://icann.org/epp#clientTransferProhibi
clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
addPeriod https://icann.org/epp#addPeriod

Registrant Organization: Domains By Proxy, LLC

Registrant State/Province: Arizona

Registrant Country: US

Registrant Email: Please query the RDDS service of the Registrar of Record identifi
Admin Email: Please query the RDDS service of the Registrar of Record identified in
Tech Email: Please query the RDDS service of the Registrar of Record identified in
Name Server: GIGI.NS.CLOUDFLARE.COM

Name Server: SID.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email:

Please query the RDDS service of the Registrar of Record identified

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4805058800

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of WHOIS database: 2022-09-24T06:19:58.0Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit
https://www.centralnic.com/support/rdap <<<

https://www.whois.com/whois/ama-aws-ind-666.site
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Enter Domain or IP

Interested in similar domains?

ama-aws-ind-666.com
amaawsind666.com
amaawsind168.com
amaawsind888.com
ama-aws-ind-666.net

amaawsind666.net

On Sale!

fun

.FUN @ $1.48 $23.88

'.'-l ‘l! !“ IHII

WORDPRES
HOSTING

*3.58.

12



9/24/22, 11:50 AM Whois ama-aws-ind-666.site

The Whois and RDAP services are provided by CentralNic, and contain
information pertaining to Internet domain names registered by our

our customers. By using this service you are agreeing (1) not to use any
information presented here for any purpose other than determining
ownership of domain names, (2) not to store or reproduce this data in
any way, (3) not to use any high-volume, automated, electronic processes
to obtain data from this service. Abuse of this service is monitored and
actions in contravention of these terms will result in being permanently
blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com)

Access to the Whois and RDAP services is rate limited. For more
information, visit https://registrar-console.centralnic.com/pub/whois_guidance.

< 4

related domain names

28

godaddy.com icann.org cloudflare.com centralnic.com

(A, Whois

Leading provider of web presence
solutions that empower you to establish
and grow your online presence.

Learn more About Us

Domains

Register Domain Name
Transfer Domain Name
View Domain Pricing

Whois Lookup

Hosting & Products

Linux Hosting
Windows Hosting
WordPress Hosting

Linux Reseller Hosting

Name Suggestion Tool Windows Reseller Hosting

or

Free with Every Domain Dedicated Servers

Domain Offers Cloud Hosting

Follow Us
Website Builder
Business Email
Enterprise Email
Google Workspace
SSL Certificates

Sitelock

CodeGuard

Copyright © Whois.com. All rights reserved | Legal Agreement | Privacy Policy

https://www.whois.com/whois/ama-aws-ind-666.site

Infrastructure

Datacenter Details
Hosting Security
24 x 7 Servers Monitoring

Backup and Recovery

Support

View Knowledge Base
Contact Support
Report Abuse

About Whois

212



9/24/22, 11:50 AM

Whois pikatv.live

A, Whois

Lk

pikatv.live

Updated 1 day ago f:)

Domain Information

Domain: pikatv.live

Registrar: GoDaddy.com, LLC
Registered On: 2022-09-21

Expires On: 2023-09-21

Updated On: 2022-09-22

Status: clientDeleteProhibited

clientRenewProhibited
clientTransferProhibited
clientUpdateProhibited
addPeriod

Name Servers: marjory.ns.cloudflare.com

edward.ns.cloudflare.com

Registrant Contact

Organization: Domains By Proxy, LLC

State: Arizona
Country: us
Raw Whois Data

Domain Name: pikatv.live

Registry Domain ID: bd9bff3d50d6473d8f7ac19380d345e1-DONUTS

Registrar WHOIS Server: whois.godaddy.com/

Registrar URL: http://www.godaddy.com/domains/search.aspx?ci=8990

Updated Date: 2022-09-22T19:56:52Z

Creation Date: 2022-09-21T719:07:01Z

Registry Expiry Date: 2023-09-21T19:07:01Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientRenewProhibited https://icann.org/eppt#clientRenewProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibi
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Domains By Proxy, LLC

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Arizona

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identifi
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

https://www.whois.com/whois/pikatv.live
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Enter Domain or IP

Interested in similar domains?

pikatvs.com
pikatvnews.com
pikatvgames.com
pikitv.com
pikatv.net
pikatvs.net
On Sale!
.BIZ @ $5.88 $19-88

WORDPRESS
HOSTING

*3.58...
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9/24/22, 11:50 AM Whois pikatv.live 30

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in
Name Server: marjory.ns.cloudflare.com

Name Server: edward.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of WHOIS database: 2022-09-22T20:18:227 <<<

For more information on Whois status codes, please visit https://icann.org/epp

Terms of Use: Donuts Inc. provides this Whois service for information purposes, and
| 4

related domain names

godaddy.com icann.org cloudflare.com donuts.domains

I"” Whﬂis Domains Hosting & Products Infrastructure

Register Domain Name Linux Hosting Datacenter Details
Leading provider of web presence Transfer Domain Name Windows Hosting Hosting Security
solutions that empower you to establish
and grow your online presence. View Domain Pricing WordPress Hosting 24 x 7 Servers Monitoring
Learn more About Us Whois Lookup Linux Reseller Hosting Backup and Recovery
Name Suggestion Tool Windows Reseller Hosting
or . . . Support
Free with Every Domain Dedicated Servers pp
Domain Offers Cloud Hosting View Knowledge Base
Follow Us
Website Builder Contact Support
Business Email Report Abuse
Enterprise Email About Whois
Google Workspace
SSL Certificates
Sitelock
CodeGuard

Copyright © Whois.com. All rights reserved | Legal Agreement | Privacy Policy

https://www.whois.com/whois/pikatv.live
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9/24/22, 12:16 PM MarkScan Mail - [Notice ID: 2436456] Copyright Infringement Notice under DMCA & Indian Copy'gt‘l‘\ct

4
M Gma || Hotstar Enforcement <hotstar_enforcement@markscan.in>

[Notice ID: 2436456] Copyright Infringement Notice under DMCA & Indian Copyright Act

1 message

Hotstar Enforcement <hotstar_enforcement@markscan.in>
To: Melbicom <abuse@melbicom.net>

Dear Sir/Madam,

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by pro

Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C
public, content on the digital OTT platform, "hotstar.com". No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc.

We have come across that the pirate Application Pikashow is illegally using your services to use the APl which eventually further streams the copyright content (Live TV Channels) ille
Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television networt

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz
access to the infringing material as listed below.

Application Name:- Pikashow

URL:-
https://i-cdn-0.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b7 14a2ce/MJTMsp1RshGTygnMNRUR2N2MSInWXZEdMNDZzQWe5MDZzMmdZJTO 1R2RWVHZDIj
1664003568:223.233.72.120:1275c6a932ab20e21823c8bdcf3767046622c6d2ed9f77b2431e324e6954 1a36/index.m3u8

Domain IP Address for your reference:- 213.183.62.122

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde
which is a part of the Digital Millennium Copyright Act, 1998.

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief.

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING)
http://markscan.co.in/LOA_HOTSTAR.pdf

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING)
https://www.hotstar.com/

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM
Ishita Singh

MarkScan

Email: hotstar_enforcement@markscan.in

E-14C 1st floor, Sector 8, Noida U.P. India.

Ph: +91-11-43596246, Website: www.markscan.co.in.

COPYRIGHT OWNERS:
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 6630:

Regards,
MarkScan Internet Enforcement Team

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar5571131330950909232%7Cmsg-a%3Ar2380349... 1/1
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[Notice ID: 2454556] Copyright Infringement Notice under DMCA & Indian Copyright Act

1 message

Hotstar Enforcement <hotstar_enforcement@markscan.in>
To: Melbicom <abuse@melbicom.net>

Dear Sir/Madam,

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by pro
Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C
public, content on the digital OTT platform, "hotstar.com™. No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc.

We have come across that the pirate Application Pikashow is illegally using your services to use the APl which eventually further streams the copyright content (Live TV Channels) ille
Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television networl

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz
access to the infringing material as listed below.

Application Name:- Pikashow
URLs:

https://pikatv.live/play/ftt62774622?d=pikachu.app&?sinku
https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku
https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku
https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku

Cloudflare Ticket ID Address for your reference:- 65c3b1c675d1f9e7

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde
which is a part of the Digital Millennium Copyright Act, 1998.

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief.

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING)
http://markscan.co.in/LOA_HOTSTAR.pdf

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING)
https://www.hotstar.com/in

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM
Ishita Singh

MarkScan

Email: hotstar_enforcement@markscan.in

E-14C 1st floor, Sector 8, Noida U.P. India.

Ph: +91-11-43596246, Website: www.markscan.co.in.

COPYRIGHT OWNERS:
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 6630:

Regards,
MarkScan Internet Enforcement Team

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar7346042949931878377%7Cmsg-a%3Ar7341085... 1/1
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[Notice ID: 2424544565] Copyright Infringement Notice under DMCA & Indian Copyright Act

1 message

Hotstar Enforcement <hotstar_enforcement@markscan.in>
To: abuse@fdcservers.net

Dear Sir/Madam,

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by pro

Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C
public, content on the digital OTT platform, "hotstar.com™. No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc.

We have come across that the pirate Application Pikashow is illegally using your services to use the APl which eventually further streams the copyright content (Live TV Channels) ille
Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television networl

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz
access to the infringing material as listed below.

Application Name:- Pikashow

URLs:-

https://cdn4507.ama-aws-ind-666.site/stream?2/i-cdn-0/fe929b53c1185fedd095b0f7b7 14a2ce/MJTMsp1RshGTygnMNRUR2N2MSInWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZL
1664002797:223.233.72.120:60a5a469b0be5bad6e1be27f12d52cb27ecb0918cc82b95de5a849c539980e2/360/index.m3u8
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53¢1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSInWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZL
1664002994:223.233.72.120:f73ad32b1c7a407c0018c91382a45ddfe128560751aae1dd8c3b0b00ccf76829/480/index.m3u8
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSInWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZL
166400304 1:223.233.72.120:1275c6a932ab20e21823c8bdcf3767046622c6d2ed9f77b2431e324€69541a36/480/index.m3u8
https://cdn4507.ama-aws-ind-666.site/stream?2/i-cdn-0/fe929b53c1185fedd095b0f7b7 14a2ce/MJTMsp1RshGTygnMNRUR2N2MSInWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZL
1664003084:223.233.72.120:dabafad0eee991002d91739f7ecb5164527b9989cd9b0569d36d319cabbffbfd/720/index.m3u8

Domain IP Address for your reference:-50.7.22.51

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde
which is a part of the Digital Millennium Copyright Act, 1998.

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief.

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING)
http://markscan.co.in/LOA_HOTSTAR.pdf

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING)
https://www.hotstar.com/in

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM
Ishita Singh

MarkScan

Email: hotstar_enforcement@markscan.in

E-14C 1st floor, Sector 8, Noida U.P. India.

Ph: +91-11-43596246, Website: www.markscan.co.in.

COPYRIGHT OWNERS:
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 6630

Regards,
MarkScan Internet Enforcement Team

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar6460739355163655293%7Cmsg-a%3Ar-260337... 1/1



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ...Plaintiffs

Versus

Ashar Nisar & Ors. ...Defendants

INDEX

1. | Affidavit of Ms. Diksha Snehal dated 29
September 2022 with respect to additional | 1~ 12-
list of 2 domains / URLs / [P Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for wviewing the
Plaintiffs’ Content
2. | Annexure A: Additional hist of 2 domains
{ URLs / [P Addresses
3. | Evidence with respect to additional list of
2 domains / URLs / IP Addresses thatare | 14 -34-
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs'
Content

13 -

Yatinder Garg / Snehima Jauhari / Angad S. Makkar
(D/1330/2015) / (D/2733/2017) / (D/A3ST9/2021)

Place: New Delhi Saikrishna and Associates
Date: 20" September 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003
+01 9999064036
yatinder(@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Lid. & Anr. ...Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAQO KADAM
MARG, [LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and

declare as under:

|, That, I am the Authorized Representative of the Plaintiffs in the
present suit and as such | am conversant with the facts and
circumstances of the present suit and competent to depose in

respect thereof.

2. I state that I am aware of the present suit and the order dated

"31. Accordingly, the following directions are pussed.

Gt oo o, D@‘éﬂdmm No. I to 6 (and such other Rogue Apps which
5'7* OF x"i:?* are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been

Periad: 24101 '?f“ 20

0 -?-.-'sz_-xl'




infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their hehalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating lo the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RIS TV, Kyte TV, Picaso I'V, Stream India and Hotstar Mod
Appl or any other App, including ones whose
names/branding/trademark  recall iy deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to nfringement of the Plaintiffs’
copyright and Broadcast Reproduction Rights, iill the next
date of hearing;

b. Defendants No. 7 to 12, on both “http' and ‘https " (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to have been infringing/authorising  the
infringement of the Plaintiffs " exclusive rights, copvrights

and broadcast reproduction rights), their owners, partners,

ietors, officers, servants, emplovees and all others in

| \] capacity of principal or agent acting for and on their behalf,

\ = F:"i:jj.‘f. \lu?hj:liil |
\& :“ ,;—; f;? or anvene claiming through, by or under it, are restrained
a\Q$ . :'r_ < v from in any manner infringing and/or authorising the
L OF - infringement by inter alia facilitating and materially

contributing fo the communicating, hosting, streaming



and’or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs " content, so as to infringe the Plaintiffs " exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;
c. Defendant No. 13, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 (downloadapks.net);
d. Dejendarmt No. [4, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or amyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 2 (ristvapk.xyz and ristv-app.com);
e. Defendant No. 135, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
i 3, g~ - capacity of principal or agent acting for and on their behalf,
o N or amvone claiming through, by or under it, are directed fo

 de-activate/suspend the domain name registration of the

2020 ,,\,_J)eféndam No. 1 (ninjatv.app), Defendant No. 2

el .{;-;",;-“f }'x:xn{;?:l.x}’z), Defendant No. 5 (elobalnewsgeeks.xyz),
Ty 7

A, G 27 Defendant No. 7 (apkdevil.com) and Defendant No. 10
(apkpot.com};



I Defendant No. 16, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
ar anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 12 {techbigs.com);

£ Defendant No. [7, its directors, partners, proprietors,
officers, affiliates, servanits, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-aciivate / suspend the domain name registration of the
Defendant No. 8 fapkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors,
officers, affiliates, servants, employees and ail others in
capacity of principal or agent acting for and on their
behalf or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name
registration of the Defendanmt No. 5 (www-
streamindianew.xyz);

i. Defendant No. 19, its directors, partners, propriefors,
afficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,

. ”.'if’,éi:_;?:"—."a. or anyone claiming through, by or under it, are directed to
/ﬂ O v de-activate/suspend the domain name registration of the
i

el Yﬁ \'i l.'"i{)Ef*?”d"m SRS AT .

a5 :;?;'“‘-T’Et} ¥ ""ﬂdk kighvufsf najfilmy.ew);
pet x" :il /j. Defendant No. 20, its directors, partners, proprietors,
L c \% afficers, affiliates, servants, employees and all others in
e capacity of principal or agent acting for and on their behalf,

or anyvone claiming through, by or under it, are directed to
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de-activate/suspend the domain name registration of the
Defendant No. | (powerex_pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori workers. dev);

[ Defendant No. 22, its directors, partners, propriefors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anvone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. | of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs io be
infringing/authorising infringement of its exclusive rights;
and

: De_féndaﬁt;r No. 32 and 33 are directed to issue a

service prowd&rs registered under it io block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at SNo. | of the Documents or such other
domains/websites that may subsequently be notified on



Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights, "

3. I state that in order to protect and enforce its exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsay, etc.)
(*STAR Channels™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, o
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos. 1 to 6) and gather evidence of their
infringing activity. [ state that the following user interface (UT)
domains / websites have been identified by the investigation

agency engaged in illegally communicating the Plaintiffs'

el 1| httpsiiintstvl t/ RTS TV
(Defendant No. 2)
2. hitps://ghdsp.tk/ GHD Sports




% (Additional rogue app
| blacked vide affidavit
{ dated (7.09.2022)

4. 1 state that the from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned 2 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs’ STAR Channels. 1 state that the
Plaintiffs are the exclusive right holders for Plaintiffs’ Content,
including but not limited to the content made available through
the Plaintiffs’ STAR Channels, for the worldwide territory and
the Plaintiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels,

5. 1 state that the Plaintiffs are not aware of the owner(s) of these

2 rogue Ul domains / websites as either they are anonymous or
E"’E incorrect or incomplete addresses.

£
é %*{ state that in terms of the following directions passed by this

Hon’ble Court, vide order dated 16,04.2021, ex parte ad-



inferim order dated 06.04.2022 (reproduced herein above) is

also applicable on the above mentioned 2 domains / websites.
“31. Accordingly, the following directions are passed:
a. Defendants No, | to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employvees, and all others in capacity of
principal or agent acting for and on their behalf, or anvone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting. storing,
reproducing, streaming, broadcasting, re-broadeasting,
causing to be seen or heard by public on payment of charge

andlor making available for viewing, the Plaintiffs’

TS_TV. Kyte TV, Picaso TV, Stream India and Hotstar Mod
pp)  or any other App.  including ones whose
names/branding/trademark  recall is deceptively or
substantially similar to the Rogue Apps identified

hereinabove, amounting fo infringement of the Plaintiffs’



copyright and Broadcast Reproduction Righis, 1ill the next
date of hearing;

b. Defendants No. 7 to 12, on both *htip’ and ‘hitps ' (and
such other websites/entifies which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs ' exclusive rights, copyrights
and broadeast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or amyone claiming through, by or under it, are resirained
from in any manner infringing and/or authorising the
infringement by inter alia facilitating and materially
contributing fo the communicating, hosting, streaming
and/or making available for viewing and downloading,
without authorization, on their websites or other platforms,

through the internet in anmy manner whatsoever, ithe

~y ]
- . P
‘/:.‘:;1 e e }’ \\ Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
& . T k|
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s JJ..%““) '

poffd: S “the next date of hearing;
133 S E:*‘lﬂ i f
T s it
Pt . o
% E{ ih. {:}.i -

m. Defendants No. 23 to 31, their directors, partners,

proprietors, officers, affiliates, servants, employees and all



others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at 8.No. | of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internel and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at SNo. | of the Documenis or such other
domains/websites that may subsequently be notified on
Affidavii by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights "

) 7. 1 state that the evidence filed along with the present affidavit
s w:;red by the investigating agency in google drive link. |

L

wnloaded the same onto the computer (Intel (R) Core (TM)

/75-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is

thereafier, shared the same with the Plaintiffs’ Counsel.



B. Tam advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order X1 Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

9. In particular, | confirm:-

a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic
records. The relevant information from the websites and
electronic records as mentioned above was downloaded by
me in the course of activity of the Plaintiffs. I have a lawful
control over the use of the said computer system by virtue of’

my capacity in the organization.

b) That the electronic records mentioned above are downloaded

a0 N
L ;
2
= e ﬂ"LE

b 1 6@ That the computer system as used by me has been operating

u“u«fb, "P-s-
Wi

L
145 Ry

il n i
)2 ,_\,_;wt* -/ properly and the electronic records and their accuracy and
R0 contents have not been altered and tampered with in any

manner whatsoever,

11



d) That the information contained on the computer outputs is
an exact replica and has been produced from the original

electronic record and therefore, reproduces the information

12

contained on the electronic records therein., A ‘;,ﬁ’{
DEPONENT
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& & Verified at New Delhi on this the __ day of September 2022 that
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the contents of the above said Affidavit are true to the best of
knowledge, information and belief and nothing material has been

concealed therefrom.

DEPONENT




https:/irtstv 1.tk/

hitps://ghdsp.tk/
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTSTV: &

Step 1: The Investigator opened the official website of RTS TV, ACC Asia Cup 2022, from where the RTS TV APK file (android version) was downloaded. !

w1hJiowoe L - -
LMoo (A2 &4 L “Hxoeso LR L A

O 8 nswvapkxyi ® i

Orsv =

O 8 nstvapkoxy:

v Fle downlosded -~

o) s ¥y

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV

Without Buffering

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV
Without Buffering

Choosa where to download

£ 97 M

RTS TV APP 8.1 m RTS TV APP 8.1

DOWNLOAD

DOWNLOAD
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https:/ rtstv1.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

Oops.. i

Unexpected error occurred, please retry!

RETRY
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India 2022) on RTS TV app: !

p and reinstall..Website: ( www.rtstv.app )
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Home > Whois Lookup > RtsTvi.tk

Whois Record for RtsTv1.tk

= Domain Profile
Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 25,864,477 domains) ~
KEANU.NS.CLOUDFLARE.COM (has 25,864,477 domains)

Tech Contact —

IP Address 162.0.217.64 - 150 other sites hosted on this server ~
IP Location [E] - California - Los Angeles - Namecheap Inc.

ASN [E]AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011)

IP History 1 change on 1 unique IP addresses over O years ~
Hosting History 1 change on 2 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-09-28 )

% NOTE: The registry for this domain name does not publish ownership

% records (whois records) in the standard format. This data
% represents the most likely status of the domain based on
% information provided by the Internet's domain name servers (DNS).

domain: rtstvl.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

% For more information, please visit http://www.dot.tk

Jomain 1oois Iris L

Horrwe Las

Do-Not Sell My Personal Infor

The gold-standard Internet :
intelligence platform
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Tools

| Hosting History |
Monitor Domain Properties | - |
\ Reverse IP Address Lookup | - ‘
| Network Tools | - |

\ Visit Website \

‘ & Preview the Full Domain Report ‘

Index of /

Uae - Lot Nonived e

{ "

View Screenshot History

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more
information. (3rd party site)
[ |Taken domain.

DAvaiIabIe domain.
DDeIeted previously owned domain.

| RtsTvl.com Buy Domain
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RtsTv1.net

RtsTvi.org

RtsTv1l.info

RtsTv1.biz

RtsTv1.us

https://whois.domaintools.com/rtstv1.tk
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Buy Domain
Buy Domain
Buy Domain
Buy Domain

Buy Domain
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.app/, from where the GHD Sports APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://ghdsp.tk/ (as shown in the below image)
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below. !

= GHOD SPOATS
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on GHD Sports app: !

Play IPL Quiz Now
Earn upto 50,000 coins
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Home > Whois Lookup » GHdSp.tk

Whois Record for GHdSp.tk

= Domain Profile
Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 25,895,756 domains) -~
KEANU.NS.CLOUDFLARE.COM (has 25,895,756 domains)

Tech Contact —

IP Address 162.0.217.36 - 243 other sites hosted on this server ~
IP Location [E] - California - Los Angeles - Namecheap Inc.

ASN ] AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011)

IP History 1 change on 1 unique IP addresses over 0 years (ad
Hosting History 3 changes on 3 unique name servers over 9 years ~»
= Website

Website Title None given. -~

Whois Record { last updated on 2022-09-29)

NOTE: The registry for this domain name does not publish ownership
records {(whois records) in the standard format. This data
represents the most likely status of the domain based on
information provided by the Internet's domain name servers (DNS).

domain: ghdsp.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

% For more information, please visit http://www.dot.tk
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intelligence platform ew tneres
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Hosting History

| Monitor Domain Properties

| Reverse IP Address Lookup

| Network Tools

Visit Website

& Preview the Full Domain Report

https://whois.demaintools.com/ghdsp.tk
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| View Screenshot History
Available TLDs
General TLDs Country TLDs
The following domains are available through our preferred partners. Select domains below for more
information. {3rd party site)
|:| Taken domain.
|:|Available domain.
|:| Deleted previously owned domain.
| GHdSp.com | Buy Domain
| GHdSp.net | Buy Domain
| GHdSp.org | Buy Domain
| GHdSp.info | Buy Domain
| GHd5p.biz | Buy Domain
| GHdSp.us | Buy Domain
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