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* IN THE  HIGH  COURT  OF DELHI  AT  NEW  DELHI 

+ CS(COMM) 214/2022 

STAR INDIA PVT. LTD.  & ANR. ..... Plaintiffs 
Through: Mr. Saikrishna Rajagopal, Mr. Yatinder 
Garg, Ms. Shehima Jauhari, Mr. Angad Singh 
Makkar and Ms. Sneha Jain, Advocates 

versus 

ASHAR NISAR & ORS. ..... Defendants 
Through: Mr. Mohammad Kamran and 
Mr. Brijesh Ujjainwal, Advocates for D-13 

CORAM:
 
HON'BLE MS. JUSTICE JYOTI SINGH
 

O R D E R 
% 06.04.2022 

IA No.5336/2022 (exemption) 

1. Allowed subject to all just exceptions. 

2. Application stands disposed of. 

IA No.5337/2022 (u/O. XI Rule 1(4) of the Commercial Courts, 
Commercial Division and Commercial Appellate Division of High Courts 
Act, 2015 r/w S. 151 CPC seeking leave to file additional documents) 

3. Present application has been preferred on behalf of the Plaintiffs 

seeking leave to file additional documents under Order 11 Rule 1(4) CPC. 

4. Plaintiffs, if they wish to file additional documents at a later stage, 

shall do so strictly as per the provisions of the Commercial Courts Act, 

2015. 
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5. Application is allowed and disposed of.
 

I.A. 5335/2022 (under Section 80 read with Section 151 CPC) 

6. Since there is an urgency in the matter and the matter is being heard 

today, Plaintiffs are exempted from serving Defendants No.24, 27, 32 and 

33 with advance notice. 

7. For the reasons stated in the application, the same is allowed and 

disposed of.  

CS(COMM) 214/2022 

8. Let the plaint be registered as a suit. 

9. Issue summons. 

10. Mr. Mohammad Kamran, learned counsel enters appearance on behalf 

of Defendant No.13. 

11. Written statement be filed by Defendant No.13 within 30 days from 

today alongwith affidavit of admission/denial of the documents of the 

Plaintiffs. 

12. Replication thereto, be filed by the Plaintiffs within 15 days of the 

receipt of the written statement alongwith an affidavit of admission/denial of 

the documents filed by Defendant No.13. 

13. Upon filing of process fee, issue summons to the remaining 

Defendants, through all permissible modes, returnable on 13.07.2022. 

Summons shall state that the written statement shall be filed by the 

Defendants within 30 days from the receipt of summons. Along with the 

written statement, Defendants shall also file affidavits of admission/denial of 

the documents of the Plaintiffs. 

14. Replication be filed by the Plaintiffs within 15 days of receipt of the 

written statement. Along with the replication, an affidavit shall be filed by 
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the Plaintiffs of admission/denial of the documents filed by the
 

Defendants. 

15. If any of the parties wish to seek inspection of any documents, the 

same shall be sought and given within the timelines. 

16. List before the Joint Registrar on 13.07.2022. 

17. List before the Court on 25.08.2022. 

I.A. 5334/2022 (U/O 39 Rules 1 and 2 read with Section 151 CPC) 

18. Issue notice to the Defendants. 

19. Mr. Mohammad Kamran, learned counsel accepts notice on behalf of 

Defendant No.13. 

20. On steps being taken, notice be issued to the remaining Defendants, 

through all permissible modes, returnable on 25.08.2022. 

21. It is averred in the plaint that Plaintiff No. 1 is a leading entertainment 

and media company in India engaged, inter alia, in the production of 

popular content broadcast on its STAR Channels (such as Star Plus, Star 

Sports 1, Star Gold, Star Jalsa, etc.) and is an exclusive licensee of media 

rights to various sporting events which are also broadcast on its Star 

channels such as the ongoing TATA Indian Premier League 2022. Plaintiff 

No.1 also claims to be a leading film production and distribution company. 

Plaintiff No. 2, it is averred, owns and operates the online audio-visual 

streaming platform and website, ‘www.hotstar.com’ and the mobile 

application, ‘Disney+ Hotstar’ which enables viewers to watch content such 

as serials (including content of STAR Channels) and programs, films, sports 

content including live sporting events, trailers of upcoming films and serials, 

international content through the medium of the internet. 

22. Plaintiffs claim to have exclusive rights in the aforesaid works by 
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virtue of provisions of Section 14(d) of the Copyright Act, 1957, including
 

inter alia the rights to publicly exhibit and communicate the said content 

through any medium or mode, including on STAR Channels or Disney+ 

Hotstar. It is pleaded that by virtue of the exclusive media rights granted to 

the Plaintiffs, they broadcast and communicate to the public, live, delayed, 

highlights, clips and/or repeat telecast of numerous sporting events inter alia 

the ongoing TATA Indian Premier League 2022 in India through Disney+ 

Hotstar and also through their STAR Channels. Plaintiffs claim to be the 

sole and exclusive owner of the Broadcast Reproduction Rights in relation to 

the aforesaid broadcasts of sporting events, communicated through the 

STAR Channels and Disney+ Hotstar, in accordance with Section 37 of the 

Copyright Act, 1957. 

23. Learned counsel appearing on behalf of the Plaintiffs submits that it 

has come to the notice of the Plaintiffs that their exclusive rights in the 

aforementioned content, i.e. movies, general entertainment content 

(television shows, web-series, etc.) and sporting events inter alia the 

ongoing TATA Indian Premier League 2022, were and are continuing to be 

infringed by Defendants No.1-12 herein. It is specifically averred that 

Defendants No. 1-12 are infringing and/or facilitating/enabling/authorising 

infringement of the Plaintiffs’ exclusive rights under Sections 14(d) and 37 

of the Copyright Act, 1957, by reproducing, storing, transmitting, 

communicating, making available for viewing or providing access to the 

Plaintiffs’ aforesaid contents/works. 

24. It is further contended that Defendants No. 1-6 (hereinafter referred to 

as ‘Rogue Apps’) are third-party Android-based mobile applications that 

communicate, make available for viewing and provide access to content, 
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free of cost (or at minimal subscription) and without any authorisation from 


various right owners, including the aforesaid content of the Plaintiffs. It is 

also contended that the download, distribution and use of these Android-

based mobile Apps, such as the Rogue Apps, occurs through a 

.APK(Android Package Kit) file format. These Rogue Apps are completely 

illegal apps and have no permission or authorization to reproduce, store, 

transmit, communicate or make available for viewing and provide access to 

any of the Plaintiffs’ content. The intent and purpose of these Rogue Apps is 

clearly to exploit copyright-protected works of the Plaintiffs’ content and to 

provide an alternative to legitimate sources to the user such that the user 

does not have to pay for enjoying the content. 

25. It is averred in the plaint and argued by the learned counsel that 

Defendants No. 7 to 12 (hereinafter referred to as ‘Rogue Websites’) are 

third-party websites which serve as a repository of .APK files, that provide 

access to users of Android based mobile Apps such as the Rogue Apps. 

Differently put, the user who is looking for a specific Android based App 

that will provide access to infringing content, would typically be in a 

position to download such an App from the .APK file provided by the 

Rogue Websites. Hundreds of Android-based mobile Apps including most 

of the Rogue Apps are available for download on these Rogue Websites. It 

is further contended that the Rogue Websites, used to distribute numerous 

rogue Android-based mobile Apps, have been developed only to enable the 

download of the application file for such Apps, such as “RTS TV”, “Stream 

India”, etc. and are solely instruments/vehicles of infringement which are 

indulging in the illicit business of communicating/making available 

infringing content. Thus, according to the learned counsel, Plaintiffs have 
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reason to believe that the owners of the Rogue Websites, which are 

distributing the aforesaid Apps, are the owners of/affiliates of the owners of 

said Apps. 

26. It is next contended that Defendants No. 1-12 continue to infringe the 

Plaintiffs’ exclusive rights with respect to films, general entertainment 

content and sporting events, including but not limited to the TATA IPL 

2022, which has commenced on 26.03.2022 and shall conclude on 

29.05.2022. 

27. It is brought out by the learned counsel that Defendants No. 13-22 are 

the domain name registrars of websites/UI domains of Defendants No.1-12, 

as captured in paragraph 81 of the Plaint and have been arrayed for the 

limited purpose of revoking/cancelling the domains of Defendants No. 1 to 

12 as also to seek disclosure of the registrant details and billing details of 

these Rogue Websites/UI domains, so that the exact identity and location of 

the owner of these domains can be confirmed and discerned. 

28. Learned counsel submits that Defendants No. 23-31 are Internet 

Service Providers which have been arrayed for the limited purpose of 

disabling access into India of the Rogue Websites/domains/UI along with 

the creators/developers of the Rogue Apps identified in the present suit or 

any other website/UI/App identified by the Plaintiffs on Affidavit. 

Defendants No. 32 and 33 are the Department of Telecommunications 

(‘DOT’) and Ministry of Electronics and Information Technology 

(‘MEITY’), which are Government departments and have been arrayed for 

the limited purpose of issuing notifications calling upon the internet and 

telecom service providers to block access to the Rogue Apps and the Rogue 

Websites, identified in the present suit as also such other websites which are 
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subsequently discovered to be infringing the rights of the Plaintiffs. No 


formal relief has been sought against the Defendant No. 13-33. 

29. It is further contended that Defendants No. 1-12 are anonymous 

entities/websites and the details of their owners are hidden or forged/ 

inaccurate and that these entities/websites are vehicles of infringement that 

engage in flagrant violation of the intellectual property rights of the 

Plaintiffs. It is claimed that due to the nature of internet, which offers 

anonymity, these entities/websites systematically engage in violation of 

intellectual property rights of the Plaintiffs. Thus, the contention is that 

Defendants No. 1-12, i.e. Rogue Apps and Rogue Websites, are 

predominantly engaged in violating third party rights. 

30. Having heard learned counsel for the Plaintiffs, this Court is of the 

view that Plaintiffs have made out a prima facie case for grant of ex parte 

ad-interim injunction. Balance of convenience lies in favour of the Plaintiffs 

and they are likely to suffer irreparable harm in case the injunction, as 

prayed for, is not granted. 

31. Accordingly, the following directions are passed: 

a. Defendants No. 1 to 6 (and such other Rogue Apps which are 

discovered during the course of the proceedings and notified on Affidavit by 

the Plaintiffs to have been infringing/authorising the infringement of the 

Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), 

their owners, partners, proprietors, officers, servants, affiliates, employees, 

and all others in capacity of principal or agent acting for and on their behalf, 

or anyone claiming through, by or under it, are restrained from in any 

manner communicating to the public, hosting, storing, reproducing, 

streaming, broadcasting, re-broadcasting, causing to be seen or heard by 
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public on payment of charge and/or making available for viewing, the
 

Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS 

TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other 

App, including ones whose names/branding/trademark recall is deceptively 

or substantially similar to the Rogue Apps identified hereinabove, 

amounting to infringement of the Plaintiffs’ copyright and Broadcast 

Reproduction Rights, till the next date of hearing; 

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other 

websites/entities which are discovered during the course of the proceedings 

and notified on Affidavit by the Plaintiffs to have been 

infringing/authorising the infringement of the Plaintiffs’ exclusive rights, 

copyrights and broadcast reproduction rights), their owners, partners, 

proprietors, officers, servants, employees and all others in capacity of 

principal or agent acting for and on their behalf, or anyone claiming through, 

by or under it, are restrained from in any manner infringing and/or 

authorising the infringement by inter alia facilitating and materially 

contributing to the communicating, hosting, streaming and/or making 

available for viewing and downloading, without authorization, on their 

websites or other platforms, through the internet in any manner whatsoever, 

the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights, 

copyrights and Broadcast Reproduction Rights, till the next date of hearing; 

c. Defendant No. 13, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in the capacity of principal or 

agent acting for and on their behalf, or anyone claiming through, by or under 

it, are directed to de-activate/suspend the domain name registration of 

Defendant No. 3 (kyte-tv.com), Defendant No. 4 (picasotv.com), Defendant 
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No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);
 

d. Defendant No. 14, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 2 (rtstvapk.xyz and rtstv-app.com); 

e. Defendant No. 15, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 1 (ninjatv.app), Defendant No. 2 (xtsaiful.xyz), Defendant 

No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and 

Defendant No. 10 (apkpot.com); 

f. Defendant No. 16, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 12 (techbigs.com); 

g. Defendant No. 17, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate / suspend the domain name registration of the 

Defendant No. 8 (apkfileok.com); 

h. Defendant No. 18, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 
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are directed to de-activate/suspend the domain name registration of the
 

Defendant No. 5 (www-streamindianew.xyz); 

i. Defendant No. 19, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu and adhkjgfyufsf.najfilmy.eu); 

j. Defendant No. 20, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 1 (powerex.pk and ninjatv.pk); 

k. Defendant No. 21, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 3 (api-kytetv.lalalalalori.workers.dev); 

l. Defendant No. 22, its directors, partners, proprietors, officers, 

affiliates, servants, employees and all others in capacity of principal or agent 

acting for and on their behalf, or anyone claiming through, by or under it, 

are directed to de-activate/suspend the domain name registration of the 

Defendant No. 3 (kytetv.site); 

m. Defendants No. 23 to 31, their directors, partners, proprietors, 

officers, affiliates, servants, employees and all others in capacity of 

principal or agent acting for and on their behalf, or anyone claiming through, 
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by or under it, are directed to block access to the various UI 

domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of 

the Documents or such other UI domains/websites that may subsequently be 

notified on Affidavit by the Plaintiffs to be infringing/authorising 

infringement of its exclusive rights; and 

n. Defendants No. 32 and 33 are directed to issue a Notification calling 

upon the various internet and telecom service providers registered under it to 

block access to the various domains/websites identified by the Plaintiffs in 

the instant suit at S.No. 1 of the Documents or such other domains/websites 

that may subsequently be notified on Affidavit by the Plaintiffs to be 

infringing/authorising infringement of its exclusive rights. 

32. Order be given dasti to learned counsel for the Plaintiffs. 

33. Provisions of Order 39 Rule 3 CPC shall be complied with by the 

Plaintiffs, within a period of two weeks from today. 

JYOTI SINGH, J 

APRIL 06, 2022/yg 
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IN THE HIGH COURT OF DELHI AT NEW DELHI 
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION) 

CS (COMM) NO. 214 OF 2022 

IN THE MATTER OF 

Star India Pvt. Ltd. & Anr. ... Plaintiffs 

Versus 

Ashar Nisar & Ors. ... Defendants 

INDEX 

s. PARTICULARS 

1. Affidavit of Ms. Diksha Snehal dated 24th 

September 2022 with respect to additional 
list of 8 domains / URLs / IP Addresses 
that are engaged m hosting and/ or 
streaming and/or providing access and/or 
making available for v1ewmg the 
Plaintiffs' Content 

2. Annexure A: Additional list of 8 domains 
/ URLs / IP Addresses 

3. Evidence with respect to additional list of 
8 domains / URLs / IP Addresses that are 
engaged m hosting and/or streaming 
and/or providing access and/or making 
available for v1ewmg the Plaintiffs' 
Content 

~~ 
Yatinder Garg/ Snehima Jauhari / Angad S. Makkar 

(D/1330/2015) I (D/2733/2017) I (D/3579/2021) 
Place: New Delhi 
Date: 24th September 2022 

Saikrishna and Associates 
Advocates for the Plaintiffs 

57 Jor Bagh, 
New Delhi - 110003 

+91 9999064036 
yatinder@saikrishnaassociates.com 

1 - 12
­

13
­

14 - 95
­



1

rN THE HiGH COURT OF PELHl AT NEW DELHI 
(ORD]NARY ORlG AL COMl'dERClAL JURISDlCTlON) 

CS 00~) NO. 2 l 4 OF 2022 

INTHE MATIER OF 

Star Jnd!a P\'t. Ltd. &. Anr. ... Plainli ffs 
Versu.\l 

Ashar Nisar & Ors. . .. Defendants 

AFFIDAVIT OF MS. DlKSlIA SNEHAL, D/O f\i1R. AMIT 

RANJAN. AGED ABOl 2'8 V . ,AR • AUlHORIZF..U 

SIGNATORY OF P A1N""HFFS, HAVTNG ITS OFFlCE AT 

STAR HOUSE, UR.MT ESTA1'E1 95 GANPATRAO KADAJ\.f 

MARO, LOWER PAREL (W), MU1\ffiAI, 4000 l3~ 

PRESENTLY AT NEW DELHl 

[, the above-named depm1entT do her-eby so1emnly .aiffi rm and 

declare as under: 

l . Thai, l am the Autborized Rcprcsentafrvc of the P~aintLffs in lh.e 

prasent suit and as such I am conversant v.;th the facts and 

drcumstances of the present sun and con1petent to depos_e in 

respect thereof. 

2. I .state that r arn aware of Lhe present suit and th e order dated 
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in.fringing/authorising lhe infringement of the Plaintiffs ' 

exclusive rJ·ghts, copyrights and broadcast reproduction 

righrs), their owners, partner.. proprieton;t officers, 

SftrWinJs, ajfiliatftS. employeJ:$. and all other-.s .in wpae:ity of 

prim:ipal'or agent acting/or and on their behalf, or anyotu~ 

cJajminK through, by or under it . . are restrained from in any 

manner communicating to the public. hosUng, storinx. 

,.eproducing, .~treamlng, .braadcasting, r:e-.broadeasiP"ng, 

causing to ht! seen or heard bypublic on pa)'111tml ofcharge 

and/or making available /or viewing~ the Plaintiffi ; 

Works/Content thra-ugh their R'ogue Apps (~iz, Ninja T1Y, 

RTS1V. Kyte TY. Pica$.oTr. Stream India and Hotstar Mod 

A.pp) or any other App. including ones whase 

Pmmeslbranding/trademark recall is deceptively or 

substanJiaJ/:y similar 10 the Rogue Apps identified 

hereinabov.e, amo-unting to infringemeni of the Plaintijfo ' 

copyright and Braadcatit Reprodlletion Rights, till the next 

daJe ofhearing; 

b. Defendant" No. 7 to 12, an both ~http ' and {htrp.rr ' (and 

suchv1her websiteslenlilies which are discovered during the 

cour~e ofthe proceeding,J; and nolijled on Ajfu/_(Wi/ by the 

Plainliffi to have been .infringingla.utlwrising the 

__..--..___. iefringement of the Plaintiffs ' ~elusive rights, copyrighr:r 

"+.0 "{ A ff ~ and broadca£t reproduction rights), their owners, pannen, 

DebaJVQl:'l 6i,M»Q *j::roprietors, officers! Sl!l'VaJ11S, employees and ali others in* J\d lJ~· ='/~~o~~~~o cityqfprincipal Pf' agent actingfar t1nd on their be_hal.£ 

GI ~~%<)~r anyone claimiflg through, by or under it, are restrained 
06. of'.:55"' from in 019' manner infringing t111dlor authorising the 

infringemerit by inter alia facilitating and materially 

contrtbuling to the communicating, hosting, streaming 
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and/or making available far viewing and· downloading. 

without authorizatJo~ on thefr websites or 01her platfomu;, 

thruugh the fnterneJ in any manner whatsoever; the 

Plumttfft l · ccm1ent1 so lti lo infringe lhe Plai.ntlffi ·exclusive 

righ1s. cx1pYrighti and Broodca.~t Reproduction Right.s, till 

the next dare ~fhearing,· 

c. Defendant No. 13~ Us directors, partners~ proprietors~ 

ojfkers. qj]lliate~. servants; <!mplayee.'ll andall other$ in the 

CCpClcfty ofprincipal or agenl acting/orand011 rheir behalf. 

or anyone claiming through,, by or under ii~ are directed to 

de-ootlvate/suspend the domain name n!g/Jtralton of 

Defendant No. .3 (kyte~tv.cam). Defentlanl No. 

(picasotv.c:om), Defendant No. 9 (aptmol~~com) and 

Defendant Na. 1 l (downloadapts. net) · 

d. Defendant No. I4J its directors, pa.rmers1 proprietors, 

officers, afilliatesj servants, ,employees and all 01hers in' 

capacityofprincipalor '1l{"-"1'it actingfor· wulon th~ir .behalf, 

Or" an}Ofl'e claiming through, by or 'Under it, are directed lo 

de-activate/suspend the domain name registrarion of the 

Defendant No. 2 (rtstvapt..xyz and rlstv"'app.com): 

e. ~fendant No. J5.. ,·is tlireclon,-. partners, proprfetors, 

officers, qffeliate.s. servants~ employee.J and all others in 

7 (apkdwil.ca:m) and Defendan, No. JO 


4 
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f Defendant Na. 16; itJ· dir~etar~.. partners, proprl~ror:;, 

ojjzcers, affiliates., .'lervant.~. employee~ and all ulhErS 1'n 

capacity ofprincipalor agenr actingfarandon their b1thalf. 

or anyone claiming through. by or under i~ we directed to 

de-actil"atels uspend the domain name reglstrarion of rhe 

Defendant No. 12 (t£chblgs.eom); 

~ Defendafll No. 17. lr.s dJ'rector.f, parhiersr proprietor$_, 

officers_, affiliates. e.'n'ants, employees and all others in 

capacity ofpnncipafor agem aclfng for and on their behalf. 

or anyone claiming •hro1igh, by or under JI, are dire.cJed to 

de-acl~·vate I :m~peml the domain name N.:gistratio1~ ofthe 

Defendant No. 8 (apkfiieok.com); 

h . Defendant No. 18_, its directors, partners, proprietors, 

officer~, l@liates, servu.nis, employees and all others in 

capacity ofprincipal m· agent acting for and on their 

bel1alf. or anyone claiming through. by or under ir. are 

directed to de-aclii,are/.suspend tire domain name 

registrarion of the Defendant No. 5 (www­

!ilreamindiamru.r:xyz): 

i. Defendant No. 19, its directors, partnr..>rs, proprietor-s, 

officers, affilime.s, sen'anls. employee}j and aJ/ others in 

capacil}~ ofprincipal oragent actingfor andon their behalj; 

_ T . . {)r a11yone claim.Ing thtnugh, by or um.ier it~~	 are directed to 

~0 ..!J..f-\de-activate/suspend the domain name re~fstration of the 

* ·~~0!::un~ 	 *Pifendam . No. . 4 (jfskkfejfsbdey. .najfilmy.eu and 
R~. ffo, +!J711) 	 Jl.lr ".r..r. ,(".,if. - vifi/ J• 

P'tUcd~ i4l02120~ 	 mf"J&JJUJS .na11l my.eu ., 
Q ·.. to Zit/02,?00~ 	 q: , v~- ··- ·· J ' r 20 •. d' " " .0 't Cenmr.1. Oem~~· .J. t.;:'e""'ant ~,o, , its ~rectors, partners, p1opnetm~. 

L-A;..-._ ~v 
~~ 	o.fficers, qf]itiates, .servants, employees and all others in 

capacityqfprinctpaJ or af!erll actingfor and on their behalf; 

or anyone claiming through~ by or under ii. are directed to 
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de.-acU:vate/suspend the dcJmaln name regt~uration of the 

Defendtrnt No. 1 (powerex.pk and ninjatv.pk); 

le.. Defendunl No. 11 1 iU tlirectorsi partners, propr.ietor-s. 

officers, affillat~v. servanki, employee$ and all othe~ in 

capac:iryofprincipal or agent acting/or andon their behalf. 

or anyone claimtn.g throughi by or under it, are directed to 

de-aclival.elsuspend the domatn name registration of the 

Defendant No. 3 (api-lcyte1V. lalalctlaloti. workers .,dev): 

I. Defendant No. 22. irs directar3, parmus. proprietor5, 

offic,ers1 qffiliates1 servants, employees and all others ,in 

capacilJ1 ofprincipal or ag,enl actingfor tvldon their beha/.f: 

OT anyone claiming lhr-011gh, by or under it, are directed ta 

de-aclivatelsuspend the domain name registration of the 

Defendanl No. J (kytetv . .sJte); 

m. Defendants No. 23 to 3 /1 their direc.tors, pnnner~~ 

proprielurs, officers, affiltate.'IIJsrtrVanlS. t..>mp/Cl}Jee;.~ and aJJ 

other.'i fo capacity ofprindpo.l or agenl acting for and on 

their behalf. or anyone claiming through, by or tmder ir, are 

directed to block aacess lo the v.arioua Ul domains/wehs.ites 

idemifiedby the PlaintfJJ.~ in the instant rult at S N0-. Jofthe 

Documents or such oJher UJ domains/websites that may 

subsequenlly be. notified on Affidavit by the Plainriffs to be 

.infringin.g/authoriJing infr.lngement of its exclu-sive righls; 

and 

1. Defei-ida711s No. 31 and Jj are directed to issue a 

in.vtant suit at S. No. I of the Documents or such other 

domains/websites that ma}' subsequent(v he notified 011 
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Affidavit by the Plainhffi to be infringinglauJhorising 

infringement ofits exclusive rights.·· 

3. 	I state that in order lo protect and enforce its cxclus1 vc rights in 

the Pla[ntiffs' Content, including but not limited to thL.: content 

made a vai fable through the Plaintiffs" STAR television 

channels (such as Star Sports t Star Go~d Star Utsav7 etc.) 

investigation agency; Copyright Integrity lntematiorml, to 

identify and mon3tor additiona1 rogue Android-b8£ed mobi I@ 

Apps {in terms ofpara 31 (a) of the afommen{ioned order dated 

06.04.2022) and additional Rogue " 'ebsites coUabo:rating with 

the said App~ arid/or the Rogue Apps identified ir.i the instant 

suit (i.e.j Defendant Nos. l 10 6) and gather evidence of their 

infringjng act]vity. 1state that the follo,,ving user interface (UT) 

domab1s I websites have been identified by the investigation 

agency engaged in illegally communicating the Plaintiffs, 

pps: 

1. https:l/rtstv.tk 

Con lent, ·including but not Iim il.ed lo the content made avaiiab]e 

Dnmaius I \~h:bsit~s Rogut! App 

RTSTV 

(Defendant Jtlo. 2) 

2~ https ://mtsee'lxyz Abbasi TV 
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3. 

4~ 

5. 

6. 

7. 

8. 

-
https://fi rebaseremotec-0nfis6 
3 2ca505 a5 1c2f.e502.xyz 

hUps://firebaserernotecon fig6 
3 2caS05a5c2 f. e503.xyz 

hUps:/lghdlive1.xyz/ 

httpsd/tecnot1.menlppsnev.r.xy 
z 

httpsd /CTi cpkO1.cf1 

-https:/fkhant 123.online 

(Additional rogue app 
b/(Jc/red vide affidavit 
elated 20. 06.2022) 

HD Streanv; 

(Additional rogue "'PP 
blocked vide affidavit 
dated 23.05.1022) 

GHD SpCYrtS 

(A dditi.onal rogue app 
blocked )lfdtt affidavit 
daied 07.09'.2022) 

St.ream India 

tDeJendanl No. 3) 

CricPK 

(Additwnal rogue app 
blocked vide ajjida1til 
dated 19.0:5.2012) 

Ni11ja TV 

([)e[endanr No. J) 

4~ J state that the from the evideuce fl1ed along 'l\ri1J1 the present 

Affidavit. it is i:vident that the sbov1e-mcn1ioned 8 d.omains I 

we-~i;;ites are hos.Ling and/or streaming aodtor providing access 

6.
()1.._ . and/or makjng available for viewing lhe broadcast ofPlaintiffs" 

Do•.. 

4 
~J.:\Content, incl~ding but not Hmilod to the contentmode anilable 

I *. ""'li'fJi't (l.e/p.Jrlil 
~~I! 

I hft~~·'· Nll', 1g1·,s- * nrougb the Plaintiffs, sTAR Cbarnnels. ] state that theGl .""'w: Nm'>'Mllo..O . Jo 2·rfO·J~u..'fJ 
\Q;! C~mt11tO"atnJ' _~~ PEainti ffs are the exclusive right holders for Plaintiffs· Content,
\!,:>; - .~~ 
~ incl uding but not limited lo the content made available tlu-ough 

the Plaintiffs? STAR Channels, for the worldwide territory and 
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the Piainti tfs have not authorised the abov~-ment]oned 

wehsite.oS to communica1 .. und or make available for viewing lhc 

Plaintiffs' Content, indudhig bur not limhed lo the. ront~nt 

made availab'ie through the Plaintills' Ti\R Channels. 

5. [ state that the Plaintiffs are not awar1e of the owner(s) of these 

8 rogue Ut domains I web.sites~ either they at"C anonymous or 

have 'incorrect or incomplete addresses. 

6. 	 Tswte that in tenns of the foUowing directions pasE:ed by 1his 

Hon "bJc Court, vidc order dat'ed 16.04.2021, Er.l" parte ad-

i'merim order dated 06.04.2022 (reproduced herein abov,e) is 

also applicable on the above rnontion~d 8 domains I websites. 

· · 1 I. Accordingly, Ihefi1llowirig directi-OJ"11{ are· passed: 

a. Defendanrs No. I ta 6 (and sut.:h other Rogw? Apps which 

we disco11e,_-ed di~ring the co1i,rse of the proc:eedmgs and 

notified (Jn A_f]idavit by the PlaiJ'Jt~lfi ta hQ'Vrt been 

infringing/authorising the infringement of the Plaintiffs · 
...-p -­:0l A If };:--, excitl8ive rights, c:opyrights a1'Jd broadca£i reproduction 


~ 1, ·o'J 01;.hUfl.2· 1c \ 
\)~Gath-,.Oiu~f!i r ights). their a»rners~ partners. proprietors, officers. * n. ""°·~gTtn
ti.e~ 	 ·• ., a 1 r:iiri.~7.ll r:- . . . . 

. 	 .,11~~a·JJ·aQt~ . ~·--. ervants. affilwres, employees, and all othei-s m capaczty of.
\~o· \~~i\~~N .......f;f .. 
~~ )..); principal or agent acting/or and on their behaif; or anyone 

claiming throrJgh. by or under it, are. restrainedfrnm in any 

(manner communicali1Tg to the public. h'o.sti~g. ston'ng, 
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reproducing stn~aming, broadcasting, h!~broadcasting, 

causing ta be s,een 01· heard by public on payment of'charge 

andlar maH1ig availa/,/e fnr viewing, the Plaintiffs ' 

WorkJ!Contenl throtJgh their Rogue Apps (viz, Ni~ja TV. 

RTS TV, Kyte TV, Picaso IV. Stream India and Hotstar Motl 

App) or any other App, including mles whose 

names/branding/trademark recaU is deceptively or 

substantially ~·imilar to the Rogue· Apps rdentified 

her,einabove, amounting !Q infrlngemenl of th.e Plaintiffs • 

cop_vr/Rht and Broadcast Reproduction Ri&hts, till the next 

date ofhearingr 

b. Dccf~ndants No. 7 to J2, on both •http' and •h.ttps ' (CJnd 

such other website~lentities which are discovered durinR lhe 

course of the proceedmgs and nolifl.txl on Ajfida~it by the 

Plaintif}s u1 have been infringJ"l~g/crnthorJ°sing the 

fn_fringem~t ofthe Plaintiffs · exclusi""e ri$fhts. copyrights 

andbroadcast reproduc!ion rtghts)J their ownen t partners. 

proprietors, ojfu:ers, servanls, employees and all others in 

rn any manner infringi~g and/or 

infi•ingement by inter alia facititatfng and materially 

cantribuling to the communicaling, hos:ting, streaming 
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cmdlor mtiking iavaUable for viewing and downloadln& 

•·vithout authoriz'°-lion, on their websites or other platforms, 

through 1he inteFnet in any mat11ler what.soever, th£ 

Plaintiffs • conlent, .so as to infringe the Plaintiffs' exclusive 

right.v:r copyrights a11d Broadcast ReproductioM Rights, tiff 

the riexf dme ofhearirig; 

X'XX 

m. D'efenda.nl~ No. 23 ta 31. their directors. partnersJ 

proprietor.fi, officers, affiliate.~, serw111l.'i, employees and all 

others in .capacity ofprincipa' or agent acting for am/ on 

their hehaif. or anyone claiming through, by ar under iJ, ure 

directed to hloclc access ffJ the various UJ domain.~lwebsiurs 

idei1tified by the PlamriQs itJ the insram ~uit at S.1Vo. J qfihe 

Dr1cuments or ~mch other l./J domains/websites that may 

.wi~h.~equent/y he notified on Affida'IJJit by ihe Plaintiffs to be 

infi·inginglouthorising infringement ofus exclusive riRhts,· 

and 

No. 32 and 33 are dir:eoled lo issue a 

domain3/webJ.·it.es rha! mQy subsequently be nortfied on 
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Affida>it by the Plainrifls to be In/ringing/authorising 

i1ifri11geme11t ofits e.u:ltiSil-'C rigl1ts. " 

7. 	 I state that the evidence filed along with the pre.sent a ffidavit 

was shared by the investigating agency in google drive link. I 

dov.nloaded the same onto the computer (Intel (R} Core (TM) 

i5-2520M CPU @ 02010 @ 2.50 GHz 2.50 GHz) which is 

regularly used by me in the ordinary course of business and 

thereaf\er, shared the same with the Plaintiffs' Counsel. 

8. 	 I. am advised to state that the conditions of Sections 658 of the 

Indian Evidence Ace, 1872 and Order XI Rule 6(3) of the 

Commercial Courts, Commercial Division and Commercial 

Appellate Division ofHigb Courts Act, 20 15 are complied with 

in respect of these documems. 

9. 	 In particular, I confirm:­

a) 	That the said computer system is regularly used to produce 

computer outputs like emails and information from the 

'\po.Ry 
World Wide Web (Internet) and Store other electronic 0 _,,,,<f3' • 

~ ...,...
1><'"'~~q''~ .:( ecords. The relevant informatioo from tho wobsite.s and 

r 	 ,,o.:.<t••- ­
<f.t'I."'' •i~l";;.p Cl 

¥ ~~::~~\\>::_~ '• lectronie records as mentioned above wa• downloaded by
~c~$•' ~~ 

Q0 trr.:_9Y me in the courseo[ aclivityofche Plaintiffs. I have a lawful 
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control over the use of the said com.pmcr systGm by virtu~ of 

my capacity in the organi7;:1t ion. 

b) 	Th-.n the e!ectronic records mentioned above ~re down loaded 

from the computer system as part of lhe ordimuy course of 

activilie~ of the: Plaint]ffs. 

c) 	That the com put,er system as used by me has b~n operating 

properly and the e lectronic records and their ace u:rac:y and 

corn.t:nts have n (H been a!ten:d and tampered with in any 

manner whatsoever. 

dl That the mfonnation contained on the computer outp11ts is 

an exact ~epHca and has been produced from I.he original 

electronic record and therefore, reproduces the infmmation 

contained on lhe electronic records lherern. 

DEPO ENT 

~ \\~~ ~~· 
~ ~e# 

,p t, ·.. 2 4 SEP 2ii11 
Vori ficd at Nt:W Delhi on lh is the _ cla.y of September 2022 that 

the conte11ts of the above said Affidavit are true to the best of 

knowledg1e, infomiation Cl!nd belief and nothing material has been 



----- -

13

AN1'iEXURE A: LlST OF DOMAJNS f U.RLs I IP' 
ADDRESSES 

. • NO. DOM. IN. ( \YEB ITES 
https:/lrtsh·.tk I. 

- = 

2. h'ltps:l/mtseet.xy.:1. 

3. htlps:J/firebascremoteconfig632ca5~Sa5c2f.eS 02.xyz 

4. bttps://firebaseremoteconfig632ca505a5c2f.e5 03.xyz 

https.:llghdlive1.xyz/5. 
1~ -6_ https:/ltecnotunerappsnew.xyz 

7. hnps://cr[cpkO I .cf/ 
1~ 

https;//khantv123 .o·nline8. 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, RTS TV:
&

Step 1: The Investigator opened the official website of RTS TV, http://rtstvapk.xyz/, from where the RTS TV APK file (android version) was downloaded.
!



        

RTSlV 

Do )Ou w;irH to n:.t<ill a11 updet 
10 this ex1sun9 <1pphcalfe>r1? Your 
eJ(blul ddta w I not be lo~t 

C NCa TALL 

RTSlV 

A$>JU11St8 I 

DONE Of'EN 
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· ... 1 s 11 o a " c;, , •: ~ -. ,, • ... 15110 0 .. " • :~··,, 

= RTS TV ~ CRICKET 

JT~~ ~mrn 

Rt 
CRICKET STAR SP r-llN STAR SP HIN STAR SP HIN 

BANG LA INOIA ST AR SP LO'N JIO LIVE Ht STAR SP 1 HD 

PAKISTAN KOLKATA 
STAR SP 1 110 

IPL UV IPl LI V BAN vs Si\ 
MOVIES 

I I 

a bi 
fou·t.4Jt f;;)t:ll1 

= _, I 
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading 
through https://rtstv.tk (as shown in the below image). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on RTS TV app:
!



 
 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

          

 

 

 

 

 

       

 

            

           

9/23/22, 3:43 PM WHOIS Service 

Domains Protocols Numbers About 
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IANA WHOIS Service 
The IANA WHOIS Service is provided using the WHOIS protocol on port 43. This 
web gateway will query this server and return the results. Accepted query 
arguments are domain names, IP addresses and AS numbers. By submitting any 
personal data, you acknowledge and agree that the personal data submitted will 
be processed in accordance with our Privacy Policy, and you agree to abide by the 
website Terms of Service. 

rtstv.tk SubmitSubmit 

% IANA WHOIS server 

% for more information on IANA, visit http://www.iana.org

% This query returned 1 object 

refer:  whois.dot.tk 

domain:  TK 

organisation: Telecommunication Tokelau Corporation (Teletok)

address:  Fenuafala 

address:  Fakaofo 

address:  Tokelau 

contact:  administrative 

name:  CEO Teletok 

organisation: Telecommunication Tokelau Corporation (Teletok)

address:  Fenuafala 

address:  Fakaofo 

address:  Tokelau 

phone: +690 3101 
e-mail:  tealofi.enosa@gmail.com 

contact:  technical 

name:  Joost Zuurbier 

organisation: BV Dot TK 

address:  Danzigerkade 23D 

address: 1013 AP Amsterdam NH 

address:  Netherlands 

phone: +31 20 531 5725 
fax-no: +31 20 531 5721 

https://www.iana.org/whois?q=rtstv.tk 1/2 
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e-mail:  joost.zuurbier@dot.tk 

nserver:  A.NS.TK 194.0.38.1 2001:678:50:0:0:0:0:1 
nserver:  B.NS.TK 194.0.39.1 2001:678:54:0:0:0:0:1 
nserver:  C.NS.TK 194.0.40.1 2001:678:58:0:0:0:0:1 
nserver:  D.NS.TK 194.0.41.1 2001:678:5c:0:0:0:0:1 

whois:  whois.dot.tk 

status:  ACTIVE 

remarks:  Registration information: http://www.dot.tk 

created: 1997-11-07 
changed: 2019-02-12 
source:  IANA 

Domain Names Root Zone Registry .INT Registry .ARPA Registry IDN Repository 

Number Resources Abuse Information 

Protocols Protocol Registries Time Zone Database 

About Us Presentations Reports Performance Reviews Excellence Contact Us 

The IANA functions coordinate the Internet’s globally unique identifiers, and are provided by 
Public Technical Identifiers, an affiliate of ICANN. 

Privacy Policy Terms of Service 

https://www.iana.org/whois?q=rtstv.tk 2/2 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Abbasi TV:
&

Step 1: The Investigator opened the website to download the .apk file for the Abbasi TV app, viz https://nextalerts.com/abbasi-tv-apk10 :
!
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Step 2: The Investigator then installed the ABBASI TV.apk file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the ABBASI TV application, the Investigator launched “BurpSuit” to capture the data packets (network logs) of the app. 

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and 
enabled TCP port traffic accessed from, to, or via the local computer. 

The Investigator conducted dynamic pen-test on the ABBASI TV application. As a result, it was observed that the UI was loading through https://mtseet.xyz 
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Step 4: After blocking the aforesaid UI domain, the rogue app cannot load its user interface, as displayed below:
!
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Step 5: Evidence of infringement of Plaintiffs’ content (vizz ACC Asia Cup 2022) playing on ABBASI TV App:
!
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CONTACT US SIGN IN SIGN UP  INR
	

 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

mtseet.xyz 

Domains → Whois Lookup → Results
	

Whois results: mtseet.xyz is already registered. Want it? Make an offer now. 

mtseet.xyz 

TAKEN 

Domain Name: mtseet.xyz 

Registry Domain ID: D321397966-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: https://namecheap.com 

Updated Date: 2022-09-07T14:43:00.0Z 

Creation Date: 2022-09-07T14:42:56.0Z 

Registry Expiry Date: 2023-09-07T23:59:59.0Z 

Registrar: Namecheap 

Registrar IANA ID: 1068 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant State/Province: Capital Region 

Registrant Country: IS 

Registrant Email: Please query the RDDS service of the Registrar of Record identified in 

this output for information on how to contact the Registrant, Admin, or Tech contact of 

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 1/4 
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the queried domain name. 

Admin Email: Please query the RDDS service of the Registrar of Record identified in this 

output for information on how to contact the Registrant, Admin, or Tech contact of the 

queried domain name. 

Tech Email: Please query the RDDS service of the Registrar of Record identified in this 

output for information on how to contact the Registrant, Admin, or Tech contact of the 

queried domain name. 

Name Server: DNS1.NAMECHEAPHOSTING.COM 

Name Server: DNS2.NAMECHEAPHOSTING.COM 

DNSSEC: unsigned 

Billing Email: Please query the RDDS service of the Registrar of Record identified in this 

output for information on how to contact the Registrant, Admin, or Tech contact of the 

queried domain name. 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/ 

>>> Last update of WHOIS database: 2022-09-23T10:15:08.0Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit 

https://www.centralnic.com/support/rdap <<< 

The Whois and RDAP services are provided by CentralNic, and contain 

information pertaining to Internet domain names registered by our 

our customers. By using this service you are agreeing (1) not to use any 

information presented here for any purpose other than determining 

ownership of domain names, (2) not to store or reproduce this data in 

any way, (3) not to use any high-volume, automated, electronic processes 

to obtain data from this service. Abuse of this service is monitored and 

actions in contravention of these terms will result in being permanently 

blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com) 

Access to the Whois and RDAP services is rate limited. For more 

information, visit https://registrar-console.centralnic.com/pub/whois_guidance. 

Need help?
	
We're always here for you. 

Go to Live ChaGo to Live Chat paget page 
https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 2/4 
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We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 

WE SUPPORT 

We are an ICANN accredited registrar. 

Serving customers since 2001. 

https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 3/4 
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https://www.namecheap.com/domains/whois/result?domain=mtseet.xyz 4/4 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, HD Streamz: 

Step 1: The Investigator opened the official website of HD Streamz, https://hdstreamz.app/, from where the HD Streamz APK file (android version) was 
downloaded. 
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Step 2: The Investigator then installed the HD Streamz APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 



 
      

 
                   

         
 

 

41

Step 3: Prior to launching the HD Streamz application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the HD Streamz app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was 
loading through https://firebaseremoteconfig632ca505a5c2f.e502.xyz and https://firebaseremoteconfig632ca505a5c2f.e503.xyz (as shown in the below image). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ACC Asia Cup 2022) on HD Streamz app:
!
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 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

e502.xyz 

Domains → Whois Lookup → Results
	

Whois results: e502.xyz is already registered. Want it? Make an offer now. 

e502.xyz 

REGISTERED IN 2022 

Domain name: e502.xyz 

Registry Domain ID: D300883960-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: http://www.namecheap.com 

Updated Date: 0001-01-01T00:00:00.00Z 

Creation Date: 2022-06-02T11:22:54.00Z 

Registrar Registration Expiration Date: 2023-06-02T11:22:54.00Z 

Registrar: NAMECHEAP INC 

Registrar IANA ID: 1068 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

Reseller: NAMECHEAP INC 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Registry Registrant ID: 

Registrant Name: Redacted for Privacy 

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 1/4 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

9/23/22, 3:52 PM Whois Lookup | Find Out Who Owns a Domain - Namecheap 46
Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant Street: Kalkofnsvegur 2 

Registrant City: Reykjavik 

Registrant State/Province: Capital Region 

Registrant Postal Code: 101 

Registrant Country: IS 

Registrant Phone: +354.4212434 

Registrant Phone Ext: 

Registrant Fax: 

Registrant Fax Ext: 

Registrant Email: fbb1e4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com 

Registry Admin ID: 

Admin Name: Redacted for Privacy 

Admin Organization: Privacy service provided by Withheld for Privacy ehf 

Admin Street: Kalkofnsvegur 2 

Admin City: Reykjavik 

Admin State/Province: Capital Region 

Admin Postal Code: 101 

Admin Country: IS 

Admin Phone: +354.4212434 

Admin Phone Ext: 

Admin Fax: 

Admin Fax Ext: 

Admin Email: fbb1e4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com 

Registry Tech ID: 

Tech Name: Redacted for Privacy 

Tech Organization: Privacy service provided by Withheld for Privacy ehf 

Tech Street: Kalkofnsvegur 2 

Tech City: Reykjavik 

Tech State/Province: Capital Region 

Tech Postal Code: 101 

Tech Country: IS 

Tech Phone: +354.4212434 

Tech Phone Ext: 

Tech Fax: 

Tech Fax Ext: 

Tech Email: fbb1e4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com 

Name Server: dee.ns.cloudflare.com 

Name Server: rodney.ns.cloudflare.com 

DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/ 

>>> Last update of WHOIS database: 2022-09-23T00:22:27.66Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 2/4 
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Need help?
	
We're always here for you. 

Go to Live Chat pageGo to Live Chat page 

We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 3/4 
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WE SUPPORT
	
48

We are an ICANN accredited registrar. 

Serving customers since 2001. 

Payment Options 

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 4/4 
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 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

e503.xyz 

Domains → Whois Lookup → Results
	

Whois results: e503.xyz is already registered. Want it? Make an offer now. 

e503.xyz 

TAKEN 

Domain name: e503.xyz 

Registry Domain ID: D300883966-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: http://www.namecheap.com 

Updated Date: 0001-01-01T00:00:00.00Z 

Creation Date: 2022-06-02T11:23:00.00Z 

Registrar Registration Expiration Date: 2023-06-02T11:23:00.00Z 

Registrar: NAMECHEAP INC 

Registrar IANA ID: 1068 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

Reseller: NAMECHEAP INC 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Registry Registrant ID: 

Registrant Name: Redacted for Privacy 

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 1/4 
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant Street: Kalkofnsvegur 2 

Registrant City: Reykjavik 

Registrant State/Province: Capital Region 

Registrant Postal Code: 101 

Registrant Country: IS 

Registrant Phone: +354.4212434 

Registrant Phone Ext: 

Registrant Fax: 

Registrant Fax Ext: 

Registrant Email: dbc4c91da3fa424d9f61c3e56e046ab5.protect@withheldforprivacy.com 

Registry Admin ID: 

Admin Name: Redacted for Privacy 

Admin Organization: Privacy service provided by Withheld for Privacy ehf 

Admin Street: Kalkofnsvegur 2 

Admin City: Reykjavik 

Admin State/Province: Capital Region 

Admin Postal Code: 101 

Admin Country: IS 

Admin Phone: +354.4212434 

Admin Phone Ext: 

Admin Fax: 

Admin Fax Ext: 

Admin Email: dbc4c91da3fa424d9f61c3e56e046ab5.protect@withheldforprivacy.com 

Registry Tech ID: 

Tech Name: Redacted for Privacy 

Tech Organization: Privacy service provided by Withheld for Privacy ehf 

Tech Street: Kalkofnsvegur 2 

Tech City: Reykjavik 

Tech State/Province: Capital Region 

Tech Postal Code: 101 

Tech Country: IS 

Tech Phone: +354.4212434 

Tech Phone Ext: 

Tech Fax: 

Tech Fax Ext: 

Tech Email: dbc4c91da3fa424d9f61c3e56e046ab5.protect@withheldforprivacy.com 

Name Server: dee.ns.cloudflare.com 

Name Server: rodney.ns.cloudflare.com 

DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/ 

>>> Last update of WHOIS database: 2022-07-15T05:07:53.02Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 2/4 
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Need help?
	
We're always here for you. 

Go to Live Chat pageGo to Live Chat page 

We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 3/4 
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WE SUPPORT 

We are an ICANN accredited registrar. 

Serving customers since 2001. 

Payment Options 

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 4/4 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, GHD Sports: 

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.app/, from where the GHD Sports APK file (android version) was 
downloaded. 



   

0 ghdsi:oru ~Id + @) 

File might be harmful 

Ocl Y.'ti wtirt. 10 I •--nbocl 
GH . SPCI ITT v 17 6 I{ l!I • .,..,., ' 

~ .. 11U711 •• 

0 it <f.ld~port~ oppfdc + El 

J File downloaded 
('2.00 El 11 "" ')(Vt- pp 

~ VCJUI COil I 1Ut1ft 

F cebo 

GHD,S-~rtaAp,: (17.6) I 

-- -- ~ .._ .... . ~ 

54



   
  

 

55



    
 

            
   

 

 
 
 
 
 
 
 
 
 

 

56

Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was 
loading through https://ghdlive1.xyz/ (as shown in the below image) 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!



           
 

 

59

Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on GHD Sports app:
!
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 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

ghdlive1.xyz 

Domains → Whois Lookup → Results
	

Whois results: ghdlive1.xyz is already registered. Want it? Make an offer now. 

ghdlive1.xyz 

TAKEN 

Domain name: ghdlive1.xyz 

Registry Domain ID: D321207610-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: http://www.namecheap.com 

Updated Date: 0001-01-01T00:00:00.00Z 

Creation Date: 2022-09-06T11:55:22.00Z 

Registrar Registration Expiration Date: 2023-09-06T11:55:22.00Z 

Registrar: NAMECHEAP INC 

Registrar IANA ID: 1068 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

Reseller: NAMECHEAP INC 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Registry Registrant ID: 

Registrant Name: Redacted for Privacy 

https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 1/4 
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant Street: Kalkofnsvegur 2 

Registrant City: Reykjavik 

Registrant State/Province: Capital Region 

Registrant Postal Code: 101 

Registrant Country: IS 

Registrant Phone: +354.4212434 

Registrant Phone Ext: 

Registrant Fax: 

Registrant Fax Ext: 

Registrant Email: 

d0a2880b26ca427299e3731279ef5a5c.protect@withheldforprivacy.com 

Registry Admin ID: 

Admin Name: Redacted for Privacy 

Admin Organization: Privacy service provided by Withheld for Privacy ehf 

Admin Street: Kalkofnsvegur 2 

Admin City: Reykjavik 

Admin State/Province: Capital Region 

Admin Postal Code: 101 

Admin Country: IS 

Admin Phone: +354.4212434 

Admin Phone Ext: 

Admin Fax: 

Admin Fax Ext: 

Admin Email: d0a2880b26ca427299e3731279ef5a5c.protect@withheldforprivacy.com 

Registry Tech ID: 

Tech Name: Redacted for Privacy 

Tech Organization: Privacy service provided by Withheld for Privacy ehf 

Tech Street: Kalkofnsvegur 2 

Tech City: Reykjavik 

Tech State/Province: Capital Region 

Tech Postal Code: 101 

Tech Country: IS 

Tech Phone: +354.4212434 

Tech Phone Ext: 

Tech Fax: 

Tech Fax Ext: 

Tech Email: d0a2880b26ca427299e3731279ef5a5c.protect@withheldforprivacy.com 

Name Server: elinore.ns.cloudflare.com 

Name Server: keanu.ns.cloudflare.com 

DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/ 

>>> Last update of WHOIS database: 2022-09-22T13:28:09.65Z <<< 

For more information on Whois status codes please visit https://icann org/epp 
https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 2/4 
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Need help?
	
We're always here for you. 

Go to Live Chat pageGo to Live Chat page 

We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 

https://www.namecheap.com/domains/whois/result?domain=ghdlive1.xyz 3/4 
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WE SUPPORT 

We are an ICANN accredited registrar. 

Serving customers since 2001. 

Payment Options 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Stream India: 

Step 1: The Investigator opened the official website of Stream India, https://streamindia.live/, from where the Stream India APK file (android version) was 
downloaded. 



       

Stream India 

Do )Ou w;irH to n:.t<ill a11 updet 
10 this ex1sun9 <1pphcalfe>r1? Your 
eJ(i.:.lul ddta w I not be lo~t 

C NCa TALL 

Stream tndla 

A$>JHM sta I 

DONE Of'EN 

65



    
 

          
   

 

 
 
 

 

66

Step 2: The Investigator then installed the Stream India APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite to capture the data packets (network logs) of the app. 

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was 
loading through https://tecnotunerappsnew.xyz (as shown in the images below). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on Stream India app:
!
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 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

tecnotunerappsnew.xyz 

Domains → Whois Lookup → Results
	

Whois results: tecnotunerappsnew.xyz is already registered. Want it? Make an offer now. 

tecnotunerappsnew.xyz 

TAKEN 

Domain name: tecnotunerappsnew.xyz 

Registry Domain ID: D324063220-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: http://www.namecheap.com 

Updated Date: 0001-01-01T00:00:00.00Z 

Creation Date: 2022-09-22T18:31:29.00Z 

Registrar Registration Expiration Date: 2023-09-22T18:31:29.00Z 

Registrar: NAMECHEAP INC 

Registrar IANA ID: 1068 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

Reseller: NAMECHEAP INC 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Domain Status: addPeriod https://icann.org/epp#addPeriod 

Registry Registrant ID: 

https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 1/4 
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Registrant Name: Redacted for Privacy 

Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant Street: Kalkofnsvegur 2 

Registrant City: Reykjavik 

Registrant State/Province: Capital Region 

Registrant Postal Code: 101 

Registrant Country: IS 

Registrant Phone: +354.4212434 

Registrant Phone Ext: 

Registrant Fax: 

Registrant Fax Ext: 

Registrant Email: da8ee42cda714c0680a04431aa463fa5.protect@withheldforprivacy.com 

Registry Admin ID: 

Admin Name: Redacted for Privacy 

Admin Organization: Privacy service provided by Withheld for Privacy ehf 

Admin Street: Kalkofnsvegur 2 

Admin City: Reykjavik 

Admin State/Province: Capital Region 

Admin Postal Code: 101 

Admin Country: IS 

Admin Phone: +354.4212434 

Admin Phone Ext: 

Admin Fax: 

Admin Fax Ext: 

Admin Email: da8ee42cda714c0680a04431aa463fa5.protect@withheldforprivacy.com 

Registry Tech ID: 

Tech Name: Redacted for Privacy 

Tech Organization: Privacy service provided by Withheld for Privacy ehf 

Tech Street: Kalkofnsvegur 2 

Tech City: Reykjavik 

Tech State/Province: Capital Region 

Tech Postal Code: 101 

Tech Country: IS 

Tech Phone: +354.4212434 

Tech Phone Ext: 

Tech Fax: 

Tech Fax Ext: 

Tech Email: da8ee42cda714c0680a04431aa463fa5.protect@withheldforprivacy.com 

Name Server: dns1.registrar-servers.com 

Name Server: dns2.registrar-servers.com 

DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/ 

>>> Last update of WHOIS database: 2022-09-22T17:13:20.75Z <<< 

For more information on Whois status codes please visit https://icann org/epp 
https://www.namecheap.com/domains/whois/result?domain=tecnotunerappsnew.xyz 2/4 



 

 

 

 

9/23/22, 5:44 PM Whois Lookup | Find Out Who Owns a Domain - Namecheap 
For more information on Whois status codes, please visit https://icann.org/epp 72

Need help?
	
We're always here for you. 

Go to Live Chat pageGo to Live Chat page 

We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 
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WE SUPPORT 

We are an ICANN accredited registrar. 

Serving customers since 2001. 

Payment Options 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, CricPK: 

Step 1: The Investigator opened the official website of CricPK https://circpk.live and 
https://github.com/kanhartube/CricPK/blob/main/CricPK_1.1.4.apk?raw=true from where the CricPK APK file (android version) was downloaded. 
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Step 2: The Investigator then installed the CricPK APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the CricPK application, the Investigator launched “Burp suit” to capture the data packets (network logs) of the app. 

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and 
enabled TCP port traffic accessed from, to, or via the local computer. 

The Investigator then launched the CricPK app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the app was loading 
through https://cricpk01.cf/ (as shown in the below image). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (vz ACC Asia Cup 2022) on the rogue CricPK app:
!
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IANA WHOIS Service 
The IANA WHOIS Service is provided using the WHOIS protocol on port 43. This 
web gateway will query this server and return the results. Accepted query 
arguments are domain names, IP addresses and AS numbers. By submitting any 
personal data, you acknowledge and agree that the personal data submitted will 
be processed in accordance with our Privacy Policy, and you agree to abide by the 
website Terms of Service. 

cricpk01.cf SubmitSubmit 

% IANA WHOIS server 

% for more information on IANA, visit http://www.iana.org

% This query returned 1 object 

refer:  whois.dot.cf 

domain:  CF 

organisation: Societe Centrafricaine de Telecommunications (SOCATEL)

address:

address:

address:

 Rue guerillot

Bangui BP 939 
Central African Republic 

contact:  administrative 

name:  Directeur General 

organisation: Societe Centrafricaine de Telecommunications (SOCATEL)

address:  Rue guerillot

address:  Bangui BP 939 
address:  Central African Republic

phone: +236 21 61 60 64 
fax-no: +236 21 61 44 72 
e-mail:  dg-socatel@socatel.cf 

contact:  technical 

name:  Manager ICT

organisation: Centrafrique TLD B.V. 
address:  Danzigerkade 23D 

address:  Amsterdam 

address:  NH 1013 AP 

address:  Netherlands 

https://www.iana.org/whois?q=cricpk01.cf 1/2 
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phone: 
fax-no: 

+31 20 5315726 
+31 20 5315721 

e-mail:  info@centrafriquetld.com 

nserver:  A.NS.CF 185.21.168.17 2a04:1b00:4:0:0:0:0:1 
nserver:  B.NS.CF 185.21.169.17 2a04:1b00:5:0:0:0:0:1 
nserver:  C.NS.CF 185.21.170.17 2a04:1b00:6:0:0:0:0:1 
nserver:  D.NS.CF 185.21.171.17 2a04:1b00:7:0:0:0:0:1 

whois:  whois.dot.cf 

status:  ACTIVE 

remarks:  Registration information: http://www.dot.cf 

created: 1996-04-24 
changed: 
source:

2015-12-29 
IANA 

84

Domain Names Root Zone Registry .INT Registry .ARPA Registry IDN Repository 

Number Resources Abuse Information 

Protocols Protocol Registries Time Zone Database 

About Us Presentations Reports Performance Reviews Excellence Contact Us 

The IANA functions coordinate the Internet’s globally unique identifiers, and are provided by 
Public Technical Identifiers, an affiliate of ICANN. 

Privacy Policy Terms of Service 

https://www.iana.org/whois?q=cricpk01.cf 2/2 
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Modus operandi for Investigation into the illegal and infringing activites of the rogue app, Ninja TV: 

Step 1: The Investigator opened the official website of Ninja TV, https://www.ninjatv.xyz/, from where the Ninja TV APK file (android version) was 
downloaded. 
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Step 2: The Investigator then installed the Ninja TV APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the Ninja TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the Ninja TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading 
through https://khantv123.online (as shown in the below image). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Legends League Cricket 2022) on Ninja TV app:
!
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CONTACT US SIGN IN SIGN UP  INR
	

 

We stand with our friends and colleagues in Ukraine. To support Ukraine in their time of 

need visit this page. 

Whois LookupWhois Lookup 
Discover who owns a domainDiscover who owns a domain 

khantv123.online 

Domains → Whois Lookup → Results
	

Whois results: khantv123.online is already registered. Want it? Make an offer now. 

khantv123.online 

TAKEN 

Domain name: khantv123.online 

Registry Domain ID: D322555684-CNIC 

Registrar WHOIS Server: whois.namecheap.com 

Registrar URL: http://www.namecheap.com 

Updated Date: 0001-01-01T00:00:00.00Z 

Creation Date: 2022-09-13T14:32:43.00Z 

Registrar Registration Expiration Date: 2023-09-13T14:32:43.00Z 

Registrar: NAMECHEAP INC 

Registrar IANA ID: 1068 

Registrar Abuse Contact Email: abuse@namecheap.com 

Registrar Abuse Contact Phone: +1.9854014545 

Reseller: NAMECHEAP INC 

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited 

Registry Registrant ID: 

Registrant Name: Redacted for Privacy 

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 1/4 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

9/23/22, 6:08 PM Whois Lookup | Find Out Who Owns a Domain - Namecheap 93
Registrant Organization: Privacy service provided by Withheld for Privacy ehf 

Registrant Street: Kalkofnsvegur 2 

Registrant City: Reykjavik 

Registrant State/Province: Capital Region 

Registrant Postal Code: 101 

Registrant Country: IS 

Registrant Phone: +354.4212434 

Registrant Phone Ext: 

Registrant Fax: 

Registrant Fax Ext: 

Registrant Email: ae081a6e110b4f30aaaebf26494abdca.protect@withheldforprivacy.com 

Registry Admin ID: 

Admin Name: Redacted for Privacy 

Admin Organization: Privacy service provided by Withheld for Privacy ehf 

Admin Street: Kalkofnsvegur 2 

Admin City: Reykjavik 

Admin State/Province: Capital Region 

Admin Postal Code: 101 

Admin Country: IS 

Admin Phone: +354.4212434 

Admin Phone Ext: 

Admin Fax: 

Admin Fax Ext: 

Admin Email: ae081a6e110b4f30aaaebf26494abdca.protect@withheldforprivacy.com 

Registry Tech ID: 

Tech Name: Redacted for Privacy 

Tech Organization: Privacy service provided by Withheld for Privacy ehf 

Tech Street: Kalkofnsvegur 2 

Tech City: Reykjavik 

Tech State/Province: Capital Region 

Tech Postal Code: 101 

Tech Country: IS 

Tech Phone: +354.4212434 

Tech Phone Ext: 

Tech Fax: 

Tech Fax Ext: 

Tech Email: ae081a6e110b4f30aaaebf26494abdca.protect@withheldforprivacy.com 

Name Server: kenia.ns.cloudflare.com 

Name Server: will.ns.cloudflare.com 

DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/ 

>>> Last update of WHOIS database: 2022-09-23T03:37:37.70Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

https://www.namecheap.com/domains/whois/result?domain=khantv123.online 2/4 
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Need help?
	
We're always here for you. 

Go to Live Chat pageGo to Live Chat page 

We make registering, hosting, and managing domains for yourself or others easy and 

affordable, because the internet needs people. 

About Namecheap → 

Read our blog → 

Join Our Newsletter & Marketing Communication 

We'll send you news and offers. 

you@yours.com JoinJoin 

The entirety of this site is protected by copyright © 2000–2022 Namecheap, Inc. 

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA 

Terms and Conditions Privacy Policy UDRP Cookie Preferences 
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WE SUPPORT 

We are an ICANN accredited registrar. 

Serving customers since 2001. 

Payment Options 
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IN THE HIGH COURT OF DELHI AT NEW DELHI
!
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
!

CS (COMM) NO. 214 OF 2022 

IN THE MATTER OF 

Star India Pvt. Ltd. & Anr. 

Versus 

Ashar Nisar & Ors. 

…Plaintiffs 

…Defendants 

INDEX 

S. 
NO. 

PARTICULARS PAGE NO 

1. Affidavit of Ms. Diksha Snehal dated 27th 

September 2022 with respect to additional 
list of 4 domains / URLs / IP Addresses 
that are engaged in hosting and/or 
streaming and/or providing access and/or 
making available for viewing the 
Plaintiffs’ Content 

1 - 12 

2. Annexure A: Additional list of 4 domains 
/ URLs / IP Addresses 

13 

3. Evidence with respect to additional list of 
4 domains / URLs / IP Addresses that are 
engaged in hosting and/or streaming 
and/or providing access and/or making 
available for viewing the Plaintiffs’ 
Content 

14 - 33 

Yatinder Garg / Snehima Jauhari / Angad S. Makkar 
(D/1330/2015) / (D/2733/2017) / (D/3579/2021) 

Place: New Delhi Saikrishna and Associates 
Date: 27th September 2022 Advocates for the Plaintiffs 

57 Jor Bagh, 
New Delhi - 110003 

+91 9999064036 
yatinder@saikrishnaassociates.com 
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IN THE lllGH COURT OF DELJ-ll ATNEW DELlll 
(ORDINARY oruGINAL COMMER:CJAI. JURJSDICTION) 

CS (COMM) 0. 214 OF 2022 

LN THE MA1"TEROF 

Star India Pvt. Ltd ,& Anr. • .. P1aintiffs 

Ashar Nisar &. Ors. ...Defendants 

AFfIDAVlT OF MS. DIKSHA SNEHAL, DIO MR. AMIT 

RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED 

SIGNATORY OF PLAINTIFFS, HAVING ~TS 0FP1Cf.. AT 

STAR HOUSEi URMJ ESTATE,, 95 GANPATRAO KA.DAM 

MARG, LOWER PAREL (W), MUMBAI, 400013, 

PRESENTLY AT NEW DELHI 

I, the ahove-nam ed deponent, dCJ1hereby so·h:m~y affirm and 

declare as.under~ 

l. That1 l am the Authorized Representative ofthe Plaintiffs in the 

•:t11.te that I am aware of the pr-esent suit and the order dated 

06.04.2022 whereby the Hon'ble Court was ple:ased to llftSS 

an ex~parltt ad-interim order in terms of'rhe foUowing: 

"31. A.ocording/y, the following directions are passed: 

a. Defendants No. I to 6 (and ~ueh other Rogue Apps which 

are discovered diuittg rhe cmuse of the proceedings and 

not!fled on Ajftdavll by the Pltrintiffe to have been 



2

i11fringing/autharis ing /hr? infringement of the P laintiffi ' 

uclusive rights. co.pyrights and broadcast reproduction 

J•ightJi). their owners, partners, proprietors~ officers, 

sl!rvams, affiliates, employees. and all others Jn capacity of 
principal or agent acting/or andon their behalj; or anyone 

claiming throi~gh. by or- undfff it, are te..,·trainedfrom in a~11 

manner commzmic(ltitlg lo ,the public, llcso:ng, storing, 

reproduci1~g. streaming, broadcasting. re-broadcasting, 

cau~ing ro be seen or heard by publ~'c on payment ofcharge 

(.md/or making avaUctbie for viewing. the Plaint(ffe • 

U'orh/Cnnfent through theiF RQgue Apps (viz, Ninja rv. 
RTS TV. Kyte TV. Picaso T~ Stream India and Holstar Mod 

App) or '111}' other App) including ones whose 

n.ameslbrandi1lg/1radenwrk nrcalf is dr!ceptively or 

.v ub.~lantlally similcw to the Rogue Apps Jdentifred 

hereinahove, ammmUng to infringement of the Plainlfjft ' 

copyright and Broadcast Reproduction Rights, rill the next 

11·uch otherwebsile:slentities ·which are discovered during the 

our ·e of lhe proceedings and nol(fied on Affidavit by the 

lainiiffs to hm~e been infringing/authori.sing the 

z"nfringemenl afthe PJainlifJ" ~ ~clush'e righfs, copyrights 

andbroadc.~ast reproduction rights). their owners, partners. 

proprietors. officers, servants. emplo")lees and all others in 

capacity ofprincipal or agent ar:.tingfvrandon their behalf. 

or anyf1ne claim~·ng throiigh, by or under it_are restrained 

from in an_y mam1er in.fringinR and/or authorisin!( lhe 

infringement by inter aiia .facilirati11g and materially 

contribwing to the communicming, hosting, streamfnf? 
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cmdlor making available fnr viewing and downfoadi'ng. 

without r;-uthorization, on their 1.veb-siles or otherplarfi1rms. 

ihraugh 1he lnlernet in any matmer whatJoever, lhe 

Plalntifft •coment, so as to infringe rfu! Plaintiffs t excluslve 

rights, copyrights and Broadcast Reprodl~cllon Rights, till 

the m..ry;t dattt ofheating; 

c. Defendant No. IJ, its direclO,.s, panners. proprietors~ 

officers. affiliates, servam.s, emplo~es and all others in lhf!. 

capacity ofprint:lpalur ugenJ actlngfvr andun theIr OOhalf. 

or wJyono· claiming 1hrough. by ar under ii~ are dif'er;ted IO 

de-activate/4uspend the domain name registration of 

Defendan1 No. 3 (kyte-tv.com), De[endanl lvo. 4 

(pica~ow.com), Dt!fendant No. 9 (apkmole.com) and 

Dejenda:nt No. 11 (dt;w1iJoadapks.net); 

d. ~fendant No. 14, its directors, partners, propr.ietors, 

Qlficers, affiliales, servan1.s1 employees and all others in 

COJXlctly ofprincipal or ageni acttngforand on 1heir behalf, 

or anyone claiming 1hrough, bJ1or under ii; are directed 10 

depactivatelsuspend the domain name registration of fhe 

Defend.an/ No. 2 (rtstvapk.:r:yz and rtstv&.app. com),· 

e. Defendant No. Ij~ itJ d~·rectors, partnersJ proprietors, 

officers~ afjlliate.f. serwmts, employee.~ and alf others in 

capacity ofprincipal or CIJ.!Emt aclinJ.:for andon their behalf 

or anyone claiming through, by or under it, are directed to 

de-activatelsu.spend the domain name registration of the 

Defendant lVo. I (nir~jah;. apP) , Defendant No. 2 

(xtsaffui.xy:z), Defendant No. 5 (globalnewJJ(eeb.xyz). 

Defendant No, 7 (apkdevil.com) and Defendanl No. JO 

(apkpol.com),· 
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[. D~Jendmu No. 16 . .it~· directw·s, partners. propl"ieton, 

officers, a.IJ7Uate.s1 ser-vants. emplaye.es an.ii all 0Jhe1·.s in 

capacity ofprincipaloragenl actingforandon their behalf. 

ar aJJyone claiming 1hrough, by or under iJ, are directed to 

de-activate/:;m;pend the domain name registration ef Jhe 

Defendant No. 12 (uu;hbJgs.com); 

g. Defendant No. 17, rtj' dlrecwr.s, partners, p1-oprletors, 

o_ffecer.,., affiliate..'i, servants, e11Iplayees and all others in 

,.GpacityofpriP1dpal or agrent actingfor andorJ lheir behalf. 

or anyone claiming through, by or under ii. are d!n:cted to 

de-activate I suspend the dumtil1J name regislrfltion ofthe 

Defen£lanl Nu. 8 ( oplrfileok. com): 

h. Defendant No. J8, it~ d;reclor~. partner.ir;, proprietors. 

officers, affiliates, servants, employees and all others in 

capacity of principal or agent acting for and on their 

behof.t or anyone claiming through) by or under II, are 

directed to de-ac#vau:Jsmpcnd the domain rrame 

regi$tration of the Defendant Na. 5 (www­

slreamindianew.xyz); 

i. Defendant No. 19, lls dir-ectots. partners. proprteiorsj 

ojfi.cersj affiliales, se1vants, employees and all o/Jmr:; in 

capacity ofprincipal or agent ar:tingfor and on their behalf, 

or aP1yone claiming through, by or under it, are directed to 

de-activateJ.~uspend the domain name registration of the 

~~.. Defendant No. 4 fjftkkfsjfsk"ldey. Mjfiimy.eu and 
-~ r;;. 

~:q- A UK,..~ Nr.Yt.,l( r.ulhlg'g/jmfif.najjilmy.eu) ; 

N , . ~·.' .... J * . Defendanl No. 20. fts directors, partners. propr~·e10-rs1 
... • P._ ~ 'I I • . . :1hl I • ­

\(r o·F t :;(9... capacityafprincipal Or agenl acting/or and on their behalf. 
~ \ .. ·' 
~---- or {JJ7yOne claiming tllrnugk, by or r~nder it, are directed lo 
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de-activate/suspend the domain name registration of the 

Defendant No. 1 (puwerex.pk and :ninjarv.pk); 

k. Dejendanr No. 21; its director.~. partners, proprietors, 

officers1 affiliates, servants; employees and all others in 

capacity ofpri.,,cfpa.l or agent atlingfor andon their behalf. 

or anyone claiming throi~g~ by or tmder it, crre d~'rected to 

de-activate/suspend the domain name registrati.on of the 

Defendant No. 3 (apl-kytef\1. /alalolalori. workers. dev),· 

I. D'efendanJ No. 22, it'i direclurs, par.t7rer~\ proprieturs, 

officers, affiliates, servants, employees and all 01hers in 

capacityofprtncipai or agenl act ingfor and on their behalf. 

or an.Jone daimi~1g through, by or under iii ure directed to 

deor{Jc/irvalclsuspend the domain name registration of lhe 

Defendant o. 3 (kytetv. site); 

m. Defendant.s No. 23 to 31, their directors, partners, 

proprietor.s, officers~ aj}ilialesJ servants, employees and all 

others in oopacily ofprincipal or agent acling for and on 

their behalf. m' arryone clainn'nK through l1y or under It, a:re 

directed 10 blockaccess to the various UI domainslwebsitCJ 

ide.nr~/1e.dby the Plaintiffe in the ~·nsrant suit atS.No. l ofthe 

Doer1ime11t.s or such other {j/ domains/websites rlrar may 

various tlomains/ltr-ebsites identified by rhe Plaintiffi fn the 

imt{»JI suit al SNo. I uf the Dvcuments or sucJr other 

domainslweh.4'ites that may sirh.~e:quenlly be notified on 
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Affidavit by the Plaintiffs lo be lnfringinglaulhorising 

infi·ingement ofits e:xdu~d'lle rigJ11s. .. 

3. 	rstate tlrnt in order to protect and enforce its exclusive iights in 

the Plaintiffs• Content, includ ing but not limited to the content 

made available through the P lainfi f(B' STAR tGl0vision 

channels (such as Star Sports L Star Gold-. Star lJtsav.. etc.) 

("STAR Channels',)~ the Plaintiffs engRged the services of an 

invel'ltigation agency1 Copyright Jnlcgrity lnlematiocntl~ 'to 

tdentify and monitor additional r-ugue Andm~d·based mob ~le 

Apps (in temis ofpara 3 1 (a) of the· aforementioned order dated 

06.04.2022) and additional Rogu.c Website~ oollaboratmg with 

the said Apps andJor the Rogne Apps identifie.ll in lhe instant 

suit (i .e., Defendant os. I to 6) and gather evidience of their 

infringing activity. I state that Lhc followmng user interface (UI) 

domains I websites have been [denti fied by the tnvesttgation 

agency engaged in illegaliy communicating the Plainli ITs? 

Domain~ I \Vebsites Rogue 1\pp 

runa-aws-1nd--666.site 

2. pikatv.J iv~ 



• 
 7

(Additional rogue cippcdn4506.ama-aws-ind­3. 
66&.site blocked vide qffidllvit 

dated 09. 05. 102 2)
i-cdn-n.am a-aws-i nd..666.site 4. 

4·_ l stale that the rmm the evidence fl ied a.long with the present 

Affidavit, 1t is evident that the abo~e-mentiol!led 4· domains I 

websites are hosting and/or streaming and/or providing acQeSS 

and/OF m.ak.1 ng available for view~ng the broadcast ofPia.intiffs' 

Content, including but not I imited to the ·content made available 

through the Plaintiffs, STAR Charu:1ehi. l state t11at the 

PJa.intiffs are the exduslve right holdBTS for Plaintiffs' Cont.en~ 

inchJ.d-ins butnoE Iimited.to the con'lent made available through 

the Plaintiffil · STAR Channels, for the worldwide territory and 

tb.e Plaintiffs have ool authorised the abovc..mentioned 

websites lo communica1e and or make avai lable for vie"ring the 

Plaintiffs, C-0ntenl, including bul not limited to the content 

made available through the P·]aintiffs" ST AR Channels. 

(...-;~ · le lhat the Plaintiffs are net aware ofthl' ownei{s) ofthese 

~ \ ha..Je/ c,mrn;ct ov n:rcompk1~ addresses.\C ' ru .: ,·/~~~G ., ­

~"-----~~ l 

.__c ~ . . r~ate that in tienns of the following directioRS: passed by 1his 

Hon, ble Court~ vide order dated 16.04 .2021, ~ parte ad­
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interim order dated 06.04.2022 (reproduced herein abov~) is 

alsc applicable on the above mentioned 4 domains I websites. 

·~3J. Accordingly. the follow-·ng direction., are passed: 

a. Defendants No. 1 to 6 (0J1d s~h other Rogue Apps which 

are discovered durinK the cor:Jrse a/ the proceE?di11gs and 

notified on Afjidm·it by the Plaintiffs Jo hm-·e been 

infringing/authorising the infringement of rhe Plaintiffs · 

exclusive righ1s, cop)wights and broadcast reprodl~ction 

,..ignts), their owners, partners, proprietors, officers • 

.servaMts, affiliates, employees~ and all others fn capacity of 

princqxil or agent acting/or cmdon their brzha{J: or any:o11c 

claim mg through,. by or Ullder it, are re.~trainedfrom in OP'IY 

manner communicating tD she publict hosti11& storing. 

r~pr(J(/ucing, .i;treaming, broadcasiing, re·hroadcasJing. 

causing tn be .r;een or heard by pttf)Jic an payment ofcharge 

and/or making available for viewing, lhe PlaintUfs ' 

herr!!inabov,e, tmwimting to irifringement ~f lhe Plaintifft ' 
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copyright a.nd Broadcast Reprodz~ction Right3, till the nat 

date ofhearing; 

hT Defendants No. 7 to J2, on both 'http •and 'hllp..'S • (and 

such other webJ ileslentitles which are discovered during 'he 

PlaiFJ.tijfs to have heen infringfng/auJho.ri'iling rhc 

ir(ringement qf I.he PJaintifft · exclusive rights, copyrighti 

proprietors, officers, sEtrvan.t~. employees and all others in 

c:apacity ~(principalor agent ar:tingfor and on their behalf, 

Of anyone ,:/aiming lhr-ough) by or under it, are r-{ti!ilrained 

frcm in ~~ manner infringing and/or aufhorisirrg the 

blfnngemenl by inter alia .facilitating and materially 

cnntriburit1g to the communh:,ating. hosl1ng1 streaming 

and/or making aw.1ilable for viewi-ng and dawnloadin1J,i 

without af,i#;m·ization .. on their websiJes or oJJter p/alfonns, 

through the inJernel in any manner whatsoever, the 

proprietors, officers, affeltates. servants, employees and all 
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olhr.1rs 111 capa:r. ity ofprincipal or agent acting for and 011 

thei~ be~lf. or anyone claiming .thrrough, by or under it, ure. 

directed to block acce.<>$ 10 the VtJrirmJ' Uldomafnsfwebsltes 

itlentified by the Pictfmijf.11 in1he ,in.°"mm .su/1 at S.No. I ofthe 

Documents or ai~<.~h otht:r Ul domains/websites that may 

si~bsequently be notified on Affid~wit by the Plaintiffs UJ be 

infringinglauthorl.sfog lnjFiJ!2gement of it:r exclw;ive rights; 

and 

11. Defendtmt.'lf No. 32 and 33 lJre direc.ted to Issue a 

No.tificarif.m calli"1g up:m the vari()u.~ ihtenU?i and 1elecom 

.sen·ice providers registered r1nd:er it to b((Jck access lo rhe 

various domainslweb.i;ltes iden1ified by the Plaintiffs in rhe 

imtant. .~ uit al S..No. I of the Dflczmients or such other 

dom.ains/w.chsitcs that may subsequently be 12otificd on 

-f"O,, Ajfidavir by the Plai.ntiffe to be infi-inging/tmthorisiPJg 

.£, I-~ ~ • .. ,. .. JI 

c.~,.mgemeru ofus exctu.~nte rJghts.. 
>1"" Kt\ rJ.n.yr.;~ * 

I
I 

:.~(J ...:·:- t1 ... ~ ~slz'h.at the evidence filed along with the pl'esent aHidavmt 
I \ l""irl'I'"'• • " " •• I I I 
\ ~ ' ~\ Lil ~?i\loiir.!1. '1 ~ ~ 
\'\..'fr~ - . tan:d by the investigating ag1ency rn guogle d.r~ve 'link. I ..... r o·- \'I. •..... . ,.- ~,..-- _,,,.

downloade--d the same onto the oompnl:er (]rHel (ll) Core (TM) 

i5~2520M CPU@ G2010@ 2.50 GHz 2.50 GHz) which is 

regu.larly used by me in l'ht:: ordinary counse oif b~iness end 

there.3.fler~ liliared the s.arne with the PJaintif&" Couruset 
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g_ 	 ram advised ta state that the COTid:tlions ofSecti.nns 65H of the 

Tndian Evide.ne~ Act= 1872 and Order xr Rule 6(3) oft.he 

Commercial Courts, Comrnercial Division and Commercial 

Appellate DiVisiorm ofHigh Courts Act, 2015 are compHed with 

ill respect ofthese documents. 

9. ]·n pankular, I confirm·:­

a) 'fbt1t the sflid computer system ts regularly used lo produce 

computeI ra utputs t-Eke emails aTid 1rn fonn a:tion from the 

World Wide Web (internet) and store other e]ec'tJ.1onic 

records. The relevanl information from the websites and 

,ekct.ronic records as mentioned above was dovm loaded bj· 

me in the course ofa-0tivity of the ?1aiotiffs. 1 tJav,e a JawtiJI 

control over the use of the said oomputer system by virtue of 

my capacity in the organizal ion. 

b) Thal the electronic records mentione-d above are downloaded 

from the computer sj•stern as parL or the ord!inary course or 

activities of the Plaintiffs. 

That the 'computer system as used by me has been operating 

properly and the electronic rec-0rds and their accuracy and 

contents have nol been altered and tampered wifh in ml:)' 

manner whatsoever. 
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d) That the infonnat]on contained on the computer outputs is 

ml exact rcp~ica and has been produced from the original 

eJ ectmnic record and the~fore. reproduces lhc infonnation 

,ooolamed on lhe electronic records lherein. 
~ 

~vv 
DEPO ~NT 

~ V MCATrO,fv

ftjf 
.. 

,.,, ~~/ ·I l Sfp ZIJ22 
"' ..\:~"fk~~t-cri fii.:d at New Dclh1 on this the _ day of ~tc.mber 2022 that 

~ iQ·r\ ·\ · 

~'9~ the contents of the abo,ve ;said Affidavit aro true to the best of 

knowledge. infonnation and be]iefand nothing material has been 

concealed therefrom. !' 
~~~ 

DEPONENT 



13

lNEXURE A~ LIST OF DOMAINS JURLs / lP 
ADDRESSES 

DO 
ama-aws-ind-666.site 

pikah ·. live 

cdn4506.8ITia-aws-i L1d-<J66.sitc 

i-cdn~O.ama-aws-i.nd-666.site 

"'., t o. 
1. 

2. 

3. 

4. 
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Pikashow:
&

Step 1: The Investigator opened the website (https://pikashows.com/)from where the Pikashow .apk file can be downloaded:
!
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Step 2: The Investigator then installed the Pikashow. apk file on “Memu Play”. 

Note: The Memu Play application enables Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s basic features are free to 
download and use. 
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Step 3: Before launching the Pikashow .apk application, the Investigator launched “Charles Proxy” to capture the data packets (network logs) of the Pikashow .apk app. 

Note: Charles Proxy is a cross-platform HTTP debugging proxy server application written in Java. It enabled the user to view HTTP, HTTPS, HTTP/2, and TCP port traffic 
accessed from, to, or via the local computer. 



               
  

 

 

 

' • .... 
'\lii1du!.. soa~o 

~ :. l'l~~-Ollf"'\'l~-i>d"'66J:i~ 
+ fo. kttJ)':'!:tl(df>tSCb.1111"11._,w,111d ISM.~!."! 

a: - htljl');:/Jpil:il'tr.h~ 
If ~ l\(lps:/~·ti•"S>-lfl(f:-666.lte 

f~f. 

p - ..... 
••• 
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Step 4: The Investigator then launched the Pikashow app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the content is playing 
with: https://i-cdn-0.ama-aws-ind-666.site, https://cdn4506.ama-aws-ind-666.site, https://pikatv.live & https://ama-aws-ind-666.site 
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Screenshots of Plaintiffs’ content playing on the rogue app, Pikashow, before blocking the above-mentioned user interface (UI) domains: 

1. Brahmastra Part one: Shiva: https://pikatv.live/play/ftt62774622?d=pikachu.app&?sinku 



  
  

 

 

 

Cl p -:.. Iii :): 411 <!' ~ C'> -. - . 
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2. Cuttputlli: https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku
!



    

 

 

 

 

0 p 
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3. Babli Bouncer: https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku
!
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4. Liger: https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku
!



           

 

 

 

 

~octf~ t::i fC.C~d loc;Mb11s 

• £11.ibl~~u~ 

f~f. 

htlp~:l/pi<otv~4J 

l1Uf)j:lll-<(fn·O.-mt 11#$ ""1-666-~:+!l 

1•:1/c.df'IAS06~~1 M--6~:40 
ht!p$:flllr.11~·ttd-666. dtci.U 

[ « 

p -

Webpage not available 

The wfl»aoe a l tps;//pikatv.live/play/ftt62774622?d• pikachu.•pp&?sinku c uld not ht> looded 
~caus~ 

tter;£ RR..PROXV_CONNECT!OH_r AIL.f0 

.... 
••• 
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Step 5: However, after blocking the above-mentioned domain simultaneously on the local system, the Pikashow app was unable to stream.
!



      
 

 

 

 

Webpage not available 

The webpage at https://plkatv.live/play/ ftt62774622?d=pikachu.app&?sinku could not be loaded 
because: 

net:: ERR_ TUN NEL_CONNECTION_FAILED 

0 

0 p 
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1. Brahmastra Part one: Shiva: https://pikatv.live/play/ftt62774622?d=pikachu.app&?sinku
!



   

  
 

 

 

Webpage not available 

The webpage at https://plkatv.live/play/ftt153151642?d=plkachu.app&?sinku could not be loaded 
because: 

net::ERR_CONNECTION_CLOSED 

0 

a P 
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2. Cuttputtli:
!

Source Domain: https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku
!
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3. Babli Bouncer: https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku
!



   

 

 

 

Webpage not available 

The webpage at https://plkatv.live/play/tt4435072?d=pikachu.app&?sinku could not be loaded 
because: 

net::ERR_TIMED_OUT 

0 p 

26
4. Liger: https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku
!



  

 
 
 
 
 

 

 
 

 
 

 
 

 
 

 

 

 
 

 
 

 
 

 
 

 

 
 

 
 

 

 
 

 

 

*Offer ends 30th September 2022
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9/24/22, 11:50 AM Whois ama-aws-ind-666.site 27
Enter Domain or IP WHOIS 

DOMAINS WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT LOGIN 

ama-aws-ind-666.site Updated 1 second ago Interested in similar domains? 

Domain: ama-aws-ind-666.site 

Registrar: Go Daddy, LLC 

Registered On: 2022-09-21 

Expires On: 2023-09-21 

Updated On: 2022-09-22 

Status: serverTransferProhibited 
clientRenewProhibited 
clientTransferProhibited 
clientUpdateProhibited 
clientDeleteProhibited 
addPeriod 

Name Servers: gigi.ns.cloud�are.com 
sid.ns.cloud�are.com 

Organization: Domains By Proxy, LLC 

State: Arizona 

Country: US 

Domain Information 

Registrant Contact 

Raw Whois Data 

Domain Name: AMA-AWS-IND-666.SITE 
Registry Domain ID: D323902354-CNIC 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: https://www.godaddy.com/ 
Updated Date: 2022-09-22T12:58:53.0Z 
Creation Date: 2022-09-21T19:03:01.0Z 
Registry Expiry Date: 2023-09-21T23:59:59.0Z 
Registrar: Go Daddy, LLC 
Registrar IANA ID: 146 
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibi 
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited 
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibi 
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited 
Domain Status: addPeriod https://icann.org/epp#addPeriod 
Registrant Organization: Domains By Proxy, LLC 
Registrant State/Province: Arizona 
Registrant Country: US 
Registrant Email: Please query the RDDS service of the Registrar of Record identifi 
Admin Email: Please query the RDDS service of the Registrar of Record identified in 
Tech Email: Please query the RDDS service of the Registrar of Record identified in 
Name Server: GIGI.NS.CLOUDFLARE.COM 
Name Server: SID.NS.CLOUDFLARE.COM 
DNSSEC: unsigned 
Billing Email: Please query the RDDS service of the Registrar of Record identified 
Registrar Abuse Contact Email: @godaddy.com 
Registrar Abuse Contact Phone: +1.4805058800 
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/ 
>>> Last update of WHOIS database: 2022-09-24T06:19:58.0Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit 
https://www.centralnic.com/support/rdap <<< 

ama-aws-ind-666.com Buy Now 

amaawsind666.com Buy Now 

amaawsind168.com Buy Now 

amaawsind888.com Buy Now 

ama-aws-ind-666.net Buy Now 

amaawsind666.net Buy Now 

.space 
$0.88 $24.88

BUY NOW 

On Sale! 

.FUN @ $1.48 $23.88 

https://www.whois.com/whois/ama-aws-ind-666.site 1/2 



  

 
 

 
 

 
 
 
 
 

 
 

9/24/22, 11:50 AM Whois ama-aws-ind-666.site 28
The Whois and RDAP services are provided by CentralNic, and contain 
information pertaining to Internet domain names registered by our 
our customers. By using this service you are agreeing (1) not to use any 
information presented here for any purpose other than determining 
ownership of domain names, (2) not to store or reproduce this data in 
any way, (3) not to use any high-volume, automated, electronic processes 
to obtain data from this service. Abuse of this service is monitored and 
actions in contravention of these terms will result in being permanently 
blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com) 

Access to the Whois and RDAP services is rate limited. For more 
information, visit https://registrar-console.centralnic.com/pub/whois_guidance. 

related domain names 

godaddy.com icann.org cloudflare.com centralnic.com 

Leading provider of web presence 
solutions that empower you to establish 
and grow your online presence. 

Learn more About Us 

Login or Create an Account 

Follow Us 

Domains 

Register Domain Name 

Transfer Domain Name 

View Domain Pricing 

Whois Lookup 

Name Suggestion Tool 

Free with Every Domain 

Domain Offers 

Copyright © Whois.com. All rights reserved 

Hosting & Products Infrastructure 

Linux Hosting Datacenter Details 

Windows Hosting Hosting Security 

WordPress Hosting 24 x 7 Servers Monitoring 

Linux Reseller Hosting Backup and Recovery 

Windows Reseller Hosting 

Dedicated Servers Support 

Cloud Hosting View Knowledge Base 

Website Builder Contact Support 

Business Email Report Abuse 

Enterprise Email About Whois 

Google Workspace 

SSL Certi�cates 

Sitelock 

CodeGuard 

Privacy Policy | Legal Agreement | 

https://www.whois.com/whois/ama-aws-ind-666.site 2/2 
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9/24/22, 11:50 AM Whois pikatv.live 29
Enter Domain or IP WHOIS 

DOMAINS WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT LOGIN 

pikatv.live Updated 1 day ago Interested in similar domains? 

Domain: pikatv.live 

Registrar: GoDaddy.com, LLC 

Registered On: 2022-09-21 

Expires On: 2023-09-21 

Updated On: 2022-09-22 

Status: clientDeleteProhibited 
clientRenewProhibited 
clientTransferProhibited 
clientUpdateProhibited 
addPeriod 

Name Servers: marjory.ns.cloud�are.com 
edward.ns.cloud�are.com 

Organization: Domains By Proxy, LLC 

State: Arizona 

Country: US 

Domain Information 

Registrant Contact 

Raw Whois Data 

Domain Name: pikatv.live 
Registry Domain ID: bd9bff3d50d6473d8f7ac19380d345e1-DONUTS 
Registrar WHOIS Server: whois.godaddy.com/ 
Registrar URL: http://www.godaddy.com/domains/search.aspx?ci=8990 
Updated Date: 2022-09-22T19:56:52Z 
Creation Date: 2022-09-21T19:07:01Z 
Registry Expiry Date: 2023-09-21T19:07:01Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: @godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited 
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibi 
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited 
Domain Status: addPeriod https://icann.org/epp#addPeriod 
Registry Registrant ID: REDACTED FOR PRIVACY 
Registrant Name: REDACTED FOR PRIVACY 
Registrant Organization: Domains By Proxy, LLC 
Registrant Street: REDACTED FOR PRIVACY 
Registrant City: REDACTED FOR PRIVACY 
Registrant State/Province: Arizona 
Registrant Postal Code: REDACTED FOR PRIVACY 
Registrant Country: US 
Registrant Phone: REDACTED FOR PRIVACY 
Registrant Phone Ext: REDACTED FOR PRIVACY 
Registrant Fax: REDACTED FOR PRIVACY 
Registrant Fax Ext: REDACTED FOR PRIVACY 
Registrant Email: Please query the RDDS service of the Registrar of Record identifi 
Registry Admin ID: REDACTED FOR PRIVACY 
Admin Name: REDACTED FOR PRIVACY 
Admin Organization: REDACTED FOR PRIVACY 
Admin Street: REDACTED FOR PRIVACY 
Admin City: REDACTED FOR PRIVACY 
Admin State/Province: REDACTED FOR PRIVACY 

pikatvs.com Buy Now 

pikatvnews.com Buy Now 

pikatvgames.com Buy Now 

pikitv.com Buy Now 

pikatv.net Buy Now 

pikatvs.net Buy Now 

.space 
$0.88 $24.88

BUY NOW 

On Sale! 

.BIZ @ $5.88 $19.88 

https://www.whois.com/whois/pikatv.live 1/2 



  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

9/24/22, 11:50 AM Whois pikatv.live 30Admin Postal Code: REDACTED FOR PRIVACY 
Admin Country: REDACTED FOR PRIVACY 
Admin Phone: REDACTED FOR PRIVACY 
Admin Phone Ext: REDACTED FOR PRIVACY 
Admin Fax: REDACTED FOR PRIVACY 
Admin Fax Ext: REDACTED FOR PRIVACY 
Admin Email: Please query the RDDS service of the Registrar of Record identified in 
Registry Tech ID: REDACTED FOR PRIVACY 
Tech Name: REDACTED FOR PRIVACY 
Tech Organization: REDACTED FOR PRIVACY 
Tech Street: REDACTED FOR PRIVACY 
Tech City: REDACTED FOR PRIVACY 
Tech State/Province: REDACTED FOR PRIVACY 
Tech Postal Code: REDACTED FOR PRIVACY 
Tech Country: REDACTED FOR PRIVACY 
Tech Phone: REDACTED FOR PRIVACY 
Tech Phone Ext: REDACTED FOR PRIVACY 
Tech Fax: REDACTED FOR PRIVACY 
Tech Fax Ext: REDACTED FOR PRIVACY 
Tech Email: Please query the RDDS service of the Registrar of Record identified in 
Name Server: marjory.ns.cloudflare.com 
Name Server: edward.ns.cloudflare.com 
DNSSEC: unsigned 
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/ 
>>> Last update of WHOIS database: 2022-09-22T20:18:22Z <<< 

For more information on Whois status codes, please visit https://icann.org/epp 

Terms of Use: Donuts Inc. provides this Whois service for information purposes, and 

related domain names 

godaddy.com icann.org cloudflare.com donuts.domains 

Leading provider of web presence 
solutions that empower you to establish 
and grow your online presence. 

Learn more About Us 

Login or Create an Account 

Follow Us 

Domains Hosting & Products Infrastructure 

Register Domain Name Linux Hosting Datacenter Details 

Transfer Domain Name Windows Hosting Hosting Security 

View Domain Pricing WordPress Hosting 24 x 7 Servers Monitoring 

Whois Lookup Linux Reseller Hosting Backup and Recovery 

Name Suggestion Tool 

Free with Every Domain 

Windows Reseller Hosting 

Dedicated Servers Support 

Domain Offers Cloud Hosting View Knowledge Base 

Website Builder Contact Support 

Business Email Report Abuse 

Enterprise Email About Whois 

Google Workspace 

SSL Certi�cates 

Sitelock 

CodeGuard 

Copyright © Whois.com. All rights reserved | Legal Agreement | Privacy Policy 

https://www.whois.com/whois/pikatv.live 2/2 



 

 
  

  

            
      

 

          

       

     

  

 

 

     
     

       

 

 
 

 
 

 
 

 
  

 
  

 

 

9/24/22, 12:16 PM MarkScan Mail - [Notice ID: 2436456] Copyright Infringement Notice under DMCA & Indian Copyright Act 31
Hotstar Enforcement <hotstar_enforcement@markscan.in> 

[Notice ID: 2436456] Copyright Infringement Notice under DMCA & Indian Copyright Act 
1 message 

Hotstar Enforcement <hotstar_enforcement@markscan.in> 
To: Melbicom <abuse@melbicom.net> 

Dear Sir/Madam, 

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by prov 

Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C 
public, content on the digital OTT platform, "hotstar.com". No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co 
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc. 

We have come across that the pirate Application Pikashow is illegally using your services to use the API which eventually further streams the copyright content (Live TV Channels) ille 

Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television network 

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz 
access to the infringing material as listed below.
	

Application Name:- Pikashow
	

URL:-

https://i-cdn-0.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSlnWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZDlje 
1664003568:223.233.72.120:1275c6a932ab20e21823c8bdcf3767046622c6d2ed9f77b2431e324e69541a36/index.m3u8 

Domain IP Address for your reference:- 213.183.62.122 

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed 
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde 
which is a part of the Digital Millennium Copyright Act, 1998. 

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi 
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief. 

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING) 
http://markscan.co.in/LOA_HOTSTAR.pdf 

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING) 
https://www.hotstar.com/ 

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM 
Ishita Singh
	

MarkScan
	

Email: hotstar_enforcement@markscan.in
	

E-14C 1st floor, Sector 8, Noida U.P. India.
	
Ph: +91-11-43596246, Website: www.markscan.co.in.
	

COPYRIGHT OWNERS: 
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 66305 

Regards,
	
MarkScan Internet Enforcement Team
	

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar5571131330950909232%7Cmsg-a%3Ar2380349… 1/1 



 

 
  

  

            
      

 

          

       

     

  

 

 
 

 
 

  

     
     

       

 

 
 

 

 
 

 
  

 
  

 

 
 

9/24/22, 12:17 PM MarkScan Mail - [Notice ID: 2454556] Copyright Infringement Notice under DMCA & Indian Copyright Act 32
Hotstar Enforcement <hotstar_enforcement@markscan.in> 

[Notice ID: 2454556] Copyright Infringement Notice under DMCA & Indian Copyright Act 
1 message 

Hotstar Enforcement <hotstar_enforcement@markscan.in> 
To: Melbicom <abuse@melbicom.net> 

Dear Sir/Madam, 

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by prov 

Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C 
public, content on the digital OTT platform, "hotstar.com". No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co 
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc. 

We have come across that the pirate Application Pikashow is illegally using your services to use the API which eventually further streams the copyright content (Live TV Channels) ille 

Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television network 

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz 
access to the infringing material as listed below.
	

Application Name:- Pikashow
	

URLs:
	

https://pikatv.live/play/ftt62774622?d=pikachu.app&?sinku
	

https://pikatv.live/play/ftt153151642?d=pikachu.app&?sinku
	

https://pikatv.live/play/tt19838608?tr=5&d=pikachu.app&?sinku
	

https://pikatv.live/play/tt4435072?d=pikachu.app&?sinku
	

Cloudflare Ticket ID Address for your reference:- 65c3b1c675d1f9e7 

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed 
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde 
which is a part of the Digital Millennium Copyright Act, 1998. 

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi 
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief. 

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING) 
http://markscan.co.in/LOA_HOTSTAR.pdf 

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING) 
https://www.hotstar.com/in 

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM 
Ishita Singh
	

MarkScan
	

Email: hotstar_enforcement@markscan.in
	

E-14C 1st floor, Sector 8, Noida U.P. India.
	
Ph: +91-11-43596246, Website: www.markscan.co.in.
	

COPYRIGHT OWNERS: 
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 66305 

Regards,
	
MarkScan Internet Enforcement Team
	

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar7346042949931878377%7Cmsg-a%3Ar7341085… 1/1 



 

 
  

  

            
      

 

          

       

     

  

 

 

 

 

     
     

       

 

 
 

 

 
 

 
  

 
  

 

 
 

9/24/22, 12:13 PM MarkScan Mail - [Notice ID: 2424544565] Copyright Infringement Notice under DMCA & Indian Copyright Act 33
Hotstar Enforcement <hotstar_enforcement@markscan.in> 

[Notice ID: 2424544565] Copyright Infringement Notice under DMCA & Indian Copyright Act 
1 message 

Hotstar Enforcement <hotstar_enforcement@markscan.in> 
To: abuse@fdcservers.net 

Dear Sir/Madam, 

This is to bring to your attention that we have found copyright infringements on an application (listed below) who is using your services, further indulged in the act of digital piracy by prov 

Please note we, MarkScan, act on behalf of our Client, Novi Digital Entertainment Pvt. which is amongst India's most diverse media companies. It is brought to your notice that Our C 
public, content on the digital OTT platform, "hotstar.com". No other entity can, without authorization from Our Client, upload, stream, make available for download, broadcast and/or co 
through any transmission platform including the internet for viewing on various devices such as computers, laptops, mobile phones, tablet computers, etc. 

We have come across that the pirate Application Pikashow is illegally using your services to use the API which eventually further streams the copyright content (Live TV Channels) ille 

Pikashow App is a pirate application which has been illegally broadcasting the signals of the Indian origin channels of Star and certain others using regional Indian television network 

Based on our investigation, we have found that Pikashow App is using your services on their application which is further indulged in the act of copyright piracy by providing unauthoriz 
access to the infringing material as listed below.
	

Application Name:- Pikashow
	

URLs:-
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSlnWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZD 
1664002797:223.233.72.120:60a5a469b0be5ba96e1be27f12d52cb27ecb0918cc82b95de5a849c5f39980e2/360/index.m3u8 
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSlnWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZD 
1664002994:223.233.72.120:f73ad32b1c7a407c0018c91382a45ddfe128560751aae1dd8c3b0b00ccf76829/480/index.m3u8 
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSlnWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZD 
1664003041:223.233.72.120:1275c6a932ab20e21823c8bdcf3767046622c6d2ed9f77b2431e324e69541a36/480/index.m3u8 
https://cdn4507.ama-aws-ind-666.site/stream2/i-cdn-0/fe929b53c1185fedd095b0f7b714a2ce/MJTMsp1RshGTygnMNRUR2N2MSlnWXZEdMNDZzQWe5MDZzMmdZJTO1R2RWVHZD 
1664003084:223.233.72.120:da6afad0eee991002d91739f7ecb5164527b9989cd9b0569d36d319ca5bffbfd/720/index.m3u8 

Domain IP Address for your reference:-50.7.22.51 

Accordingly, this is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and the Information Technology (Intermediary Guidelines) Rules 2011 framed 
Digital Entertainment Pvt. (Digital Rights Holder) is protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the Rights Holde 
which is a part of the Digital Millennium Copyright Act, 1998. 

We have good faith & belief that the use of the described material in the manner complained of is not authorized by the copyright owner, its agent, or the law.The information in the notifi 
owner of an exclusive right that is allegedly infringed.We hereby declare that the information in the notification is accurate to the best of our knowledge & belief. 

AUTHORIZATION LETTER OF THE COPYRIGHT OWNER (OR PERSON/COMPANY REPRESENTING) 
http://markscan.co.in/LOA_HOTSTAR.pdf 

A DOCUMENT PROVING THAT THE MATERIALS ARE COPYRIGHTED AND BELONG TO OWNER (OR PERSON/COMPANY REPRESENTING) 
https://www.hotstar.com/in 

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM 
Ishita Singh
	

MarkScan
	

Email: hotstar_enforcement@markscan.in
	

E-14C 1st floor, Sector 8, Noida U.P. India.
	
Ph: +91-11-43596246, Website: www.markscan.co.in.
	

COPYRIGHT OWNERS: 
Novi Digital Entertainment Pvt. Ltd. Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (West), Mumbai - 400013, India. Ph No. +91 22 66305555 Fax No. +91 22 66305 

Regards,
	
MarkScan Internet Enforcement Team
	

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar6460739355163655293%7Cmsg-a%3Ar-260337… 1/1 
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JN THE HIGH COURT OF DELHE AT NE\V DELHL 
{ORDINARY OR1GINAL COMMERC~.AL HJRISDICT[QN) 

CS (COivlJvt) 0 ..214 OF 2002 

T TI IE MATTER OF 

Star India Pvt Ltd. & Anr. . . .Plaintiffs 
Ver.s:us 

Ashar · is.ar & Ors. 	 ,•.Defcndants 

AFFIDAVIT OF MS. DJKSHA Sl\fEHAL~ 0 /0 fR. AMrr 

RANJAN~ AGED ABOUT 2& YEARS, AUTilORJZED 

SIGNATORY OF PLAlNTIFFSs 1-UlVJNG [TS OFFJCE AT 

STAR HOUSE, URMI ESTATE. 95 GA.NPATRAC .K.ADAM 

MARG,, lI.OWER PAREL (W)~ J\llUMBAJ~ 4000 13, 

PRESE 1LY ATNEWDEL111 

I, the abov1e-named deponent, db hereby solemnly affirm and 

declare as Llnder: 

I. 	Thal. I am the Authorized Representaliy,e of the Pla:i nti ffs i 11 the 

pr10sent su iL and as such T am conversan.t with lhe facts and 

t; ircum:stanet!:S of the prefr(.'lll suit and compctent to depose in 

l\espel.'t thereof. 

1. J ~talc that l am aware of the present suit and meorder dated 

£~ ~6.04.2022 whereby the Hon' bl1e Court was pleased to pass 
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infringing/authorising the itifi'ingemeru of rlu~ Piaintiffs • 

e:lt:lusive rights, c:opyrigh1.s and broadcast t·eprodi1cti<m 

rights),. their owners, parlners, proprietors,. ufii.cers, 

servant$, affiliates, employee.'{, and all others in capacily of 

prim:i'pa/ or agent acting.for and on their behalf. or a'1}'0n'1 

claiming through1 byor under ir, are reJtrained.from in any 

manner communicaring to the public. hosting, storin& 

reproducing, slreami-'f'ig. bNXJdcasti,.1g. re-br:oadca.~ling, 

cc:mung to be seen or heard by public on payment ofchnrge 

and/or making available ,(or viewing. the Plaintiffs ~ 

"-'orks!Content through thei.t Ro[fl4e Apps (viz, Ninja TY, 

RTS TV. Kyte TV. Ptca.~o rv. Stream Jndia and flotstar1\ttod 

App) tJr any otht.'Y App~ induding anz..'i whose 

names/branding/trademark recall is deceptive(v or 

stUJJtanrially simflaF to the RoRUe' Apps idemified 

hereinabove. alhounn'ng UJ infringemem of the Plainti.f!s ' 

copyright and BrotH.icaJt Reproducrion Rfghu~ till the next 

date ofhea.ring; 

b. Dejendants No. 7 to 12, on both •http ' and 'https ' (and 

such other website.slentllies which aredis.c-overed durinR the 

course ofJhe proceeding . .., £mci notifred on Affidavil by the 

Plaintiffe lo have bf!m refringing/crnthorising lhe 

in/ringemenl of the Plabuiffe ' exclu.sive rights. copyrights 
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andlor making available for viewh1g and download;ng, 

without aulhotlzatirm, Ui1 their wehl·lU!s or other platform..~, 

through the i"ntl!J'nel in any manner whats(;ever, the 

PJaint!fls ' cmltenl, .w tJS to in.frin!{e the Plaintiffs ·e.xclusi\-t.e 

rights~ r:opyri~hts and Broadcast ReprodllC'lion Right.r;, tiil 

the next date ofhearing,· 

c. Defenda11l No. 13. its directors~ partners. proprietors, 

officers, l.lj}fliate.it, servant.s, employees and all others m the 

capacity ofprincipal or agent acJingforand011 their behalf. 

or anyone claiming lhrough. bJ' or under it. are directed to 

de...acJivate!suspend the domain name registration of 

Defendant No. 3 (lcyte-tv.com). Defend.ant No. 4 

(picasotv.com), Dejendanl hb. 9 (apkmole.c,·om) and 

D'ejendant No. 11 (downloadapks.ne.t) ; 

d Dejendom JVo. 14. its directors, pal'lners, proprietors, 

officers. ajfilia1es..'renNlnl3, employees and al/ others in 

capadty nfprincipuJ or agent actingfiu· andon their behalf: 

or anyone claiming through. by nr m1der ii, are directed to 

de-activate/swpend the domain name registration of the 

Defendant Nu. 2 (rtstvcqJk_x.w £md rtslv-app. com),· 

e. DefendfiJnf NcJ. J5. it.~ directors. partners. prc,prietors, 

officer.~. affiliates. servants, emp/o_yrces and all othe~ in 

~;---... - capacity ofprincipal or agent acting Jo'"tJnd an their behalf, n.,.·y_ r. . or an;i.on" claiming tlmmgh, by or Wider ii, are directed to 'cj~~~;;~ll-:') :.i!{e-activalel.tu.rpend the dcnnaln name registraJion of />he 
I Rt~ Mo, crrn L 

p'"r.-d: .i•D2.12LdJ Oefondant No. J (ninjatv.app), Defendant No. 2 
\ ., ~~ t•:. ~-,•, ~;1.• · ric:. I.· "-1" 

.._'"i;l ..s~~:.'1ll oci~-:.~.i .J(xtsaiful.xyz)., DefeJtda-nt No. 5 (giobaJnew.sf!eeks.xyz), 
f#r.c~1' " )" 

~ :i·. 10I . ( \ _;9' Defendant No. 7 (apl<d'-~-vil.~om) and Defehlianl l•lo. 
....____.~ 

( apkpot. com): 
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f Defendant No_ J6, its directorsi partners, proprietors, 

officer.~. affiliate:s, servants, '"'¥rnployce:1 w1d aJl others in 

capacity ofprincipal or agent acting/or and <m their be.half. 

or anyone claiming through, by or under it, are direcred to 

de.-aclivatf!lnJSpend lhe domain name 1·egislration of the 

Defendant No. 12 (techbig&.com); 

g . D'l!jendant No_ / 7 its director.~. partners, proprietorsp 1 

officers, affiliates, servants, employees cmd aJl others in 

capacity ,qfprincipal oragent actingfor andon their behal}: 

or anyone claiming Jhr01igh, by or under it. are directed to 

de·-ac1iJ.'tJJe I .tusprmd the domain name registration ofrhe 

Dejendant No. IJ, (apkfileok. ,.-om); 

h. Defendant No. 18, its directors, partners. proprietors,. 

officers~ affiliates, servants. employees and all others in 

capacity of principal or agent acli'1g for and on their 

behalf, or anJ'(Jne claiming through, by or under it, are 

directed ta deaactivatelsuspend the domain name 

registration of the Dejenckmt No. 5 (www­

stre.amindiont!'tv.xyz); 

i_ Defendant No_ 19. it."I direclurs. pcJJ'tners. pr.oprieton;, 

officer:~. affiliates. servants. empfoyef!~r; and all other.\' in 

capacity qfprindpal ar agent actingfor and on their behalf, 

or anyone claimjng Jhrough. by or under ii. are directed to 

de-aclivatelsuspend the. domain name regi,s1.ration of the 

and 

lt-.!i dil'ectors. panners, proprietors,, 

capacitynfprincipal or agenl ac:tingffJt' andon their behalf. 

or anyone claim frig through. hY n,. under it, are directed to 
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de-aelivatel:&uspend 1he domain name registration of 1he 

Defendanl. No. 1 (power-ex.pk and 12injalv.pk); 

k. Defendant No. 2J" its directors, ptlrtnersJ proprielorst 

officer...-. affiliates, servants, employeeJ and all others In 

capacity ofprinciptl[ or agent aclingfar and on theirbehalf, 

or anyone claiming through, by or under it, are directed to 

de-activate/suspend the domain name registration of lhe 

Defendant JVo. 3 (api· lzytetv. lalalalalo~i.wo;-/cers. dev): 

(. Defendant No. 22. its directors"' partners, proprieJor~· . 

officers. affiliates4 servtmts~ employees and ail others in 

capacityofprin'Cipal or agenl actiJtgfor andon their beha{f, 

OJ" anyone claiming through. by or under it, are directed to 

de-acllvatel.rruspe.nd the dflmaln name regi.~tration af the 

Defendant No. 3 (kytetv.site); 

m, DefendanJs No. 21 to 31. their directors. ptUlners, 

propri~tors, officers. affiliates, rerwmts, eniployees and all 

01herJ in capacity ofprincipal or agent' acling for and on 

their behalf. aranyone claiming through. by or under it. are 

directed to block access to the various VJ domains/websites 

identifiedby theP/tJintifls in 1he.tnslan1.sui1 '1t S.A7o. I .ofth.e 

Documenu or .tuch other UJ doniainslwebslles that may 

subsequently be nolified 011 Affulo:vil by the PlainJfj].i{ tp be. 

infringing/authorising inf ringemeru of its. exclusive n"ghls; 

and 

ins tam .sw't at S. No. I of the Dor:.mmmts or ~:,ch other 

1domainslwehsites that may s-ubs,eqm~ntly b.e notified ori 
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A.ffidavir by the PJaintiff.1 to he ~fringing/authorising 

bifringement ofits exclusive ri~hJs. ·· 

3. 	T$tlte that ;n oll'der to protect and enforce its exclusive rights in 

th,e Plaintiffs' Co:ntent"t im:Juding but not limited to the content 

mad~ available through the Plaintj ffs, STAR k:lr.:vi sion 

drnrrnels (such as ..,tar Sports l ., Star Gold • .Starr Utsav. etc.) 

("
1STAR Channels"},, the Plaintiffs engaged the services ofan 

investigatioo agt~ncy, Copyright. fotegrity lntemaHonal, to 

identify and mon•tor additional rogue Android-b~ed mobif,e 

Apps (in tenns ofpara 3l(al of the aforementioned order dated 

06.04.20r22) and adru1.iotml Rogue ".Vebsires co]laborating with 

the said Apps and/or the Rogue Apps identified in the instrutt 

suit {i.e.~ Defendant os. 1 to 6) and gather evidenc·e of their 

i:nfringiag activity. I sta~ that the fol !owing user inLerfoce (UI) 

domains I websites have bean identified by tile invc.st!gation 

agency engaged m illegally commumiicating lhe Plaintiffs t 

th~ Plaintiffs, ST AR Channe]s, through the Rogue 

DomaJ11~ · \V~b iii:!' Rogue App 

RTSTV 

(Defencklnl No. 2) 

2. https://ghdsp.tk/ GHDSpons 
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(Additional :rl>gue app 
blocked' 1Jid~ aJ!uJavit 
dated 07.09.1012) 

4. I state ths.t the from tho evidence fi1ed along with the present 

Affidavit. it is evident I.hat the abo"·e-mentioned 2 domains I 

websites are h'C>sting and/or streaming and/or providing acce$s 

and/or making available for vie\_ving the broadcast ofPfai11tiffs1 

Content. including but not limited to the content made available 

llirougll the Plainti~' STAR Channels. I state lliat 1.he 

PlaintilTh ate the exdusive right holders for Plaintiffs' Content, 

including bnt not Hmil~d to 1he conlent made availarbl1e through 

the Plaintiffs' STAR Channels~ for the worldwide territory and. 

the Plaintiffs have not authorised the above~mentioned 

websites to communicate and or make avaiIeib(,e tbr viewing the 

Pl a•nt~ffS• Conten4 including but not Hmited to the content 

made ~vailable through the P1aintlffs" STAR Channels. 

5. I state that 'the Plaintiffs are not aware oftbc owner(s) ofthese 
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interim order dated 06.04.2022 (reproduced herein above) is 

also applicable un the above mentioned 2 domains I websjtes. 

~ .31. A ccvrdi,1gly, the following directions are pa.s. ed: 

a . .Defendanls No, I to 6 (and such other .Rogue Apps which 

are discovered during the course of the p1·m;eedings (Ind 

~wt~fied on Affidavit bJJ the Plaintiffs to haw! been 

lnfringlng/£.mthori.~ing lhrt infringement qf lhe Plaintijjs ' 

exclusive rights. copyrighrs and broadcast reproductian 

rights), thelr owner~, parhiers. proprietors. ojffr:er.~. 

servcmts, affiliates. employees. and all olhers in c."tlpacity of 

princi'pal or agent (1Clingfi1r and cm their behalf. ar an_oontf 

claiming l'/trQ1..1,gh, by or under ii. are restrainedfrom tn any 

manne1· communicating to the· public. hostinR,. storinR. 

reprodtu:ifl~ slreamfrrg. broadca:-.·ting. :re-broadcasting. 

aausing to be seen nr heard by ptd,Jic on paytncm.t ofcharge 

and/01 making available for viewing, the Plainlfbs · 

Works/( .'01Uef'1I through 1hefr Rogue Apps (vfzJ Nmja TY, 

TS TV. Kyte TV. Picaso TV. Stream India andHmstar JWod 
~C---

in.clr4ding ones whose 

recall i.s deceplively or 

~ubi!HantiaUy imilar to Ike Rogue Apps ident~fied 

hen:~inalxwe. amounring to irifrmgement nf the Plain#f!s · 
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copyrighl arid Broadca}~l Reprodudion Righi:r, 1ill the nt!-XI 

date ofhearing~· 

b. Defendants No. 7 to l 21 nn bnth 'l1tlp ' and jhttps ' (and 

suclr other websitesleniliies which arediscoltered d11rin11 rhe 

<Jvurse of the proceedings and notified on Affidavit. by lht: 

Plai~t!fft Ja have be2n infringing/authorising the 

it~frinl(emenl of /he Plaint{ffe ' exclusive rights. copyrights 

wul broadcruJ reproduction rights), thej,- owmtrst parlneni, 

proprietors, officers, servants. employees and all others in 

capaclty ofprincipal or agent actirw~for a-,uJ on their behalf, 

or an,r•one claiming through, by o;· under il, are res1rained 

from in any mcm,ner .infritJging and/or authorising lh~ 

infring.emem by inrer alfa facilitating and materially 

contribuling l o the communicating, hosting, streaming 

w'idlot· making uruilab.le for viewing and downloading. 

withorlt authorkotion. on their web~ites or nther platforms, 

,hrough the internet in any manner whatsoever, ihe 

m. Defendants No, 2 j t<J 31, their directars, partners, 

proprietors, officer.111. affiliate,$~ servants, employeers and ail 
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others mieapacily ofprincipal or aRenl acting [or and on 

their behalf> or anycme claiming thraugnJ by or under ir, Ut11. 

directed to hlock access to th& irarious UI domainslwe'bslres 

identified by the Plairdijjs in the instant1ujt at S. o. I ofthE 

Documenls or such other UI domainsAvebsftes that may 

s11bseqmmtly b~ rtotified 011.Affuiavlt by the Pfou'Jl(/ft to be 

in/ringinglauil10ri-sirrg infi'ingement of ifs ex:clu:;ive n'ghts: 

and 

n. Defendants No. 31 and 33 are din!<::ted to issue a 

Notification calling upon the variow; internet at1d telecom 

service providers regz·stered under tt to blm:k access ta the 

var~·uus dotnain!l/11,~bsiles ldenUfled by the Platntiffe in lhe 

instanl .~ult al S.Nn. I Pf the Dm:iummJs or :l~clr othe~ 

A.Jftdavii by the Plainlijfo to be 1nfr-ingJ"ttglattthorislng 

il!fringemf!nl ofits ~elusive righu. '' 

thereafle:r, shared t.hc: same with Lho P~uintiffs' Counsel. 
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K. r :am advisiedi to state thal the conditiiOfls of Sections 6SB of the 

Indian Evidence Act~ l872 and Order Xl RuJe 6(3) of the 

Commercmal Courts, Commen.;ial Division l:llld Commerci~I 

Appellate Dlvision ofHigb Courts Act, 201 S are compliedw ith 

in respect of these documents. 

a) 	That the said comput·er system ms regularJy used to produce 

compmer outputs like emails and information from the 

World Wide Web {1nterner) and store other e'lectronk 

electronic records as mentioned above was downloaded by 

me in r.be course of activity ofthe Plaintiffs. ] have a lawful 

control. over the u.sc ur lht! ~id computer sy~ Lem by viniue of 

my capoc:ity in the orga.nfaation. 

b) That the electronic records mentioned above are downloaded 

,----..... from the computer sysmm as pan of1ne ordinary course of
A ~ , , 

.,'~.~~\ activities of' the Plaintiffs.~ 
,-i)-:JCI ~ _ \ti .a~.1 ..V"""~ • 

f'u \\( . ~ ...·•tu · t ,That the •computer system as used by me has. bee1t operating. 
,..,. nbr'~· .i. ~7.; i>J IJ..... ::v-";! 'il' ,, :ti . :.. 
. 

( 
'-~¥/l" I)\'~ 1/r'· p I 

\ f't 	 "~·i .~:~ro~;1 ~~,1 properly and lhc electronic records and their accuracy and 
,.,.., 	.. (''"' /. ' 

".;to~ ~. ·"·:Y 
I 	 ·. ")Y contents have not been altered and tampered \'w'tth in 1lfl)' .•.--.­

mam1er whatsoever. 
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d) 	Thal the information contained on the computer outputs is 


an exac·t replica and lms been produ~ed from the original 


cl C!!Clr'On1c record and therefore, reproduces th [nfonnation 


I,.,-- t 
.. b.A.- r 

DEPONENT 

2 9 SFP f)O~ 
Verified at New Delhi on this the _ day ofSeptember 2022 that 

the c-0ntents of the above said Affidavit are true to the best of 

knowledge~ information and bt!lief and nothing malt:rial has been 

concealed therefu>m. 

~ I ~ 

DE.PONE T 



• 

A NEXURE_A: LI T_OF_ll_Ol\ilAIN J_URL~_LIP 

ADDRESSES 
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2. htcps://gadsp. tk/ 

h ttps:Jlitstv 'I .tk/L 
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTS TV:
&

Step 1: The Investigator opened the official website of RTS TV, ACC Asia Cup 2022, from where the RTS TV APK file (android version) was downloaded.
!



        

RTSlV 

Do )Ou w;irH to n:.t<ill a11 updet 
10 this ex1sun9 <1pphcalfe>r1? Your 
eJ(blul ddta w I not be lo~t 

C NCa TALL 

RTSlV 

ApJ) 111$1 I 

oor.JE OPEN 

15



   

· ... 1 s 11 o a " c;, , •: ~ -. ,, • ... 15110 0 .. " • :~··,, 

= RTS TV ~ CRICKET 

JT~~ ~mrn 

Rt 
CRICKET STAR SP r-llN STAR SP HIN STAR SP HIN 

BANG LA INOIA ST AR SP LO'N JIO LIVE Ht STAR SP 1 HD 

PAKISTAN KOLKATA 
STAR SP 1 110 

IPL UV IPl LI V BAN vs Si\ 
MOVIES 

I I 

a bi 
fou·t.4Jt f;;)t:ll1 

= _, I 
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading 
through https:// rtstv1.tk/ (as shown in the below image). 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India 2022) on RTS TV app:
!



    

   

  

  

  

  

  

 

    

   

 

         

   

    

          

          

 

  

       

           
                
                
               

 
 

 
 

      

  

       

  

RtsTv1.tk WHOIS, DNS, & Domain Info - DomainTools https://whois.domaintools.com/rtstv1.tk 

21

Home > Whois Lookup > RtsTv1.tk 

Whois Record for RtsTv1.tk 

 Domain Profile 

Registrar Status taken 

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 25,864,477 domains)  

KEANU.NS.CLOUDFLARE.COM (has 25,864,477 domains) 

Tech Contact — 

IP Address 162.0.217.64 - 150 other sites hosted on this server  

IP Location - California - Los Angeles - Namecheap Inc. 

ASN 

IP History 

Hosting History 

AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011) 

1 change on 1 unique IP addresses over 0 years 

1 change on 2 unique name servers over 0 year 

 

 

Website  

Website Title None given.  

Whois Record ( last updated on 2022-09-28 ) 

% NOTE: The registry for this domain name does not publish ownership 
% records (whois records) in the standard format. This data 
% represents the most likely status of the domain based on 
% information provided by the Internet's domain name servers (DNS). 

domain: rtstv1.tk 
status: taken 
nameserver: elinore.ns.cloudflare.com 
nameserver: keanu.ns.cloudflare.com 

% For more information, please visit http://www.dot.tk 

Sitemap Blog Terms Privacy Contact California Privacy Notice Do Not Sell My Personal Information 

© 2022 DomainTools 

    

1 of 3 28-09-2022, 16:30 



 

  

 

             

   

 

 

   

 

  

   

 

 

     

  

RtsTv1.tk WHOIS, DNS, & Domain Info - DomainTools https://whois.domaintools.com/rtstv1.tk 
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Tools 

Hosting History 

Monitor Domain Properties  

Reverse IP Address Lookup  

Network Tools  

Visit Website 

Available TLDs 

General TLDs Country TLDs 

The following domains are available through our preferred partners. Select domains below for more 

information. (3rd party site) 

Taken domain. 

Available domain. 

Deleted previously owned domain. 

 Preview the Full Domain Report 

View Screenshot History 

2 of 3 

RtsTv1.com Buy Domain 

28-09-2022, 16:30 



 

 

 

 

 

RtsTv1.tk WHOIS, DNS, & Domain Info - DomainTools https://whois.domaintools.com/rtstv1.tk 
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Buy Domain RtsTv1.net 

Buy Domain RtsTv1.org 

Buy Domain RtsTv1.info 

Buy Domain RtsTv1.biz 

RtsTv1.us Buy Domain 

3 of 3 28-09-2022, 16:30
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports: 

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.app/, from where the GHD Sports APK file (android version) was 
downloaded. 



   

!;, t'f·.i, a D ee 111•.:: • t11 

0 i ghdspom.app/dr + GI 

.A. File might be harmful 

Do you Wflltl 10 dow11load 
GllD_SPORTS_.,, 17.6 ... anyway? 

0 a ghdsporta.app/d< + ® 

~ Fil• d01Vnloaded 
(2.WMB) dl.{lfld11pol"·*PP 

c;; your community. 

<;r;irr connecting ;mrl <;t·taring 
with people you know. See the 
l~t-=s· trorn yot r cornrn11n1ty 

Face.book® 

Visit Site > 

Gl-'D SportD APK (IT.B} 

- . 
. . . 
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”. 

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s 
basic features are free to download and use. 
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app. 

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was 
loading through https://ghdsp.tk/ (as shown in the below image) 
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
!
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Step 5: Evidence of infringement of Plaintiffs’ content (viz Australia tour of India, 2022) on GHD Sports app:
!
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Home > Whois Lookup > GHdSp.tk 

Whois Record for GHdSp.tk 

- Domain Profile 

Registrar Status taken 

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 25,895,756 domains) 
KEANU.NS.CLOUDFLARE.COM (has 25,895,756 domains) 

Tech Contact 

IP Address 162.0.217.36 - 243 other sites hosted on this server 

IP Location E - California - Los Angeles - Namecheap Inc. 

ASN ll'.'J AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011) 

IP History 1 change on 1 unique IP addresses over 0 years 

Hosting History 3 changes on 3 unique name servers over 9 years 

-Website 

Website Title None given. 

Whols Record ( last updated on 2022-09-29 ) 

% NOTE: The registry for this domain name does not publish ownership 
% records (whois records) in the standard format. This data 
% represents the most likely status of the domain based on 
% information provided by the Internet's domain name servers (DNS). 

domain: ghdsp.tk 
status: taken 
nameserver: elinore.ns.cloudflare.com 
nameserver: keanu.ns.cloudflare.com 

% For more information, please visit http://www.dot.tk 

https://whois.domaintools.com/ghdsp.tk 1/5 
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Tools 
31

Monitor Domain Properties 

Reverse IP Address Lookup 

Hosting History 

Network Tools 

Visit Website 

Iii. Preview the Full Domain Report 

https://whois.domaintools.com/ghdsp.tk 2/5 
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View Screenshot History 

Available TLDs 

General TLDs Country TLDs 

The following domains are available through our preferred partners. Select domains below for more 

information. (3rd party site) 


DTaken domain. 

DAvailable domain. 

DDeleted previously owned domain. 


GHdSp.com 	 Buy Domain 

GHdSp.net 	 Buy Domain 

GHdSp.org 	 Buy Domain 

GHdSp.info 	 Buy Domain 

GHdSp.biz 	 Buy Domain 

GHdSp.us 	 Buy Domain 

f W in 
Sitemap Blog Terms Privacy Contact 	 California Privacy Notice Do Not Sell My Personal Information 


~ 2022 DomainTools 
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