813-07/LM-13/2022-DS-II

1/3068488/2022
BY EMAIL/DoT WEBSITE
Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)
No. 813-07/LM-13/2022-DS-II Dated:09-11-2022
To,

All Internet Service Licensees’

Subject: CS Comm 214 of 2022, Star India Pvt. Ltd. & Anr. V/s Ashar Nisar & Ors. Before
Hon’ble Delhi High Court

In continuation to Department of Telecommunications even no. letters dated 12.04.2022,
21.04.2022, 26.04.2022, 28.04.2022, 02.05.2022, 04.05.2022, 13.05.2022, 18.05.2022, 20.05.2022,
26.05.2022, 27.05.2022, 03.06.2022, 21.06.2022, 01.07.2022, 21.07.2022, 02.08.2022, 16.08.2022,
01.09.2022, 06.09.2022, 09.09.2022, 14.09.2022, 21.09.2022, 04.10.2022, 14.10.2022, 21.10.2022 &

03.11.2022; kindly find the enclosed Hon’ble Delhi High Court order dated o6th April, 2022 in the
subject matter court case C.S. (Comm) No. 214 of 2022 along with Sixty-Sixth (6 websites/Urls) &
Sixty-Seventh (2 websites/Urls) list of additional websites/URLs, as provided by advocate for the
plaintiffs in the case along with affidavits dated 02.11.2022 & 05.11.2022 for compliance. DoT is
defendant No. 32 in the case.

2. Hon'ble Court in order dated 06 April, 2022 has, inter alia, directed that:

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers, affiliates, servants,
employees and all others in capacity of principal or agent acting for and on their behalf, or
anyone claiming through, by or under it, are directed to block access to the various Ul
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of the Documents or
such other Ul domains/websites that may subsequently be notified on Affidavit by the Plaintiffs
to be infringing/authorising infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon the various
internet and telecom service providers registered under it to block access to the various
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of the Documents or
such other domains/websites that may subsequently be notified on Affidavit by the
Plaintiffs to be infringing/authorising infringement of its exclusive rights.

3. Accordingly, in view of the above, all the Internet Service licensees are hereby notified to take

immediate necessary blocking action for compliance of the court order dated o6th April, 2022 with
respect to Sixty-Sixth (6 websites/Urls) & Sixty-Seventh (2 websites/Urls) list of additional
websites/URLs as mentioned in the affidavits.

Signed by Subodh Saxena
Date: 09-11-2022 19:00:13

Rraet o

Email:dirds2-dot@nic.in
Encl: A/A
Copy to:

i. Sh. V.Chinnasamy, Scientist E (chinnasamy.v@meity.gov.in), Electronics Niketan, Ministry of
Electronics and Information Technology (MeitY) New Delhi (Respondent no. 33) for kind
information and necessary action.

ii. DoT website.



* IN THE HIGH COURT OF DELHI AT NEW DELHI
+ CS(COMM) 214/2022

STAR INDIAPVT.LTD. & ANR. ... Plaintiffs
Through: Mr. Saikrishna Rajagopal, Mr. Yatinder
Garg, Ms. Shehima Jauhari, Mr. Angad Singh
Makkar and Ms. Sneha Jain, Advocates

Versus
ASHAR NISAR&ORS. ... Defendants

Through:  Mr.  Mohammad Kamran and
Mr. Brijesh Ujjainwal, Advocates for D-13

CORAM:
HON'BLE MS. JUSTICE JYOTI SINGH
ORDER
% 06.04.2022

IA N0.5336/2022 (exemption)

1. Allowed subject to all just exceptions.

2. Application stands disposed of.

IA N0.5337/2022 (u/O. Xl Rule 1(4) of the Commercial Courts,
Commercial Division and Commercial Appellate Division of High Courts
Act, 2015 r/w S. 151 CPC seeking leave to file additional documents)

3. Present application has been preferred on behalf of the Plaintiffs
seeking leave to file additional documents under Order 11 Rule 1(4) CPC.
4. Plaintiffs, if they wish to file additional documents at a later stage,

shall do so strictly as per the provisions of the Commercial Courts Act,

2015.
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5. Application is allowed and disposed of.

I.A. 5335/2022 (under Section 80 read with Section 151 CPC)

6. Since there is an urgency in the matter and the matter is being heard

today, Plaintiffs are exempted from serving Defendants No.24, 27, 32 and
33 with advance notice.
7. For the reasons stated in the application, the same is allowed and

disposed of.
CS(COMM) 214/2022

8. Let the plaint be registered as a suit.

9. Issue summons.

10. Mr. Mohammad Kamran, learned counsel enters appearance on behalf
of Defendant No.13.

11.  Written statement be filed by Defendant No.13 within 30 days from
today alongwith affidavit of admission/denial of the documents of the
Plaintiffs.

12. Replication thereto, be filed by the Plaintiffs within 15 days of the
receipt of the written statement alongwith an affidavit of admission/denial of
the documents filed by Defendant No.13.

13.  Upon filing of process fee, issue summons to the remaining
Defendants, through all permissible modes, returnable on 13.07.2022.
Summons shall state that the written statement shall be filed by the
Defendants within 30 days from the receipt of summons. Along with the
written statement, Defendants shall also file affidavits of admission/denial of
the documents of the Plaintiffs.

14.  Replication be filed by the Plaintiffs within 15 days of receipt of the

written statement. Along with the replication, an affidavit shall be filed by
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the Plaintiffs of admission/denial of the documents filed by the
Defendants.

15. If any of the parties wish to seek inspection of any documents, the
same shall be sought and given within the timelines.

16. List before the Joint Registrar on 13.07.2022.

17.  List before the Court on 25.08.2022.

I.LA. 5334/2022 (U/O 39 Rules 1 and 2 read with Section 151 CPC)

18.  Issue notice to the Defendants.

19.  Mr. Mohammad Kamran, learned counsel accepts notice on behalf of
Defendant No.13.

20.  On steps being taken, notice be issued to the remaining Defendants,
through all permissible modes, returnable on 25.08.2022.

21. Itis averred in the plaint that Plaintiff No. 1 is a leading entertainment
and media company in India engaged, inter alia, in the production of
popular content broadcast on its STAR Channels (such as Star Plus, Star
Sports 1, Star Gold, Star Jalsa, etc.) and is an exclusive licensee of media
rights to various sporting events which are also broadcast on its Star
channels such as the ongoing TATA Indian Premier League 2022. Plaintiff
No.1 also claims to be a leading film production and distribution company.
Plaintiff No. 2, it is averred, owns and operates the online audio-visual
streaming platform and website, ‘www.hotstar.com’ and the mobile
application, ‘Disney+ Hotstar’ which enables viewers to watch content such
as serials (including content of STAR Channels) and programs, films, sports
content including live sporting events, trailers of upcoming films and serials,
international content through the medium of the internet.

22. Plaintiffs claim to have exclusive rights in the aforesaid works by
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virtue of provisions of Section 14(d) of the Copyright Act, 1957, including
inter alia the rights to publicly exhibit and communicate the said content
through any medium or mode, including on STAR Channels or Disney+
Hotstar. It is pleaded that by virtue of the exclusive media rights granted to
the Plaintiffs, they broadcast and communicate to the public, live, delayed,
highlights, clips and/or repeat telecast of numerous sporting events inter alia
the ongoing TATA Indian Premier League 2022 in India through Disney+
Hotstar and also through their STAR Channels. Plaintiffs claim to be the
sole and exclusive owner of the Broadcast Reproduction Rights in relation to
the aforesaid broadcasts of sporting events, communicated through the
STAR Channels and Disney+ Hotstar, in accordance with Section 37 of the
Copyright Act, 1957.

23. Learned counsel appearing on behalf of the Plaintiffs submits that it
has come to the notice of the Plaintiffs that their exclusive rights in the
aforementioned content, i.e. movies, general entertainment content
(television shows, web-series, etc.) and sporting events inter alia the
ongoing TATA Indian Premier League 2022, were and are continuing to be
infringed by Defendants No.1-12 herein. It is specifically averred that
Defendants No. 1-12 are infringing and/or facilitating/enabling/authorising
infringement of the Plaintiffs’ exclusive rights under Sections 14(d) and 37
of the Copyright Act, 1957, by reproducing, storing, transmitting,
communicating, making available for viewing or providing access to the
Plaintiffs’ aforesaid contents/works.

24. It is further contended that Defendants No. 1-6 (hereinafter referred to
as ‘Rogue Apps’) are third-party Android-based mobile applications that

communicate, make available for viewing and provide access to content,
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free of cost (or at minimal subscription) and without any authorisation from
various right owners, including the aforesaid content of the Plaintiffs. It is
also contended that the download, distribution and use of these Android-
based mobile Apps, such as the Rogue Apps, occurs through a
APK(Android Package Kit) file format. These Rogue Apps are completely
illegal apps and have no permission or authorization to reproduce, store,
transmit, communicate or make available for viewing and provide access to
any of the Plaintiffs’ content. The intent and purpose of these Rogue Apps is
clearly to exploit copyright-protected works of the Plaintiffs’ content and to
provide an alternative to legitimate sources to the user such that the user
does not have to pay for enjoying the content.

25. It is averred in the plaint and argued by the learned counsel that
Defendants No. 7 to 12 (hereinafter referred to as ‘Rogue Websites’) are
third-party websites which serve as a repository of .APK files, that provide
access to users of Android based mobile Apps such as the Rogue Apps.
Differently put, the user who is looking for a specific Android based App
that will provide access to infringing content, would typically be in a
position to download such an App from the .APK file provided by the
Rogue Websites. Hundreds of Android-based mobile Apps including most
of the Rogue Apps are available for download on these Rogue Websites. It
Is further contended that the Rogue Websites, used to distribute numerous
rogue Android-based mobile Apps, have been developed only to enable the
download of the application file for such Apps, such as “RTS TV”, “Stream
India”, etc. and are solely instruments/vehicles of infringement which are
indulging in the illicit business of communicating/making available

infringing content. Thus, according to the learned counsel, Plaintiffs have
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reason to believe that the owners of the Rogue Websites, which are
distributing the aforesaid Apps, are the owners of/affiliates of the owners of
said Apps.

26. It is next contended that Defendants No. 1-12 continue to infringe the
Plaintiffs’ exclusive rights with respect to films, general entertainment
content and sporting events, including but not limited to the TATA IPL
2022, which has commenced on 26.03.2022 and shall conclude on
29.05.2022.

27. Itis brought out by the learned counsel that Defendants No. 13-22 are
the domain name registrars of websites/Ul domains of Defendants No.1-12,
as captured in paragraph 81 of the Plaint and have been arrayed for the
limited purpose of revoking/cancelling the domains of Defendants No. 1 to
12 as also to seek disclosure of the registrant details and billing details of
these Rogue Websites/UI domains, so that the exact identity and location of
the owner of these domains can be confirmed and discerned.

28. Learned counsel submits that Defendants No. 23-31 are Internet
Service Providers which have been arrayed for the limited purpose of
disabling access into India of the Rogue Websites/domains/Ul along with
the creators/developers of the Rogue Apps identified in the present suit or
any other website/UI/App identified by the Plaintiffs on Affidavit.
Defendants No. 32 and 33 are the Department of Telecommunications
(‘DOT’) and Ministry of Electronics and Information Technology
(‘MEITY”), which are Government departments and have been arrayed for
the limited purpose of issuing notifications calling upon the internet and
telecom service providers to block access to the Rogue Apps and the Rogue

Websites, identified in the present suit as also such other websites which are
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subsequently discovered to be infringing the rights of the Plaintiffs. No
formal relief has been sought against the Defendant No. 13-33.

29. It is further contended that Defendants No. 1-12 are anonymous
entities/websites and the details of their owners are hidden or forged/
Inaccurate and that these entities/websites are vehicles of infringement that
engage in flagrant violation of the intellectual property rights of the
Plaintiffs. It is claimed that due to the nature of internet, which offers
anonymity, these entities/websites systematically engage in violation of
intellectual property rights of the Plaintiffs. Thus, the contention is that
Defendants No. 1-12, i.e. Rogue Apps and Rogue Websites, are
predominantly engaged in violating third party rights.

30. Having heard learned counsel for the Plaintiffs, this Court is of the
view that Plaintiffs have made out a prima facie case for grant of ex parte
ad-interim injunction. Balance of convenience lies in favour of the Plaintiffs
and they are likely to suffer irreparable harm in case the injunction, as
prayed for, is not granted.

31.  Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are
discovered during the course of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the infringement of the
Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights),
their owners, partners, proprietors, officers, servants, affiliates, employees,
and all others in capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing, reproducing,

streaming, broadcasting, re-broadcasting, causing to be seen or heard by
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public on payment of charge and/or making available for viewing, the
Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS
TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other
App, including ones whose names/branding/trademark recall is deceptively
or substantially similar to the Rogue Apps identified hereinabove,
amounting to infringement of the Plaintiffs’ copyright and Broadcast
Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other
websites/entities which are discovered during the course of the proceedings
and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights,
copyrights and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
by or under it, are restrained from in any manner infringing and/or
authorising the infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming and/or making
available for viewing and downloading, without authorization, on their
websites or other platforms, through the internet in any manner whatsoever,
the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights,
copyrights and Broadcast Reproduction Rights, till the next date of hearing;

C. Defendant No. 13, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in the capacity of principal or
agent acting for and on their behalf, or anyone claiming through, by or under
it, are directed to de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4 (picasotv.com), Defendant
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No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 2 (rtstvapk.xyz and rtstv-app.com);

e. Defendant No. 15, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app), Defendant No. 2 (xtsaiful.xyz), Defendant
No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and
Defendant No. 10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent

acting for and on their behalf, or anyone claiming through, by or under it,
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are directed to de-activate/suspend the domain name registration of the
Defendant No. 5 (www-streamindianew.xyz);

I. Defendant No. 19, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu and adhkjgfyufsf.najfilmy.eu);
J. Defendant No. 20, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

K. Defendant No. 21, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori.workers.dev);

l. Defendant No. 22, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m.  Defendants No. 23 to 31, their directors, partners, proprietors,
officers, affiliates, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
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by or under it, are directed to block access to the various UI
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of
the Documents or such other Ul domains/websites that may subsequently be
notified on Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling
upon the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documents or such other domains/websites
that may subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights.

32.  Order be given dasti to learned counsel for the Plaintiffs.

33.  Provisions of Order 39 Rule 3 CPC shall be complied with by the

Plaintiffs, within a period of two weeks from today.

JYOTI SINGH, J
APRIL 06, 2022/yg
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr, ... Plaintiffs
Fersus
Ashar Nisar & Ors. ...Defendants
INDEX

I. |Affidavit of Ms. Diksha Snehal dated 2
November 2022 with respect to additional
list of 6 domains / URLs / IP Addresses
that are engaged in hosting andfor
streaming and/or providing access and/or
making available for viewing the
Plaintiffs’ Content
Annexure A: Additional list of 6 domains
/URLs/IP Addresses |
3. | Evidence with respect to additional list of
6 domains / URLs / [P Addresses thatare | 15-73
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content

|

14

Yatinder Garg / Snehima Jauhari / Angad 8. Makkar
(DV1330/2015) / (DI2733/2017) [ (D/3579/2021)

Place: New Della Saikrishna and Associates
Date; 2™ Movember 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003

+91 9999064036

yatinder{ilsaikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ... Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFES, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAIL 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and

declare as under:

1. That, I am the Authorized Representative of the Plaintiffs in the
present suit and as such | am conversant with the facts and
circumstances of the present suit and competent to depose in

respect thereof’



2. 1 state that I am aware of the present suit and the order dated
06.04,2022 whereby the Hon'ble Court was pleased to pass
an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed.
a. Defendants No. I to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, propriciors, officers,
servants, affiliates, employees, and all others in capacity af
principal or agent acting for and on their behalf, or anvone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on pavment of charge
and'or making available for viewing, the Plaimiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
Appl or any other App, including ones whose
names/branding/trademark  recall s deceptively or
substantially similar to the Rogue Apps identified
I hereinabave, amounting to infringement of the Plaintiffs’

ALAICGA MAYAK pyright and Broadcast Reproduction Rights, fill the next
ot | dite of hearing;

st 2TIDEIRONR | oy
" Iﬂ?ﬂ'ui‘i?ﬁl#:ﬁ. Defendants No. 7 to 12, on both “htip” and ‘hitips’ (and

O A
{f O Y such other websites/entities which are discovered during
b the course of the proceedings and notified on Affidavit by
the Plaintifis to have been infringing/authorising the



infringement of the Plaintiffs* exclusive rights, copyrighis
and broadcast reproduction rights), their owners, pariers,
proprietors, officers, servants, employvees and all others in
capacity of principal or agent acting for and on their behaly,
ar anyone claiming through, by or under it, are restrained
from in any manner infringing andior authorising the
infringement by inter aiia facilitating and materially
comiributing fo the communicating, hosiing, streaming
andior making avaifable for viewing and downloading,
without authorization, on their websites or other platforms,
through the iniernet in any manner whatsoever, the
Plaintiffs " content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadeast Reproduction Rights, till
the next date of hearing;

c. Defendant No. [3, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or amvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kyre-tv.ecom), Defendanmt No. 4
(picasotv.com), Defendant No. 9 fapkmole.com) and
Defendant No. 11 {downloadapks.nety;

d. Defendant No. 14, its directors, partners, proprietors,

Defendant No. 2 (ristvapk xyz and ristv-app.com),
e. Defendant No. 15, its directors, partners, proprietors,

officers, affiliates, servamts, emplovees and all others in



capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under i1, are direcred 1o
de-activate/suspend the domain name registration of the
Defendant No. [ (minjarv.app), Defendant No. 2
(xtsaifil xyz), Defendant No. 5 (globalnewsgeeks.xyz),
Defendant No. 7 (apkdevil.com) and Defendant No. 10
fapkpot.cam),

1. Defendanr No. [0, its directors, partners, propriefors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. [2 (rechbigs.com);

g Defendant No. 17, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyvone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No, 8 (apkfileok.com),

h. Defendant No. I8, its directors, partners, propriefors,
afficers, affiliates, servanis, emplovees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under i, are

directed 1o de-activate’'suspend the domam name
¥ \registration of the Defendant No. 5  (www-
streamindianew.xyz);

i. Defendant No. 19, its directors, pariners, proprietors,
officers, affiliates, servants, emplovees and all others in
capuacity of principal or agent acting for and on their behalf,

or anyone claiming through, by or under i, are directed 1o



de-activatesuspend the domain name regisiration of rthe

Defendant  No. 4 (jsklsifsksdey. najfilmy.en  and
adhkjefiufs najfiilmy.eu);

f. Defendant No. 20, its directors, pariners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. | (powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servamis, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv. lalalalalori workers.dev);

{. Defendant No. 22, its directors, pariners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No, 23 to 31, their directors. partners,

proprietors, officers, affiliates, servants, emplovees and ail
thers in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiff in the instant suif at §.No. I of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be



infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed 1o issue a
Notificarion calling upon the various internet and relecom
service providers registered under it to block access o the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. I of the Documents or such other
domains/websites thar may subsequently be notified on
Affidavir by the Plaintifis to be infringing/authorising

infringement of its exclusive rights,”

3. Istate that in order to protect and enforce its exclusive rights in
the Plaintiffs® Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“*STAR Channels"™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and moniter additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated

06.04.2022) and additional Rogue Websites collaborating with

said Apps and/or the Rogue Apps identified in the instant

Adwnoate
. Mo, 1063

|\ Potlod 2L 1 t {i.e., Defendant Nos. 1 to 6) and gather evidence of their
at i

4, .

Ly 2 - ="+ ' infringing activity. | state that the following user interface (U1)

domains / websites have been identified by the investigation

agency engaged in illegally communicating the Plaintiffs®



Content, including but not limited to the content made available

through the Plaintiffs® STAR Channels, through the Rogue

1. | httpsy/msliva.tk/ RTS TV

(Defendant No. 2)
2. | hitps://telgotechchinso.xyz/ Stream India

(Defendant No. 5)
3. | https://hammad.quest CricPK

(Additional rogue

app blocked vide
affidavicr  dared
19.05.2022)

4. | hitps://stoppp.xyz/ Abbasi TV

(Additional rogue
app blocked vide
affidavit  dated
20.06.2022)

5. | hitps:/ghdliv3.tk GHD Sports

(Additional rogue
app blocked vide
affidavit  dated
07.09.2022)

https:/fremoteconfigh35c1b02ccfbb | HD Streamz
firebasecloud.host

(Additional rogue
app blocked vide
affidavit  dared
07.09.2022)

4. | state that the from the evidence filed along with the present

Affidavit, it is evident that the above-mentioned 6 domains /



ALAKA NAYAKY, 4

websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintifis’
Content, including but not limited to the content made available
through the Plamntiffs’ STAR Channels. | state that the
Plaintiffs are the exclusive nght holders for Plaintiffs® Content,
including but not limited to the content made available through
the Plaintiffs” STAR Channels, for the worldwide territory and
the Plantiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels.

. I state that the Plaintiffs are not aware of the owner(s) of these

6 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.

. | state that in terms of the following directions passed by this

Hon'ble Court, vide order dated 16.04.2021, ex parte ad-
interim order dated 06.04.2022 (reproduced herein above) is

applicable on the above mentioned 6 domains / websites.

. h'c"n“'tprr:'él “31. Aceordingly, the following directions are passed:
| oy \ Period znuﬂn’ﬂﬂ“" (0
13 INEFRATEL F .
bkl mi: # a. Defendants No. I to 6 (and such other Rogue Apps which
"'-._“-.?: r,._l-,_ 3™

are discovered during the course of the proceedings and

notified on Affidavit by the Plaintiffs to have been



infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard hy public on payment of charge
and'or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninfa TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark  recall is  deceptively or
substantially similar to the Rogue Apps identified

hereinabove, amounting to infringement af the Plaintiffs’

copyright and Broadcast Reproduction Rights, till the next

'l 211062528 / Efsmh other websites/entities which are discovered during
Opn_8Y
-'!--"?-. e ﬂ.f-’},x"’
SL OV Y the course aof the proceedings and notified on Affidavit by

the Plaintiffs to have been infringing/authorising the

infringement of the Plaintiffs’ exclusive rights, copyrights



and broadeast reproduction rights), their owners, pariners,
proprietors, officers, servants, emplayees and all others in
capacity of principal or agent acting for and on their behalf,
ar anvone claiming through, by or under it, are restrained
from in any manner infringing andior authorising the
infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming
and'or making available for viewing and downloading,
without authorization, on their websites or ather platforms,
through the internet in any marnmer whatsoever, fthe
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadeast Reproduction Rights, till
the next date of hearing,;

xxx

m. Defendants No. 23 to 31, their directors, parters,
praprietors, officers, affiliates, servants, employees and all

' 4'. Ay ,-i;--- y* others in capacity of principal or agent acting for and on

ALAKA MAYAK - heir behalf, or anyone claiming through, by or under it, are

fdvocale

Rag. Mo, 10630 , ) y i
Parod 27002010 | e directed to block access to the various Ul domains/websites

s ??.'{:-ﬁl:ﬂl!?"l.__;"_u
G"} A 5 & identified by the Plaintiffs in the instant suit at S.No. [ of the

l_':lr
| .

.

Documents or such other Ul domains/websites that may

subsegquently be notified on Affidavit by the Plaintiffs to be



7.

infringing‘authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Notification cailing upon the various internet and relecom
service providers registered under it to block access to the
variows domains/wehbsites identified by the Plaintiffs in the
instant swit at S.No. | of the Documents or such other
domains/websites that may subseguently be notified on
Afjidavit by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights.”

In light of the abovementioned, the Department of
Telecommunications (Defendant No. 32) and the Ministry of
Electronics and Information Technology (Defendant No, 33)
are urged to issue a notification to the Internet Service
Providers (Defendant Nos. 23 — 31) to block the additional

rogue websites / Ul domains identified in Annexure A hereto.

state that the evidence filed along with the present affidavit

shared by the investigating agency in google drive link. I

" downloaded the same onto the computer (Intel (R) Core (TM)

i5-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafter, shared the same with the Plaintiffs’ Counsel.

11



9. 1 am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order XI Rule &(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

10.In particular, I confirm:-

a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic
records. The relevant information from the websites and
electronic records as mentioned above was downloaded by
me in the course of activity of the Plaintiffs, I have a lawful
control over the use of the said computer system by virtue of

my capacity in the organization.

b) That the electronic records mentioned above are downloaded

Ay 1}5_, ) gil{‘ = from the computer system as part of the ordinary course of

ALAKA NAYAK, o orivities of the Plaintiffs,
- .!..:_'.'.ll'.-":--'-l'i"-'

it

. Posbad 2TIDES 019
AR L

O fti[ That the computer system as used by me has been operating
e

d: OF

N properly and the electronic records and their accuracy and

contents have not been altered and tampered with in any

manner whatsoever,

12
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d) That the information contained on the computer outputs is
an exact replica and has been produced from the original
electrenic record and therefore, reproduces the information

contained on the electronic records therein.
M}L‘ L—J’{

DEPONENT
ﬁ RIFICATION

6® - .
Bae g 2 Nov 2022
x‘ﬁﬂ“‘i‘q Verified at New Delhi on this the  day of November 2022 that

the contents of the above said Affidavit are true to the best of

knowledge, information and belief and nothing material has been

concealed therefrom.
s b
CERTIFIED THAN (THE P DEPONENT
i T NWNT s
e
has Enlem:;“ ’1 'ﬂm
Naw Dealld ori.... i
That the content: o wtiel 21K
bean read & expiaingc 1w own are trde—-a

Correct to this knowladgs.

. 2 ”D v @ il i lellls




ANNEXURE A: LIST OF RLs /1P
ADDRESSES

https:/rtsliv3 .t/
hitps://telgotechchinso.xyz/
https://hammad.quest
https://stoppp.xyz/
https://ghdliv3.tk
https://remoteconfig63 5S¢ 1b02ecfbb. firebasecloud. host

i aiEalaEdb e
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTS TV:

Step 1: The Investigator opened the official website of RTS TV, https://rtstv.app/, from where the RTS TV APK file (android version) was downloaded.

IS coBo v e

O @ nswapkayz ® :
OnrsTv =

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV
Without Buffering

RTS TV APP 8.1

DOWNLOAD

DOWHNLOAD

“wislice e feRw e

Choase where to download

a7 MB

B RYs_TV._81.apk

B Downloads

-

+ 15310009 1 w
0 8 ristvapkxyz ®
v File downlosded Spen

19 N N "

P i

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV
Without Buffering

RTS TV APP 8.1

DOWNLOAD

DOWNLOAD
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https://rtsliv3.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Oops.. {

Uneapectad erree ooourred, please retry!

RETHRY
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on RTS TV app:
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RtsLiv3.tk WHOIS, DNS, & Domain Info - DomainTools https.//whois.domaintools.com/rtdliv3.tk
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Home > Whois Lookup > RtsLiv3.tk

Whois Record for RtsLiv3.tk

= Domain Profile
Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 26,292,924 domains) ~
KEANU.NS.CLOUDFLARE.COM (has 26,292,924 domains)

Tech Contact —

IP Address 162.0.217.64 - 167 other sites hosted on this server ~
IP Location [E] - California - Los Angeles - Namecheap Inc.

ASN [E]AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011)

IP History 1 change on 1 unique IP addresses over O years ~
Hosting History 1 change on 2 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-10-30)

% NOTE: The registry for this domain name does not publish ownership

% records (whois records) in the standard format. This data
% represents the most likely status of the domain based on
% information provided by the Internet's domain name servers (DNS).

domain: rtsliv3.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

% For more information, please visit http://www.dot.tk

Jomain 1oois Iris L

Horrwe Las

Do-Not Sell My Personal Infor

The gold-standard Internet :
intelligence platform

lof 2 31-10-2022, 11:07
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https.//whois.domaintools.com/rtdliv3.tk

Tools

‘ Hosting History

‘ Monitor Domain Properties

‘ Reverse IP Address Lookup

‘ Network Tools

\ Visit Website

‘ & Preview the Full Domain Report

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more

information. (3rd party site)

[ |Taken domain.
DAvaiIabIe domain.
DDeIeted previously owned domain.

| RtsLiv3.com |

| RtsLiv3.net |

| RtsLiv3.org |

| RtsLiv3.info |

| RtsLiv3.biz |

| RtsLiv3.us |

Buy Domain
Buy Domain
Buy Domain
Buy Domain
Buy Domain

Buy Domain

31-10-2022, 11:07
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Stream India:

Step 1: The Investigator opened the official website of Stream India, streamindia.net, from where the Stream India APK file (android version) was
downloaded.

J - " .

O Seareiiais <+ M Dowrfomis O 4 x Dowrdands 0 4 x
Skt im At vean
Down'oad Stream . LTI ) TR B ! . Bt Ve VA 1200 \

[ AL TR T I P e (R A" R BT F eI ryeT

Indla APK!

' P PSS P . Mivsen bl

YTl W iealal ey ! v ivntab

Cance buinl Dane Opwn

vitlyiome

BACK IN CINLMAS

- -,‘ )

‘1 _
-




STREAM INDIA

Share Our App Via Link %

Share App With Friends
And Support Us Thanks /%

"."_1. /OQ @
. s oo //’\\ o,

o /’\\

Visit & B \ Q
S'Rl’.MINDlA.(Rl(KEI

=-a I ge] Y SPECIAL
BMATCN CR'CKET T

Categories

”~

W] [Fom
L .ff?,’f“ﬁ

Star Sports.. PAK Vs ENG  Road Safety..

HE St

IS3E O™
— StrREAM INDIA

Categories

Punjabi Movies

Star Sports. Road Safety..

fopors

Live Cricket Legend Lea.. PAK Vs ENG.

IND Vs SA Join 1XBET..

25



26

Step 2: The Investigator then installed the Stream India APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite software to capture the data packets (network logs) of
the app.

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the
app was loading through https://telgotechchinso.xyz/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Unexpected Error!

Unexpected enor occurmad, Report issue by
clicking Report

28



Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on Stream India app
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N namecheap :

telgotechchinso. kyz

Domains — Whois Lookup — Results

Whaois results: telgotechchinso.xyz is already registered. Want it? Make an offer now.

telgotechchinso. iyz

Domain name: telgotechchinso.xyz

Reqistry Domain |D: D330215848-CNIC

Reqistrar WHOIS Server: whois.namecheap.com

Registrar URL: http:/'www.namecheap.com

Updated Date: QO01-01-01T00:00:00,00£

Creation Date: 2022-10-26T10:14:20,002

Reqgistrar Registration Expiration Date: 2023-10-26T10:14:20.00Z

Registrar: NAMECHEAP INC

Regqistrar IANA ID: 1068

Registrar Abuse Contact Email; abuse@namecheap.com

Registrar Abuse Contact Phone: 419854014545

Reselier: NAMECHEAP INC

Domain Status: serverTransferProhibited https./ficann.org/eppiserverTransferProhibited
Cromain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https:/ficann.org/epp#addPeriod

Reqistry Registrant ID;

htipa: (fwwwnamecheap comidomalnsdaholairesull fdomaln=talgolachchinso. xyz 14
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Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: c8bfaec16f4948dda8b5d138c50fdc63.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: c8bfaec16f4948dda8b5d138c50fdc63.protect@withheldforprivacy.com
Reqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: c8bfaecl16f4948dda8b5d138c50fdc63.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-11-01T07:41:47.917 <<<

FAar mnre infarmatinn nn \Whanic ctatiic cndec nleace vicit hittne'//icann ara/enn
https://www.namecheap.com/domains/whois/result?domain=telgotechchinso.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions  Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=telgotechchinso.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED EY
51 SECTIGO

https://www.namecheap.com/domains/whois/result?domain=telgotechchinso.xyz 4/4



Modus operandi for Investigation into the illegal and infringing activities of the rogue app, CricPK:

Step 1: The Investigator opened the official website of CricPK https://circpk.live
https://github.com/kanhartube/CricPK/blob/main/CricPK _1.1.4.apk?raw=true from where the CricPK APK file (android version) was downloaded.
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Step 2: The Investigator then installed the CricPK APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the CricPK application, the Investigator launched “Burp Suite” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and
enabled TCP port traffic accessed from, to, or via the local computer.

The Investigator then launched the CricPK app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the app was loading
through https://hammad.quest/(as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Unexpected Error!

Unexpected error occurred, Report issus by
clicking Report

REPORT

38



Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on CricPK app:
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N namecheap :

hammad.quest

Domains — Whois Lookup — Results

Whois results

hammad.gquest

Domain name: hammad.quest

Reqistry Domain |D: D330519582-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http:/f'www.namecheap.com

Updated Date: 0001-01-01T00:00:00.002

Creation Date; 2022-10-25T16:58:31.00Z

Registrar Registration Expiration Date: 2023-10-29T16:58:31.002

Registrar: NAMECHEAP INC

Reqistrar |ANA 1D 1068

Registrar Abuse Contact Email; abuse@namecheap.com

Reqistrar Abuse Contact Phaone: +1,2854014545

Reselier: NAMECHEAP INC

Domain Status: serverfransferProhibited https://icann.org/epp#serverTransterProhibited
Deomain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Reqistry Registrant I1D:

Reqistrant Name; Redacted for Pnvacy

Dmmimtrmmt Firmmmiaatiosems Deivememo emene s memsaedacd beo TR el A femre Deiirm e mibof

htipa: (fwwwnamecheap comidomalnsdahoiaresul foomaln=hammad quast 14
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Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
902aa47507624dd3b3bb47266d0dcebc.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 902aa4/507/624dd3b3bb47266d0dcebc.protect@withheldforprivacy.com
Reqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 902aa47507624dd3b3bb47266d0dcebc.protect@withheldforprivacy.com
Name Server: dnsl.namecheaphosting.com

Name Server: dns2.namecheaphosting.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-11-01T04:58:38.227 <<<

FAar mnre infarmatinn nn \Whanic ctatiic cndec nleace vicit hittne'//icann ara/enn
https://www.namecheap.com/domains/whois/result?domain=hammad.quest 2/4
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Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions  Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=hammad.quest 3/4
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Abbasi TV:

Step 1: The Investigator opened the rogue app, Abbasi TV, https://nextalerts.com/abbasi-tv-apk10, from where the following URL of ABBASI TV APK file
(android version) was downloaded.
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Step 2: The Investigator then installed the ABBASI TV.apk file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the Abbasi TV application, the Investigator launched “BurpSuit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and
enabled TCP port traffic accessed from, to, or via the local computer.

The Investigator conducted a dynamic pen-test on the ABBASI TV application. As a result, it was observed that the Ul was loading through https://stoppp.xyz/
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Step 4: After blocking the aforesaid domain(s), the rogue app, Abbasi TV, fails to load:
] X | K

Oops....

Unexpected eor occurred, Please
refresh the page
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) playing on Abbasi TV App:

Lel's Read Somethiag Fun

Horse Racing
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Whois Lookup | Find Out Who Owns a Domain - Namecheap https.//www.namecheap.com/domai ns/whois/result?domai n=stoppp.Xyz
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CONTACT US SIGN IN SIGN UP A=} INR

' , namecheap

mmm Ve stand with our friends and colleagues in Ukraine. To support Ukraine in their time of
need visit this page.

stoppp.xyz

Domains — Whois Lookup — Results

Whois results: stoppp.xyz is already registered. Want it? Make an offer now.

stoppp.-xyz
TAKEN

Domain name: stoppp.xyz

Registry Domain ID: D330963154-CNIC

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-30T07:54:08.00Z

Registrar Registration Expiration Date: 2023-10-30T07:54:08.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

lof 4 01-11-2022, 15:37
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Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
d33a8deaacl44d50a89bd42c3c41258e.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: d33a8deaac144d50a89bd42c3c41258e.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

https.//www.namecheap.com/domai ns/whois/result?domai n=stoppp.Xyz
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Tech Email: d33a8deaac144d50a89bd42c3c41258e.protect@withheldforprivacy.com
Name Server: dnsl.namecheaphosting.com
Name Server: dns2.namecheaphosting.com
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-10-31T12:07:30.927 <<<
For more information on Whois status codes, please visit https://icann.org/epp

Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com -
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.xyz/, from where the GHD Sports APK file (android version) was
downloaded.
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Choose whera to download
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Watch all sports live on Mobile

B GHO_SPORTS17.6.aph

A File might be harmful
] Downloads

GHD APP
SCREENSHOOT
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» File downloaded
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e Asan Cup 20 World Cup 2027

Watch all sports live an Mobile

GHD APP
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% GHD SPORTS

App installed

DONE

“03soeast;
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VERSION: 17.6
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://ghdliv3.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

GHD SPORTS

Netwark Failuresomething went wroag °

] deb

Highlight Live
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on GHD Sports app:

e Get 200%..
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Piay IPL Quiz Now m

Earm upto 50,000 coins
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Home > Whois Lookup > GHdLiv3.tk

Whois Record for GHdLiv3.tk

= Domain Profile
Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 26,292,924 domains) ~
KEANU.NS.CLOUDFLARE.COM (has 26,292,924 domains)

Tech Contact —

IP Address 172.67.181.26 - 1 other site is hosted on this server ~
IP Location [E] - California - San Francisco - Cloudflare Inc.

ASN [E]AS13335 CLOUDFLARENET, US (registered Jul 14, 2010)

IP History 2 changes on 2 unique IP addresses over O years ~
Hosting History 2 changes on 3 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-10-30)

% NOTE: The registry for this domain name does not publish ownership

% records (whois records) in the standard format. This data
% represents the most likely status of the domain based on
% information provided by the Internet's domain name servers (DNS).

domain: ghdliv3.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

% For more information, please visit http://www.dot.tk

Jomain 1oois Iris L

Horrwe Las

Do-Not Sell My Personal Infor

The gold-standard Internet
intelligence platform

lof 2 31-10-2022, 11:13
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Tools

https.//whois.domaintools.com/ghdliv3.tk

‘ Hosting History

‘ Monitor Domain Properties

‘ Reverse IP Address Lookup

‘ Network Tools

\ Visit Website

‘ & Preview the Full Domain Report

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more

information. (3rd party site)

[ |Taken domain.
DAvaiIabIe domain.
DDeIeted previously owned domain.

| GHdLiv3.com |

| GHdLiv3.net |

| GHdLiv3.org |

| GHdLiv3.info |

| GHdLiv3.biz |

| GHdLiv3.us |

Buy Domain
Buy Domain
Buy Domain
Buy Domain
Buy Domain

Buy Domain

31-10-2022, 11:13
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.xyz/, from where the GHD Sports APK file (android version) was
downloaded.
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GHD SPORTS V176
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Watch all sports live on Mobile
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A File might be harmful
[e5]] Downloads

GHD APP
SCREENSHOOT
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» File downloaded
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GHD SPORTS V176

e Asan Cup 20 World Cup 2027

Watch all sports live an Mobile

GHD APP
SCREENSHOOT
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% GHD SPORTS

App installed

DONE

“03soeast;

Waikchall Sports Live

VERSION: 17.6
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://ghdliv3.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

GHD SPORTS

Netwark Failuresomething went wroag °

] deb

Highlight Live
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on GHD Sports app:

e Get 200%..
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Home > Whois Lookup > GHdLiv3.tk

Whois Record for GHdLiv3.tk

= Domain Profile
Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 26,292,924 domains) ~
KEANU.NS.CLOUDFLARE.COM (has 26,292,924 domains)

Tech Contact —

IP Address 172.67.181.26 - 1 other site is hosted on this server ~
IP Location [E] - California - San Francisco - Cloudflare Inc.

ASN [E]AS13335 CLOUDFLARENET, US (registered Jul 14, 2010)

IP History 2 changes on 2 unique IP addresses over O years ~
Hosting History 2 changes on 3 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-10-30)

% NOTE: The registry for this domain name does not publish ownership

% records (whois records) in the standard format. This data
% represents the most likely status of the domain based on
% information provided by the Internet's domain name servers (DNS).

domain: ghdliv3.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

% For more information, please visit http://www.dot.tk

Jomain 1oois Iris L

Horrwe Las

Do-Not Sell My Personal Infor

The gold-standard Internet
intelligence platform
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Tools

https.//whois.domaintools.com/ghdliv3.tk

‘ Hosting History

‘ Monitor Domain Properties

‘ Reverse IP Address Lookup

‘ Network Tools

\ Visit Website

‘ & Preview the Full Domain Report

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more

information. (3rd party site)

[ |Taken domain.
DAvaiIabIe domain.
DDeIeted previously owned domain.

| GHdLiv3.com |

| GHdLiv3.net |

| GHdLiv3.org |

| GHdLiv3.info |

| GHdLiv3.biz |

| GHdLiv3.us |

Buy Domain
Buy Domain
Buy Domain
Buy Domain
Buy Domain

Buy Domain
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LIST OF DOMAINS /URLs /IP ADDRESSES

1. https://rtsliv3.tk/

2. https://telgotechchinso.xyz/

3. https://hammad.quest

4. https://stoppp.xyz/

5. https://ghdliv3.tk

6. https://remoteconfig635c1b02ccf6b.firebasecloud.host



DOT
Sticky Note
CS Comm 214 of 2022; 66th add. list


IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

[N THE MATTER OF

Star India Pvt. Ltd. & Anr. .. .Plaintiffs
Fersus

Ashar Nisar & Ors. ...Defendamts
INDEX

1. | Affidavit of Ms, Diksha Snehal dated 5%
November 2022 with respect to additional
list of 6 domains / URLs / IP Addresses
that are engaged in hosting andfor
streaming and/or providing access and/or
making available for viewing the
Plaintiffs’ Content
2. | Annexure A: Additional list of 2 domains 13
{URLs / IP Addresses
3. | Evidence with respect to additional list of
2 domains / URLs / IP Addresses that are | 14-34
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content

Yatinder Garg / Snehima Jauhari / MM

(D/1330/2015) / (D/2733/2017) / (D/3579/2021)

Place: New Delhi Satkrishna and Associates
Date: 5 November 2022 Advocates for the Plaintiffs
57 Jor Bagh.

New Delhi - 110003

+91 9999064036

vatinder(@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ... Plaintiffs

Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, VO MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and

declare as under:

. That, | am the Authorized Representative of the Plantiffs in the

esent suit and as such 1 am conversant with the facts and

umstances of the present suit and competent to depose in

: \‘H{h o 11}}} -+ respect thereof,

2. 1 state that | am aware of the present suit and the order dated
06.04.2022 whereby the Hon’ble Count was pleased to pass
an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed:



a. Defendants No. 1 to 6 jand such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintifis to have been
infringing/authorising the infringement of the Plaintiffs’
exciusive rights, copyrights and broadeast reproduction
rights), their owners, partners, proprictors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating fo the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and'or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark  recall s deceptively or

substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’

ALAKA Hn"r'.ﬁ.;ﬂ *
r,ﬂfqur;?s'n copyright and Broadcast Reproduction Rights, till the next

palod 2THOBIZ0TD | g

W e S -0 date of hearing;
i oo ;u_,-f' ,
g T X T ETFT & VL ) . ET MR fE ] 125
E" 2 N b. Defendants No. 7 to 12, on both ‘http' and ‘https* (and

such ather websites/entities which are discovered during
the course of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs ' exclusive rights, copyrights
and broadcast reproduction rights), their owners, partners,
praprietors, officers, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf,

or anvone claiming through, by or under it, are restrained



from in any manner infringing and/or authorising the
infringement by inter alia facilitating and materially
contributing fo the communicating, hosting, streaming
andlor making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the intermet in any manner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadeast Reproduction Righits, till
the next date of hearing;

¢. Defendant Na. 13, its divectors, partners, proprietors,
afficers, affiliates, servants, emplovees and all others in the
capacity of principal or agent acting for and on their behalf
or anyvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kvte-tv.com). Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 {downloadapks.net);

d. Defendant No. 14, its directors, partners, praprietors,

officers, affiliates, servants, employvees and all others in

*) | capacity of principal or agent acting for and on their behalf,

H'-rfmf et ] ""'I or anyone claiming through, by or under it, are directed to

S OF .

o |. ]

— -*;f. de-activate/suspend the domain name registration of the
Defendant No. 2 {rtstvapk.xyz and ristv-app.com);
e. Defendant No. 15, its directors, partmers, proprietors,
afficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app). Defendant No. 2
(xtsaiful xyz), Defendant No. 5§ (globalnewsgeeks xyz),



Defendant No. 7 (apkdevil.com) and Defendant No. 10
(apkpot.com),

. Defendamt No. 16, iis directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name regisiration of the
Defendant No. 12 (techbigs.com);

g Defendant No. 17, its directors, partners, proprietors,
afficers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h, Defendant No. 18, its directors. partners, proprietars,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it are
\directed to  de-activate/suspend the domain  name

' registration  of the Defendant No. 5 fwww-

) streamindianew xyz);

“i. Defendant No. 19, its directors, partners, praprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant  No. 4 (jfskigfsifsksdey najfilmy.en  and
adhkjgfufsf najfilmy.eu);

J. Defendanmt No. 20, its divectors, partners, proprietors,

officers, affiliates, servants, employees and all others in



capacity of principal or agent acting for and on their behalf
ar anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjarv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
afficers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behaly,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 fapi-kytetv. lalalalalori workers.devi;

[. Defendant No. 22, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf
or amvone claiming through, by or under it, are divected to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kvtetv sitel;

m. Defendants No. 23 to 31, their directors, partners,
proprietors, afficers, affiliates, servants, employees and alf

Mﬁf‘;ﬂ?ﬁlﬂ & \athers in capacity of principal or agent acting for and on
i i B

1 Rec f1o. 10543 }:herr behalf, or anyone elaiming through, by or under it, are

Pt 10 g

v )
L i:-;fq directed to block access to the various Ul domains‘wehsites
"}- l:',l’F \l identified by the Plaintiffs in the instant suit at S.No. | of the

Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed 1o issue a
Netification calling upon the various internet and telecom
service providers registered under it to block access to the

various domains/websites identified by the Plaintiffs in the



instant suit at S.No. | of the Documents or such other
domains/websites that may subsegquently be notified on
Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights. ”

3. I state that in order to protect and enforce its exclusive rights in

the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sponts 1, Star Gold, Star Utsav, etc.)
(*STAR Channels"), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated

06.04.2022) and additional Rogue Websites collaborating with

GiA
/”‘%-G “P}' the said Apps and/or the Rogue Apps identified in the instant
[ ALAKA NAYAK

[® Advocate F it (i.e., Defendant Nos. 1 to 6) and gather evidence of their
| onzee | )

ANy Ty . « 1 infringing activity. [ state that the following user interface (UI)

" domains / websites have been identified by the investigation

agency engaged in illegally communicating the Plaintiffs’
Content, including but not limited to the content made available

through the Plamtiffs’ STAR Channels, through the Rogue

Apps:

réﬁi.-.
No.

‘Rogue App




1. I!‘ittpﬁlif;“{::ﬂntﬂﬂﬂﬂ;atﬂﬂh,}t}’ﬂ ! Stream India
( Defendant No. 5)

2. | https://remoteconfigh3616f1589e18 | HD Streamz
firebasecloud. host/

(Additional rogue
app blocked vide
affigavit  dated
07.09.2022)

4. 1 state that the from the evidence filed along with the present
Aflidavil, it is evident that the above-mentioned 2 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs' STAR Channels. | state that the
Plaintiffs are the exclusive right holders for Plaintiffs’ Content,

including but not limited to the content made available through

- .
OTARD, o o

- he Plaintiffs' STAR Channels, for the worldwide territory and

- ALAKA NAYAK

Advacate

Reg. No. 10639

- \ Porlod 2719612019

Lilrafie Friseld

ﬁ e Plaintiffs have not authorised the above-mentioned

{5? ebsites to communicate and or make available for viewing the
/
S

'~-1_th __.?E"; Plaintiffs” Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels.

5. | state that the Plaintiffs are not aware of the owner(s) of these
2 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.



R

o7, Mo, 10630
Porod ZTIIRRND
N e FTNERC24

6. 1 state that in terms of the following directions passed by this

Advocale

Hon’ble Court, vide order dated 16.04.2021, ex parte ad-
interim order dated 06.04.2022 (reproduced herein above) is

also applicable on the above mentioned 2 domains / websites.

"3 1. Accordingly, the jollowing directions are passed.

a. Defendants No. 1 1o 6 fand such other Rogue Apps which
are discovered during the course of the proceedings and
notified om Affidavit by the Plaintiffs 1o have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadeast reproduction

rights), their owners, partners, proprietors, officers,

servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone

claiming through, by or under it, are restrained from in any

causing to be seen or heard by public on payment of charge
and'or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RIS TV, Kyte TV, Picase TV, Stream India and Hotstar Mod
Appl  or any other App, including ones whose
names/branding/trademark  recall is  deceptively or

substantially similar to the Rogue Apps identified



ALAKA NAYAICY,
Advocate
Reg. Mo, 10639
Pesind 21062013
o FRIOER04

hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadecast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on both ‘http” and “hups’ (and
such other websites/entities which are discovered during
the cowrse of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs " exclusive rights, copyrights
and broadcast reproduction rights), their owners, pariners,
propriefors, officers, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing andior authorising the
infringement by inter alia facilitating and materially
coniributing to the communicating, hosting, streaming
and/or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the imiernet in any manner whatsoever, the
Plaintiffs ' content, 5o as to infringe the Plaintiffs " exclusive
rights, copvrights and Broadcast Reproduction Rights, tili
the next date of hearing;

XXx



m. Defendants No. 23 to 31, their directors, pariners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed ro block access 1o the various U domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement aof its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Neotification calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. | of the Documents or such other
| domains/websites that may subsequently be notified on

Affidavit by the Plaintiffs to be infringing/authorising

infringement of ity exclusive rights.”

. In light of the abovementioned, the Department of
Telecommunications (Defendant No. 32) and the Ministry of
Electronics and Information Technology (Defendant No. 33)

are urged to issue a notification to the Internet Service

10



=\ Par vif 3

Providers (Defendant Nos. 23 — 31) to block the additional

rogue websites / Ul domains identified in Annexure A hereto.

. 1 state that the evidence filed along with the present affidavit

was shared by the investigating agency in google drive link. |
downloaded the same onto the computer (Intel (R) Core (TM)
i5-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafter, shared the same with the Plaintiffs’ Counsel.

[ am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial

App&llate Division of High Courts Act, 2015 are complied with

Z %
./‘-’r ALAKA NaYAKY, |\
Advocate |7
| fReq. Mo, 10 F[} In lLamcuiar I confirm:-

"|, 5,.‘ ll.-?"'.aT.l,,.-'., ..'| J L

- .\“\“-‘-

.:’,_5_‘,:1#

ﬂ} That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic
records. The relevant information from the websites and
electronic records as mentioned above was downloaded by

me in the course of activity of the Plaintiffs. T have a lawful

11
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control over the use of the said computer system by virtue of
my capacity in the organization.

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

c) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever.

d) That the information contained on the computer outputs is
an exact replica and has been produced from the original

'if.ﬂ.é F electronic record and therefore, reproduces the information

B\ ’ b

DEPONENT

"r"";.-’-
af Y
e b ;‘? .
ej!‘zmFn‘:m*n:ml 05 NOV M2

&  Venfied at New Delhi on this the  day of November 2022 that
R ;f the contents of the above said Affidavit are true to the best of
o

knowledge, information and belief and nothing material has been

concealed 1'.1'“:;:t Hi'i?f*?‘ ;*E*{]%}"’?Digﬁ IE?E!"'T
Wig, DHo....... - Lo LA
Lrsfeans “’Wﬁ:l""ﬁ“ |
ideniiled by Shrus 7;%”::“'2 e
-l Y DEPONENT

i : A
That the contente of ne wiiwuwi whwah ¥ ]
heen raad & explainad 10 nm are rueGone

B 11 L0
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ANNEXURE A: LIST OF DOMAINS /URLs / IP

ADDRESSES
1. https://centoserrbiatech.xyz/

2. https://remoteconfigh3616f1 5891 8. firebasecloud.host/
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Stream India:

Step 1: The Investigator opened the official website of Stream India, streamindia.net , from where the Stream India APK file (android version) was
downloaded.

0 S = [Doarioads O a4 »
LR W
Download Stream B T sl e | e a0 Lk |
AR it AMAAAR B vty e

India APK;

' Freah i vl . LA LT TR
1y ’ ' i L :

T e

Sarnwl bt OGvrw yomy

viL1ia | e

BACK IN CINLMAS

. S
) ..




STREAM INDIA

Share Our App Via Link %

Share App With Friends 3’
And Support Us Thanks /S 58

< A O )
= / ’ \\\\ .

Visit
- QO
SlRl:MINDIIL(Rl(KEI

=-an BET ON sf.,f__‘..
BMATCH CR'CKET a;:a; 0 .

Categories

Calale

Star Sports.. PAK Vs ENG  Road Safety..

HEE 2

L
STREAM INDIA

Categories

) 9

Sports India

Most Viewed

Star Sports.

Live Cricket Legend Lea..

IND Vs SA Join 1XBET...

s o —

Road Safety.,

PAK Vs ENG.
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Step 2: The Investigator then installed the Stream India APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
lication’s basic features are free to download and use.

AD . 05m Q
| . »
Filters « s
|' ll 7 &= -
O‘ Denee - ‘rcrosd AF! St 5 r Statis L , . —— E
O rorm factor » Io Google News 5% 71- 40125 1080x1820 420 Gewmotcn  On l") % Q e n
|
W Android API > -
-
4= Density >
1 sice >
; Source >

L2 Type here to s=arch " s - e < - Raming now
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite software to capture the data packets (network logs) of
the app.

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the
app was loading through https://centoserrbiatech.xyz/ (as shown in the below image).

l Owboce3 fargm Froe trute Ayt aamror Decosw Congaer 12T Lonan Pyt cphoes JInt wnsee Lo ' . Mmoo ° " ‘ 343

..... T MY aborr S peh ey by Optranr

s HBng (U5 At I SO Miaa Costovs Stream Inoa Q

. ract Wwreo ua Panes  fate famtar  Lgen MAK ype Denico T
- (SR S et SENT R S T IR o - L ] M " FIEE L4 e 4 T rTETT W 4 4\ nos
ad rrptvebdrwrcond iy anty 10 toe A 4 Paman ST ot g eien ‘ XX L] row HET WINNER
S5 Mpc e catyea et s penarp et o ot d 1] > BnOM -
_! uy P oL Sarved WAn! Suat "
- Mpa e onlap. gaede (um PO Sowhegobnd ‘ = o
- e o) amtet e o o wtvrad 2 Liyvnotavt g p d . now o
PR W it o] e TN gt pOY S atver AN Dt = = THE SEST ODOS ON ANY EVENT
M A W R AT Pt anr [ e Yy noa P ® OF YOUR CHOICE AT SIS TWINNER
&0 "y PO S YD NN = 4 AR N ; 1 sDM o
Ha My v estasint gy e T 1) now rew s PLAY AT THE MOLT RELIABLE
MY steeraced ot et 1aw S 1eetadots e v ! T ptintie ‘ o= “ non DOOKMACER WOSLDWIDE
e RILINTGLIpeJIcPeiam e - peand . ox tal e EN TP ROW AND SET VEIUT TRRET DIOSORIT IEIMLIE WP 9D W 802 1w
e 3 5 0 FLBOS MeOu LA Tt ey ot vt Loty P 1w
L HEs Vaterriedeh i ptispune e e ot O eriadla s Y D ttehm ' o= aar noM
& B T e e "o il ShAER 5 "
b PR/ WS I B0 MECECAINGH Pet (RO% CEONER G | s % "W
o L T T TR oy OO putie ) o 3 & ot !x DOWNLOAD -/
& ey stav et el arens 1oe o | & sePrris € o s tide 00 d "X THNT WM Thariiery e . ‘

e et «D M ategories
o

Regard Ay : - -
* Sorasta ¢ Brgamd Henn v g
T —— .

" - Sameror ety
Chgin Spurly ndu
"~ v - X -
Lxpiies: Tod. 42 N a0 = Most Viewed
] awin |
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Unexpected Error!

Unaxpected error occurred, Report isswe by
clicking Report
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on Stream India app

A a0
Vi K 58 o riasy s e WK AR
3 »

——_r

LY
)

Star Sports 1 Hindi

REGISTER 20 axw
AND GET LGN AERTs

X

Related

Yive Kabadi

EETLNAFIARAIEMN
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Whois Lookup | Find Out Who Owns a Domain - Namecheap https://www.namecheap.com/domains/whoi s/result?domai n=centoserrbi...

20

CONTACT US SIGN IN SIGN UP A=} INR

' , namecheap

mmm Ve stand with our friends and colleagues in Ukraine. To support Ukraine in their time of
need visit this page.

centoserrbiatech.xyz

Domains — Whois Lookup — Results

Whois results: centoserrbiatech.xyz is already registered. Want it? Make an offer now.

centoserrbiatech.xyz

TAKEN

Domain name: centoserrbiatech.xyz

Registry Domain ID: D331008832-CNIC

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-30T16:55:41.00Z

Registrar Registration Expiration Date: 2023-10-30T16:55:41.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

lof 4 03-11-2022, 14:24
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Whois Lookup | Find Out Who Owns a Domain - Namecheap

20of 4

21

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: alfafc57d7fb4ebbbddda801f4ba3dea.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: alfafc57d7fb4ebbbddda801f4ba3dea.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

https://www.namecheap.com/domains/whoi s/result?domai n=centoserrbi...

03-11-2022, 14:24



Whois Lookup | Find Out Who Owns a Domain - Namecheap https://www.namecheap.com/domains/whoi s/result?domai n=centoserrbi...

22
Tech Fax Ext:
Tech Email: alfafc57d7fb4ebbbddda801f4ba3dea.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com
Name Server: dns2.registrar-servers.com
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-11-02T22:54:22.527 <<<
For more information on Whois status codes, please visit https://icann.org/epp

Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com -
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, HD Streamz:

Step 1: The Investigator opened the official website of HD Streamz, https://hdstreamz.app/, from where the HD Streamz APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the HD Streamz APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the HD Streamz application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the HD Streamz app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was

loading through https://remoteconfig63616f1589¢18.firebasecloud.host/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

HD STREAMZ
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on HD Streamz app:
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N namecheap :

firebasectioud. host

Domains — Whois Lookup — Results

Whaois results: firebasecloud.host is already registered. Want it? Make an offer now

firebasecloud.host

Domain name: firebasecloud host

Reqistry Domain |D: D329677/456-CNIC

Reqistrar WHOIS Server: whois.namecheap.com

Registrar URL: http:/'www.namecheap.com

Updated Date: QO01-01-01T00:00:00,00£

Creation Date: 2022-10-23T22:45:21.00Z

Reqgistrar Registration Expiration Date: 2023-10-23T22:43.21.00Z

Registrar: NAMECHEAP INC

Regqistrar IANA ID: 1068

Registrar Abuse Contact Email; abuse@namecheap.com

Registrar Abuse Contact Phone: 419854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https./ficann.org/eppiserverTransferProhibited
Cromain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https:/ficann.org/epp#addPeriod

Reqistry Registrant ID;

htipa: (fwwwnamecheap. comidomalnsdahoiaesul foomaln=firebesecioud. host 14
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Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
f971374e4d9a4b22a8b85708d3244b5e.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: f971374e4d9a4b22a8b85708d3244b5e.protect@withheldforprivacy.com
Reqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: f971374e4d9a4b22a8b85708d3244b5e.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

>SS | act nindate af WHOIRQ Aatahace: 20N22-11-N3T2N 1024 377 <<<
https://www.namecheap.com/domains/whois/result?domain=firebasecloud.host 2/4
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For more information on Whois status codes, please visit https://icann.org/epp

Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.
4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions  Privacy Policy UDRP  Cookie Preferences
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LIST OF DOMAINS /URLs /IP ADDRESSES

1. https://centoserrbiatech.xyz/

2. https://remoteconfig63616f1589e18.firebasecloud.host/
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