813-07/LM-13/2022-DS-II

1/3065039/2022
BY EMAIL/DoT WEBSITE
Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)
No. 813-07/LM-13/2022-DS-II Dated:14-10-2022
To,

All Internet Service Licensees’

Subject: CS Comm 214 of 2022, Star India Pvt. Ltd. & Anr. V/s Ashar Nisar & Ors.
Before Hon’ble Delhi High Court

In continuation to Department of Telecommunications even no. letters dated
12.04.2022, 21.04.2022, 26.04.2022, 28.04.2022, 02.05.2022, 04.05.2022, 13.05.2022,
18.05.2022, 20.05.2022, 26.05.2022, 27.05.2022, 03.06.2022, 21.06.2022, 01.07.2022,
21.07.2022, 02.08.2022, 16.08.2022, 01.09.2022, 06.09.2022, 09.09.2022, 14.09.2022,
21.09.2022 & 04.10.2022; kindly find the enclosed Hon’ble Delhi High Court order dated

06! April, 2022 in the subject matter court case C.S. (Comm) No. 214 of 2022 along
with Fifty-Ninth (3 websites) list of additional websites/URLs, as provided by advocate
for the plaintiff in the case along with affidavit dated 06.10.2022 for compliance. DoT is
defendant No. 32 in the case.

2. Hon’ble Court in order dated 06" April, 2022 has, inter alia, directed that:

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers, affiliates, servants,
employees and all others in capacity of principal or agent acting for and on their behalf, or
anyone claiming through, by or under it, are directed to block access to the various Ul
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of the Documents or
such other Ul domains/websites that may subsequently be notified on Affidavit by the Plaintiffs
to be infringing/authorising infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon the
various internet and telecom service providers registered under it to block access
to the various domains/websites identified by the Plaintiffs in the instant suit at
S.No. 1 of the Documents or such other domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights.

3. Accordingly, in view of the above, all the Internet Service licensees are hereby
notified to take immediate necessary blocking action for compliance of the court order
dated 061 April, 2022 with respect toFifty-Ninth (3 websites)list of additional

websites/URLs as mentioned in the affidavit. Signed by Subodh Saxena

Date: 14-10-2022 20:06:31

Director(DS-Il)
Tel: 011-23036860
Email:dirds2-dot@nic.in

Encl: A/A



813-07/LM-13/2022-DS-II

17/3065039/2022

Copy to:

i. Sh. V.Chinnasamy, Scientist E (chinnasamy.v@meity.gov.in), Electronics
Niketan, Ministry of Electronics and Information Technology (MeitY) New
Delhi (Respondent no. 33) for kind information and necessary action.

i. DoT website.



* IN THE HIGH COURT OF DELHI AT NEW DELHI
+ CS(COMM) 214/2022

STAR INDIAPVT.LTD. & ANR. ... Plaintiffs
Through: Mr. Saikrishna Rajagopal, Mr. Yatinder
Garg, Ms. Shehima Jauhari, Mr. Angad Singh
Makkar and Ms. Sneha Jain, Advocates

Versus
ASHAR NISAR&ORS. ... Defendants

Through:  Mr.  Mohammad Kamran and
Mr. Brijesh Ujjainwal, Advocates for D-13

CORAM:
HON'BLE MS. JUSTICE JYOTI SINGH
ORDER
% 06.04.2022

IA N0.5336/2022 (exemption)

1. Allowed subject to all just exceptions.

2. Application stands disposed of.

IA N0.5337/2022 (u/O. Xl Rule 1(4) of the Commercial Courts,
Commercial Division and Commercial Appellate Division of High Courts
Act, 2015 r/w S. 151 CPC seeking leave to file additional documents)

3. Present application has been preferred on behalf of the Plaintiffs
seeking leave to file additional documents under Order 11 Rule 1(4) CPC.
4. Plaintiffs, if they wish to file additional documents at a later stage,

shall do so strictly as per the provisions of the Commercial Courts Act,

2015.
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5. Application is allowed and disposed of.

I.A. 5335/2022 (under Section 80 read with Section 151 CPC)

6. Since there is an urgency in the matter and the matter is being heard

today, Plaintiffs are exempted from serving Defendants No.24, 27, 32 and
33 with advance notice.
7. For the reasons stated in the application, the same is allowed and

disposed of.
CS(COMM) 214/2022

8. Let the plaint be registered as a suit.

9. Issue summons.

10. Mr. Mohammad Kamran, learned counsel enters appearance on behalf
of Defendant No.13.

11.  Written statement be filed by Defendant No.13 within 30 days from
today alongwith affidavit of admission/denial of the documents of the
Plaintiffs.

12. Replication thereto, be filed by the Plaintiffs within 15 days of the
receipt of the written statement alongwith an affidavit of admission/denial of
the documents filed by Defendant No.13.

13.  Upon filing of process fee, issue summons to the remaining
Defendants, through all permissible modes, returnable on 13.07.2022.
Summons shall state that the written statement shall be filed by the
Defendants within 30 days from the receipt of summons. Along with the
written statement, Defendants shall also file affidavits of admission/denial of
the documents of the Plaintiffs.

14.  Replication be filed by the Plaintiffs within 15 days of receipt of the

written statement. Along with the replication, an affidavit shall be filed by
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the Plaintiffs of admission/denial of the documents filed by the
Defendants.

15. If any of the parties wish to seek inspection of any documents, the
same shall be sought and given within the timelines.

16. List before the Joint Registrar on 13.07.2022.

17.  List before the Court on 25.08.2022.

I.LA. 5334/2022 (U/O 39 Rules 1 and 2 read with Section 151 CPC)

18.  Issue notice to the Defendants.

19.  Mr. Mohammad Kamran, learned counsel accepts notice on behalf of
Defendant No.13.

20.  On steps being taken, notice be issued to the remaining Defendants,
through all permissible modes, returnable on 25.08.2022.

21. Itis averred in the plaint that Plaintiff No. 1 is a leading entertainment
and media company in India engaged, inter alia, in the production of
popular content broadcast on its STAR Channels (such as Star Plus, Star
Sports 1, Star Gold, Star Jalsa, etc.) and is an exclusive licensee of media
rights to various sporting events which are also broadcast on its Star
channels such as the ongoing TATA Indian Premier League 2022. Plaintiff
No.1 also claims to be a leading film production and distribution company.
Plaintiff No. 2, it is averred, owns and operates the online audio-visual
streaming platform and website, ‘www.hotstar.com’ and the mobile
application, ‘Disney+ Hotstar’ which enables viewers to watch content such
as serials (including content of STAR Channels) and programs, films, sports
content including live sporting events, trailers of upcoming films and serials,
international content through the medium of the internet.

22. Plaintiffs claim to have exclusive rights in the aforesaid works by
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virtue of provisions of Section 14(d) of the Copyright Act, 1957, including
inter alia the rights to publicly exhibit and communicate the said content
through any medium or mode, including on STAR Channels or Disney+
Hotstar. It is pleaded that by virtue of the exclusive media rights granted to
the Plaintiffs, they broadcast and communicate to the public, live, delayed,
highlights, clips and/or repeat telecast of numerous sporting events inter alia
the ongoing TATA Indian Premier League 2022 in India through Disney+
Hotstar and also through their STAR Channels. Plaintiffs claim to be the
sole and exclusive owner of the Broadcast Reproduction Rights in relation to
the aforesaid broadcasts of sporting events, communicated through the
STAR Channels and Disney+ Hotstar, in accordance with Section 37 of the
Copyright Act, 1957.

23. Learned counsel appearing on behalf of the Plaintiffs submits that it
has come to the notice of the Plaintiffs that their exclusive rights in the
aforementioned content, i.e. movies, general entertainment content
(television shows, web-series, etc.) and sporting events inter alia the
ongoing TATA Indian Premier League 2022, were and are continuing to be
infringed by Defendants No.1-12 herein. It is specifically averred that
Defendants No. 1-12 are infringing and/or facilitating/enabling/authorising
infringement of the Plaintiffs’ exclusive rights under Sections 14(d) and 37
of the Copyright Act, 1957, by reproducing, storing, transmitting,
communicating, making available for viewing or providing access to the
Plaintiffs’ aforesaid contents/works.

24. It is further contended that Defendants No. 1-6 (hereinafter referred to
as ‘Rogue Apps’) are third-party Android-based mobile applications that

communicate, make available for viewing and provide access to content,
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free of cost (or at minimal subscription) and without any authorisation from
various right owners, including the aforesaid content of the Plaintiffs. It is
also contended that the download, distribution and use of these Android-
based mobile Apps, such as the Rogue Apps, occurs through a
APK(Android Package Kit) file format. These Rogue Apps are completely
illegal apps and have no permission or authorization to reproduce, store,
transmit, communicate or make available for viewing and provide access to
any of the Plaintiffs’ content. The intent and purpose of these Rogue Apps is
clearly to exploit copyright-protected works of the Plaintiffs’ content and to
provide an alternative to legitimate sources to the user such that the user
does not have to pay for enjoying the content.

25. It is averred in the plaint and argued by the learned counsel that
Defendants No. 7 to 12 (hereinafter referred to as ‘Rogue Websites’) are
third-party websites which serve as a repository of .APK files, that provide
access to users of Android based mobile Apps such as the Rogue Apps.
Differently put, the user who is looking for a specific Android based App
that will provide access to infringing content, would typically be in a
position to download such an App from the .APK file provided by the
Rogue Websites. Hundreds of Android-based mobile Apps including most
of the Rogue Apps are available for download on these Rogue Websites. It
Is further contended that the Rogue Websites, used to distribute numerous
rogue Android-based mobile Apps, have been developed only to enable the
download of the application file for such Apps, such as “RTS TV”, “Stream
India”, etc. and are solely instruments/vehicles of infringement which are
indulging in the illicit business of communicating/making available

infringing content. Thus, according to the learned counsel, Plaintiffs have
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reason to believe that the owners of the Rogue Websites, which are
distributing the aforesaid Apps, are the owners of/affiliates of the owners of
said Apps.

26. It is next contended that Defendants No. 1-12 continue to infringe the
Plaintiffs’ exclusive rights with respect to films, general entertainment
content and sporting events, including but not limited to the TATA IPL
2022, which has commenced on 26.03.2022 and shall conclude on
29.05.2022.

27. Itis brought out by the learned counsel that Defendants No. 13-22 are
the domain name registrars of websites/Ul domains of Defendants No.1-12,
as captured in paragraph 81 of the Plaint and have been arrayed for the
limited purpose of revoking/cancelling the domains of Defendants No. 1 to
12 as also to seek disclosure of the registrant details and billing details of
these Rogue Websites/UI domains, so that the exact identity and location of
the owner of these domains can be confirmed and discerned.

28. Learned counsel submits that Defendants No. 23-31 are Internet
Service Providers which have been arrayed for the limited purpose of
disabling access into India of the Rogue Websites/domains/Ul along with
the creators/developers of the Rogue Apps identified in the present suit or
any other website/UI/App identified by the Plaintiffs on Affidavit.
Defendants No. 32 and 33 are the Department of Telecommunications
(‘DOT’) and Ministry of Electronics and Information Technology
(‘MEITY”), which are Government departments and have been arrayed for
the limited purpose of issuing notifications calling upon the internet and
telecom service providers to block access to the Rogue Apps and the Rogue

Websites, identified in the present suit as also such other websites which are
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subsequently discovered to be infringing the rights of the Plaintiffs. No
formal relief has been sought against the Defendant No. 13-33.

29. It is further contended that Defendants No. 1-12 are anonymous
entities/websites and the details of their owners are hidden or forged/
Inaccurate and that these entities/websites are vehicles of infringement that
engage in flagrant violation of the intellectual property rights of the
Plaintiffs. It is claimed that due to the nature of internet, which offers
anonymity, these entities/websites systematically engage in violation of
intellectual property rights of the Plaintiffs. Thus, the contention is that
Defendants No. 1-12, i.e. Rogue Apps and Rogue Websites, are
predominantly engaged in violating third party rights.

30. Having heard learned counsel for the Plaintiffs, this Court is of the
view that Plaintiffs have made out a prima facie case for grant of ex parte
ad-interim injunction. Balance of convenience lies in favour of the Plaintiffs
and they are likely to suffer irreparable harm in case the injunction, as
prayed for, is not granted.

31.  Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are
discovered during the course of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the infringement of the
Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights),
their owners, partners, proprietors, officers, servants, affiliates, employees,
and all others in capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing, reproducing,

streaming, broadcasting, re-broadcasting, causing to be seen or heard by
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public on payment of charge and/or making available for viewing, the
Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS
TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other
App, including ones whose names/branding/trademark recall is deceptively
or substantially similar to the Rogue Apps identified hereinabove,
amounting to infringement of the Plaintiffs’ copyright and Broadcast
Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other
websites/entities which are discovered during the course of the proceedings
and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights,
copyrights and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
by or under it, are restrained from in any manner infringing and/or
authorising the infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming and/or making
available for viewing and downloading, without authorization, on their
websites or other platforms, through the internet in any manner whatsoever,
the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights,
copyrights and Broadcast Reproduction Rights, till the next date of hearing;

C. Defendant No. 13, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in the capacity of principal or
agent acting for and on their behalf, or anyone claiming through, by or under
it, are directed to de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4 (picasotv.com), Defendant
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No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 2 (rtstvapk.xyz and rtstv-app.com);

e. Defendant No. 15, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app), Defendant No. 2 (xtsaiful.xyz), Defendant
No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and
Defendant No. 10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent

acting for and on their behalf, or anyone claiming through, by or under it,
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are directed to de-activate/suspend the domain name registration of the
Defendant No. 5 (www-streamindianew.xyz);

I. Defendant No. 19, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu and adhkjgfyufsf.najfilmy.eu);
J. Defendant No. 20, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

K. Defendant No. 21, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori.workers.dev);

l. Defendant No. 22, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m.  Defendants No. 23 to 31, their directors, partners, proprietors,
officers, affiliates, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
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by or under it, are directed to block access to the various UI
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of
the Documents or such other Ul domains/websites that may subsequently be
notified on Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling
upon the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documents or such other domains/websites
that may subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights.

32.  Order be given dasti to learned counsel for the Plaintiffs.

33.  Provisions of Order 39 Rule 3 CPC shall be complied with by the

Plaintiffs, within a period of two weeks from today.

JYOTI SINGH, J
APRIL 06, 2022/yg
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ...Plaintiffs
Versus
Ashar Nisar & Ors. ...Defendants
INDEX

. | Affidavit of Ms. Diksha Snehal dated 6™
October 2022 with respect to additional 1-12
list of 3 domains / URLs / IP Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for viewing the
Plaintiffs’ Content

2. | Annexure A: Additional list of 3 domains
/ URLs / IP Addresses

3. | Evidence with respect to additional list of
3 domains / URLs / IP Addresses that are | 14 - 44
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content

13

Yatinder Garg / Snehima Jauhari / Angad S. Makkar
(D/1330/2015) / (D/2733/2017) / (D/3579/2021)

Place: New Delhi Saikrishna and Associates
Date: 6™ October 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003
+91 9999064036
yatinder@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ...Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and
declare as under:

1. That, I am the Authorized Representative of the Plaintiffs in the

F_‘__‘-‘H""‘“. ) )
/6‘ AR }t\pisent suit and as such I am conversant with the facts and
S
/ ALAKA WY **"‘ umstances of the present suit and competent to depose in
1.": .}_.'{:5‘-:;..\!0‘ ’
\ \ 11081201 Qi‘?&:ct thereof.
‘\@{‘) N Y,
N Lr}'“‘“"‘? N
4O 7 I state that [ am aware of the present suit and the order dated

106.04.2022 whereby the Hon’ble Court was pleased to pass
an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed.
a. Defendants No. 1 to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and

notified on Affidavit by the Plaintiffs to have been



infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark recall is deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadcast Reproduction Rights, till the next
date of hearing;
b Defendants No. 7 to 12, on both ‘http’ and https’ (and
such other websites/entities which are discovered during the
A/ ,clc')t'urse of the proceedings and notified on Affidavit by the
-f__:."'_lfslainnyj"[s* to have been infringing/authorising the
infringement of the Plaintiffs’ exclusive rights, copyrights
and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing and/or authorising the
infringement by inter alia facilitating and materially

contributing to the communicating, hosting, streaming



and/or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

c. Defendant No. 13, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
\ Defendant No. 2 (rtstvapk.xyz and rtstv-app.com),

e Defendant No. 15, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 1 (mninjatv.app), Defendant No. 2
(xtsaiful.xyz), Defendant No. 5 (globalnewsgeeks.xyz),
Defendant No. 7 (apkdevil.com) and Defendant No. 10

(apkpot.com);



f. Defendant No. 16, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name
registration of the Defendant No. 5 (www-

,&.f“—’ 5;\ streamindianew.xyz);

n; o

/ U\““”{H .1'(. \Defendam No. 19, its directors, partners, proprietors,
P.

oﬁcer& affiliates, servants, employees and all others in

pei \ ; }J-{-,i-;u 24 / wpac ity of principal or agent acting for and on their behalf,
! 'r.'{’ % o &t / . by
\ 5‘\;}; | /g/ . *'or anyone claiming through, by or under it, are directed to
T. O~

de-activate/suspend the domain name registration of the

Defendant No. 4  (jfskkfsjfsksdey.najfilmy.eu  and
adhkjgfyufsf-najfilmy.eu),

J. Defendant No. 20, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,

or anyone claiming through, by or under it, are directed to



de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori.workers.dev);

l. Defendant No. 22, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on

T ra~._  their behalf, or anyone claiming through, by or under it, are

AMRY
Q/‘”'”"“‘ gwdtrec!ed to block access to the various Ul domains/websites
PP \ identified by the Plaintiffs in the instant suit at S.No. 1 of the

DJ)cuments or such other Ul domains/websites that may

A\ ‘;\L - k,‘;';;su.{meqr,lem'ly be notified on Affidavit by the Plaintiffs to be

L W infringing/authorising infringement of its exclusive rights;
and
n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. 1 of the Documents or such other

domains/websites that may subsequently be notified on



Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights.”

3. I state that in order to protect and enforce its exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“STAR Channels”), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant

———

0« AR i:,wit (i.e., Defendant Nos. 1 to 6) and gather evidence of their
@ﬂpﬂgﬁ
f\.'.'-‘i".".'- A

"i!zn}‘ringing activity. I state that the following user interface (UI)

puM :
mains / websites have been identified by the investigation

2 ency engaged in illegally communicating the Plaintiffs’
Content, including but not limited to the content made available

through the Plaintiffs’ STAR Channels, through the Rogue

(Defendant No. 2)
2.| https://saaaad.xyz/ Abbasi TV




(Additional rogue app
blocked vide affidavit
dated 20.06.2022)

3.| http://cricpkO1.cf CricPK

(Additional rogue app
blocked vide affidavit
dated 19.05.2022)

4. 1 state that the from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned 3 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs’ STAR Channels. 1 state that the
Plaintiffs are the exclusive right holders for Plaintiffs’ Content,

/ VAR })T\udmg but not limited to the content made available through

{/ " pL KA BN r‘""t e’ﬁamtlffs STAR Channels, for the worldwide territory and
| [,_:_l.‘!f'r'.‘ A

\_:-"'. “ll.li.:_".;l \.' ‘q‘ ==
\ X pel :‘LE ;!gi‘;i'.r;uf«“ / ‘.;j--_!,f
\{3‘: P g(i}/ Webssites to communicate and or make available for viewing the
)

Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs’ STAR Channels.

5. I state that the Plaintiffs are not aware of the owner(s) of these
3 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.
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6. I state that in terms of the following directions passed by this
Hon’ble Court, vide order dated 16.04.2021, ex parte ad-
interim order dated 06.04.2022 (reproduced herein above) is

also applicable on the above mentioned 3 domains / websites.

“31. Accordingly, the following directions are passed.:

a. Defendants No. 1 to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights; copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of

principal or agent acting for and on their behalf, or anyone

.N\dafmmg through, by or under it, are restrained from in any
l‘ (X

| mdnner communicating to the public, hosting, storing,
*rjéproducmg, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark recall is deceptively or

substantially similar to the Rogue Apps identified



hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadcast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs’ exclusive rights, copyrights
and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained

from in any manner infringing and/or authorising the

\(ﬁ'mgemem by inter alia facilitating and materially

cgh!rtbutlng to the communicating, hosting, streaming
o~ J'

through the internet in any manner whatsoever, the
Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

XXX



m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internet and telecom
service providers registered under it to block access to the
.gg\\\«tg \ various domains/websites identified by the Plaintiffs in the

o DL i 3
) I“:I -.;-_\_ \ Il

i* 93 o Cn0t® «'| instant suit at S.No. 1 of the Documents or such other
RES 2 ':“.'.'._'I ‘:‘J', [ =vcf
Gy A=/ domains/websites that may subsequently be notified on

Uy o8

Affidavit by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights.”

7. 1 state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. I
downloaded the same onto the computer (Intel (R) Core (TM)

15-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is

10



regularly used by me in the ordinary course of business and

thereafter, shared the same with the Plaintiffs’ Counsel.

8. I am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

9. In particular, I confirm:-
a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic

records. The relevant information from the websites and

it | me in the course of activity of the Plaintiffs. [ have a lawful

. I' ._,. “1 |
) (3 i ] |

Al BV el e 1 i
Pes ';’*,3.11'0”“*' i "'/;;-h ~control over the use of the said computer system by virtue of

Ly g
WA

SR

. _gff,f’/ my capacity in the organization.

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating

properly and the electronic records and their accuracy and

11
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contents have not been altered and tampered with in any

manner whatsoever.

d) That the information contained on the computer outputs is

:'-Q.-.,""’/" \ .an exact replica and has been produced from the original
PN\ 8 b
N

-« e

& ol 4 _ | - ! j
ve. ¢ ot 5 . . .
\";3\ o 21197 /‘ ' contained on the electronic records therein. H
” \\ o g\bﬁ\/\

G ~~~~~~~~ ’: '\a\.; -__/_/
N fo) 9% DEPONENT
VERIFICATION

oponert WO 060CT 2022

g v
11‘3:“‘:2;‘3 B'N ﬂ?erlﬁed at New Delhi on this the __ day of October 2022 that the
na

contents of the above said Affidavit are true to the best of

knowledge, information and belief and nothing material has been

concealed therefrom.

pin 41

SERTIFIED IRA
Sri/Smi/Rm, ..l M0

5fo, Wi, ... ; DEPONENT
=/o

Ichentifics? bz % M

has Swugn:

New Deini o 3 \j .
That the contenis o to s wnvit Wik ndue
been read & explaines iu niin are tphe and
Correct to this knowleuge

N Publc

'060CT 2022



ANNEXURE A: LIST OF DOMAINS / URLs / IP

ADDRESSES

https:/rtstv2.tk/

https://saaaad.xyz/

http://cricpkO1.cf

13
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTS TV:

Step 1: The Investigator opened the official website of RTS TV, https://rtstv.app/, from where the RTS TV APK file (android version) was downloaded.

15310009 3 QL w @ 1531002 @ “w153100 2@ 3@

9
-

(O @ rtstvapkxyz

Or1s1v =

{0 @ rtstvapkxyz ®

v File downloaded Open
(4.97 MB) rtstvapk.xyz

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV
Without Buffering

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV

Without Buffering

Choose where to download
4.97 MB

B RTS_TV.8.1.apk

RTS TV APP 8.1

] Downloads

RTS TV APP 8.1

D Don't show again

Cancel Download

DOWNLOAD DOWNLOAD

DOWNLOAD DOWNLOAD

[
U
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o EE)

© rs TV @ rrsTv

Do you want to install an update App installed.

to this existing application? Your
existing data will not be lost.

CANCEL  INSTALL DONE OPEN

v8.1

RTSTECH.NET
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

*xEBExx®9PO9ODD

(0]@)] | Genymotion

e Piben2

€
Filters : Q, Search Apps
O‘ VP Deviee ~ LEPIUDPUITS LIVE VeELTY NEnu Ty Wiy Ty wEsSayIny VIOV AT
0 rorm factor > o Google Pixal €
I Android APT > Iﬁﬂ <7
e Root & nirga
TE Density >
AR Sic AX Bl iazi TV Nika TV Ninjs
t',, e N e Samsung Galaxy 56 MR Mus MX Player Niazi TV ika TV linja TV
; Source > .
- -
/ ») _, §
NTTV 2.0 Package Viewer Phane Picaso Ty Pikashow
2 \y
. —
=0 =.
Play Store Rapid Streamz RedBoxTV Root Certificate Manager RIS TV Search
® G
=streamz |
| ——
4 i
Settings SponEM Stream India Stream World STREAMZEE Superuser
o @ @ »
i i -
o e -
Sports Live ThopTV ThopTV TN Pirates TV TN Pirates TV VLG
N
Ui
1 - = — - ENG = i 0342 P14
l= p [ = m D @ - e u : 0 G | @ ! N T 2 @
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https://rtstv2.tk/ (as shown in the below image).

Dashbosrd Target Progy Intruder Repester Sequencer Decoder Compater Logger Extender Froject aplians User options Leam

Intercept HITP history WebSockets histary Cptions

Fiter: Hiding CS5, Image ana general binary content 1©)
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53 . GET { v 28 v
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80 hitps//config.unityads.un. .. Awebview/a.0 07 deS63hTeaT3E . 1754432 HTML him! Unity &ds WebView v
61 hitpsy/isiv2te /mainapi/channels.phpfeat=cric.. 7141 script php v
hitps/finfoevert.mabilea... /nfoerent/apifv1.0finfo 160 v
Antoevent/opiy 160 v
/priacy/4351607/state v 281 JSON v
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httpsy/puslisher-confi v 5806  JSOM v 35186218215 —
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L_SE Inspector L D X E
1 CET /wainapi/chamels.php?eat=cricket HITI/Z 1 HITIPSZ Z00
= x pones s Request uery Parameters 1~ PAKISTAN KOLKATA

ing: gzip, deflace chat <o =UTF-8

: ckhttp/1.9.3

Request Headers & v

Response Headars 16 ~

<l Reterrer-Policy:

S Ct-Cache-Starus: DDIAMIC

()

Live Events Radio

0B <] = 50 > = Freesfor personat use
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
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Step 5: Evidence of infringement of the Plaintiffs’ content (viz, ACC Asia Cup 2022) on RTS TV app:

“w202100

Please share RTS TV app....If the RTS app does n

Similar Channels

IGrv i
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Home > Whois Lookup > RtsTv2.tk

Whois Record for RtsTv2.tk

= Domain Profile

Registrar Status taken

Name Servers ELINORE.NS.CLOUDFLARE.COM (has 25,952,368 domains) ~

KEANU.NS.CLOUDFLARE.COM (has 25,952,368 domains)

Tech Contact —

IP Address 162.0.217.64 - 150 other sites hosted on this server ~
IP Location [E] - California - Los Angeles - Namecheap Inc.

ASN [E]AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011)

IP History 1 change on 1 unique IP addresses over O years ~
Hosting History 1 change on 2 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-10-02 )

%
%
%
%

NOTE: The registry for this domain name does not publish ownership
records (whois records) in the standard format. This data
represents the most likely status of the domain based on
information provided by the Internet's domain name servers (DNS).

domain: rtstv2.tk

status: taken

nameserver: elinore.ns.cloudflare.com
nameserver: keanu.ns.cloudflare.com

%

For more information, please visit http://www.dot.tk

omain ioois Ir'is ki

Pivot Engine

Narrow Search

DBerNet:Sell My Personal Infor

The gold-standard Internet :
intelligence platform

Exclude

02-10-2022, 16:30
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© -9 domains share this valve. q

Learn More

Tools

| Hosting History |
Monitor Domain Properties | - |
\ Reverse IP Address Lookup | - ‘
| Network Tools | - |

\ Visit Website \

‘ & Preview the Full Domain Report ‘

Index of /
Name -+ Last Modified Size
B cgi-bin 2022-09-28 13:16

Proudly Served by LiteSpeen Web Server at ristv2 tX Port 443

tmogs Supplisd 3y Demainlaais.cav

View Screenshot History

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more
information. (3rd party site)

[ |Taken domain.

[ |Available domain.

DDeIeted previously owned domain.

| RtsTv2.com Buy Domain
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Abbasi TV:

Step 1: The Investigator opened the ABBASI TV, https://nextalerts.com/abbasi-tv-apk10, from where the following URL of ABBASI TV APK file (android
version) was downloaded.

= C & nextalerts.com/abbasi-tv-apk10 = ¥ 2 % 0O ‘:‘

Apps Games Live IPL 2022 Whatsapp Mod Tv Show More

Turn Off Ads

Get Faster Browsing with No Ads

Total AdBlock Install >
TOTAL Adblock

C‘ﬁ il Abbasi TV APK 12.0 Download for Android
g8 (Latest Verion)

4.6,/‘5 Are you a fan of many TV shows? Do you watch a lot of TV? Abbasi TV APK, you can watch free movies, and TV shows are available to watch now.
Votes: 3 Watch Pakistan’s top live free TV application.
Repor H .
O Report Version Updated Size

ﬂ AL Type here to search i 2 A ) v A O ®m F dx ENG
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- C @& nextalerts.com/abbasi-tv-apk107download=links = Y 2 % 0O f’ :

Apps Games Live IPL 2022 Whatsapp Mod Tv Show More ~

Abbasi TV APK 12.0 Download for Android
(Latest Verion)

B X
Telegram
4.0;.5 Fasi and secure deskiop app

Votes: 3 For windows 7,8,10. 32/64 bit
O Report from n PC APP STORE™

-- Windows 11/10/8/7

Ly =)

PC APP STORE" Open >

Download links

= Download Abbasi TV APK

U Nextalerts.com

A ; Follow me on Instagram

15:45

H L Type here to search i ! W J NG NG oo BB
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e C @ nextalerts.com/abbasi-tv-apk10?download=links&opt=1 = Y 2~ % 0O f‘ :

Apps Games Live IPL 2022 Whatsapp Mod Tv Show More v

@6 il Abbasi TV APK 12.0 Download for Android
| (Latest Verion)

Telegram

4.0/,5 Fast and secure desklop app
Votes: 3 For windows 7,8,10. 32/64 bit
@ Report from @E PCAPP STORE™

.- Windows 11/10/8/7
LU=

PC APP STORE" Open >

Download link - Download Abbasi TV APK

ﬂ L Type here to search i - / AGE LI NG oo B

15:45




- C @& nextalerts.com/abbasi-tv-apk107download=links&opt=1 = Y # % 0O ?’ :

Apps Games Live IPL 2022 Whatsapp Mod Tv Show More ~

Abbasi TV APK 12.0 Download for Android
B (Latest Verion)

P>
Telegram
4.05 Fast and secure desklop app
Votes: 3 For windows 7,8,10. 32/64 bit
0 Report from n PC APP STORE™
== Windows 11/10/8/7
PC APP STORE Open >
Download link - Download Abbasi TV APK
@ Abbasi-TV-11.0-N...apk A Show all X

. ; \ < = 15:46
L Type here to search : ; A G @ T dx ENG

08-04-2022 53




Step 2: The Investigator then installed the ABBASI TV.apk file on “Genymotion”.

28

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

[0]0) ‘ Genymotion

Filters L X
Q

D Form factor >
Il Android API >
j_.—: Density >
'b‘. Size >
z Source >

H L Type here to search

My installed devices

Type Device ~

o Google Nexus 5X

20 Google Nexus 5X (1080x1920, 420dpi) - 192.168.14..,
HEERANRA

Q Search Apps

BiRE =

Abbasi TV Adrar TV Amaze API Demos
—
| 1
~
B ’
Calendar Camera Clock Contacts

B >

Dark TV DarkBoxTV  Dev Settin Dev Tools

q// o
Emai Gallery Gestures B.. Lepto Spor
@ e O';'
L wsaon 10 L
MR.tv Music MUSKAN T Phone

S Q
© @

W

== O
V4iH523

-

Calculator

Custom Lo..

o

Downloads

Messaging

Play Store

A G O @ T dx ENG

Source Status

Genymotion on :

14:53
08-04-2022 53
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Step 3: Prior to launching the ABBASI TV application, the Investigator launched “BurpSuit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and enabled
TCP port traffic accessed from, to, or via the local computer.

The Investigator conducted a dynamic pen-test on the ABBASI TV application. As a result, it was observed that the UI was loading through https://saaaad.xyz/

Dashboard Target Proyy Intruder Repeater Sequencer Decoder Comparer Logger Extendar Project aptiens
User options Learn
Intercept HITP history WebSockets history Options
Fitter: Hiding CSS, image and general binary content @
# Host Methed URL Params Edited Status Llength MIMEtype BEdtension P Title
Sl T gy S e S A e v s (o St v aiire
596  hitpsi//configvz.unityads... POST  /privacy/4717003/state v 405 297 JSON 35.186.218.215
595  hitpsi/sdk-diagnostics pr.. POST  A2/metrics v 201 152 35.227.196.107
594  hitpsi/configv2.untyads... GET Awebviews/4.2.0/release/config.js.. v 200 732 JSON 1son 35.126.218.215
593 hitpsy//sdk-diagnostics pr... POST M2/metrics v 201 152 35.227.198.107
592  hitpsy/infoevent.mobilea.. POST Jinfoevent/apiv1.0/info 200 160 168.138.175.222
591 hitpsi/saazad.yz GET /newapi/home_new,php 200 3342 JSON php 192.84.117.150
590 hitpsi//infosventmobilea., POST  /infoevent/apiv1.0/info 200 180 168138175222
589  hitpsi//android.apis.gooq... POST  /c2dm/register3 v 200 525 text 142,250.77.206
588  hitps:/infosventmobilea.. POST  /infoevent/apiv1.0/info 200 160 168.138.175.222
585  hitpsi/saazad.ayz GET /newapi/app.php 200 898 JSON php 192.64.117.150
o fedhe e SRR SR Y G TR § ~rr do dooe che doke fomi At O (made e ’ ann aarnn Lty 4rn4an 4= Ann

= = Inspector ) = - @&

Request Response
Raw Hex = | _Pretty Raw Hee v 8w = Request Attributes 2
1 CET /newapi/home new.php HTT?/Z 7 Server: LiteSpesd
2 Host: saaaad.xysz 2 ¥-Turbo-Charged-By: LiteSpeed
3 Auchorization: 5 ¥-Frame-options: SAMEORIGIK Request Headers T -
CFwSBz42CwyoyDREE £2 00V8 3p 2 SUTYRLCDy IS 10 X-Xss-Drotection: 1; modeszhloclk
¥wO PHnp RLUvVE LWt SYKmCFEVXLr aZ fySsByics i1 >I-Contez:t-'!vx>e-3vtions. nosniif Response Headers 12
S 12 strict-Transporc-Security: IND vs SA PAK vs ENG
4 Accepc-Encoding: gzip, deflate nax-age=31535000; includeSubDomains;
S User-Agent: okhttp/4.10.0 preload;

3 Referrsr-Policy:
no-refarrer-when-downgr ade

{"slides": [{"id":"1" "image": "hotps:\/

/encrypted-chnd.gstatic. com' /images?q
=thn:ANd9GcRiKam ykVgPSIPTDonpFdy0OBgIS
TEG7TTANbgRusay ", "slug":"indvsa" "l
inke':"", Moype':"0"), {"id": "53","image"

D € (3] | s omatches (DB} € [ | sarc 0 matches

= - . = i 201PM
H £ Type here to search e i (@) = @) ™ 8 = $ @ 4 B 3rc A D 10/1/2022 B




Step 4: After blocking the aforesaid domain, the rogue app failed to load, as evinced below:

2R ICET | K

Oops.... i(

Unexpected error occurred. Please
refresh the page!

30



Step 5: Evidence of infringement of the Plaintiffs’ content (viz South Africa Tour of India 2022) playing on ABBASI TV App:

2
<
25

e for personal

g | B - v % =

31
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’ @1, namecheap

Whois Lookup

saaaad.xyz

Domains — Whois Lookup — Results

Whois results: saaaad.xyz is already registered. Want it? Make an offer now.

saaaad.xyz

Domain name: saaaad.xyz

Registry Domain ID: D325434394-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-09-30T12:44:51.00Z

Registrar Registration Expiration Date: 2023-09-30T12:44:51.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Regqistrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=saaaad.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
2b8e754baed4b451994ee6a33ed/be87f.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 2b8e754baed4b451994ee6a33ed/be87/f.protect@withheldforprivacy.com
Reqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 2b8e754bae4b451994ee6a33ed/7be87f.protect@withheldforprivacy.com
Name Server: dnsl.namecheaphosting.com

Name Server: dns2.namecheaphosting.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-10-02T07:12:58.20Z <<<

FAar mnare infarmatinn nn \Whanic ctatiic rndec nleace vicit hittne'//icann ara/enn
https://www.namecheap.com/domains/whois/result?domain=saaaad.xyz 2/4
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T IV VT HTUNIVT T VT VIV IVEO QLULUO WYL D, PUICUOC VIOILU IO [ IaUL T LV Y Vv

Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.
4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions  Privacy Policy UDRP Cookie Preferences

https://www.namecheap.com/domains/whois/result?domain=saaaad.xyz 3/4
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WE SUPPORT

Serving customers since 2001.

Payment Options

5 | secrico

https://www.namecheap.com/domains/whois/result?domain=saaaad.xyz 4/4



Modus operandi for Investigation into the illegal and infringing activities of the rogue app, CricPK:

Step 1: The Investigator opened the official website of CricPK https://circpk.live
https://github.com/kanhartube/CricPK/blob/main/CricPK 1.1.4.apk?raw=true from where the CricPK APK file (android version) was downloaded.

©,15:040 0 0 A R ©,15:040 © O & * i @ %©,15:040 0 O & $ T )
0 @ github.com/kanhartube/ : 0 @ github.com/kanhartube/ :

File downloaded
¥ (7.32M8) Open
raw.githubusercontent.com

Choose where to download
7.32 MB

B CricPK_1.1.4.apk

A File might be harmful

@ Downloads

Do you want to download CricPK_1.1.4.apk
anyway?
D Don't show again

Cancel Download

Cancel Download anyway

J

36

and



%n15040 o D 2

@ CricPK

Do you want to install this

application?

CANCEL

INSTALL

% 15040 0 D 2

@ CricPK

App installed.

DONE

OPEN

015050 0 O 2 e = E)

Welcome Message

All the channelltem working fine,
if any channel dose not work, than
kindly use VPN.

Agr koi channel na chal rha ho to
VPN use kren.

CONTINUE

DON'T SHOW AGAIN

37
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Step 2: The Investigator then installed the CricPK APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

A EwLNNOPSR -EEEYE @Y N @ V4 a3

MR & 2

n - ‘fj Lo =

Abbasi TV Adrar TV AK TV Amaze AP mos Bha IPL
)
e 4 v © &
Caleulato Calendar = Chatur Player ChaturTV 2.0 Cinema HD V2 o
_ N

DK D% o D%
9 € ,, | -

Clock ricPK ustor Cale Dev Setting Jev Tools

| =K

Drama Live

© I
Q]

%) e

MmO EQe - CBDESO0HED : ~m@m@ o s
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Step 3: Prior to launching the CricPK application, the Investigator launched “Burp Suit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and enabled
TCP port traffic accessed from, to, or via the local computer.

The Investigator then launched the CricPK app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the app was loading
through http://cricpk01.cf (as shown in the below image).

Uasnnoarg rarget HToxy inruaer Kepeater dequencer vecoger Lomparer wager aenasr Frojed opuons User opuons Leam
Intercept  WTTPhistory  WebSockets history  Options
Filter: Higing 5, Image and general binary content ©)

- Hast Method URL Params  Eddted Status Length MIME type Extension Title Comment TS
nitpsiiauction-loas.unityads unt,. POST MEIgames432 requestsiiar., v 200 BoN v
hitps//publishec-config.unityads... GET  /game: 0o5/configuration®.. 200 150N v
nitps://contigv2.unityads unity3d.... POST  /priacy 96/stite v 202 150N v
nitps://eontigvZ unityads unity3d.... GET Srebrnievi/d 2.1 /rel=ase/contigs... v 200 1SoN json v
NiLos /LD GET  /apihemepho 200 50N php v
nitps/jandroid apiz.google.com  POST  /camregister? v 200 et v
hitpsi//cnpkdt.of GET ‘api/anp_data.php 00 son php v
nitpsytechotunep snewxz GET /home Json 200 1500 Json v

& hitpsi/techotunerapsnewyz GET Jadjson 200 JSON json v

45 nitpsvtechotunerapsnewsz GET  /appuson 200 150 Jeon v

42 hitps/firebasersmoteronfig goo.. POST  Mri/piojects/523750100334/nam.. v 200 soM v 14225

41 s appserd... GET /adsmetadata/apiy d v 200 ison v oo18e13i

20 //infaevent mobil ... POST /1 t/api\1. 0jinto 200 vootea

39 infoevent mobileade POST /inf Wapi1.info 200 v 188131

38 tps//android apis.google.com  POST  /c2omaregisterd v 200 v

35 si//auction-load unitysds uni.. POST v 200 v

= = - T & %
bmvpactoy = 7 N Live Streaming is available on there time
8 n = Mex RErices 8 v = Request Aftnbutes 2 v
. GET Japi/hoxe.pkp HUTR/I "
2 Host: ericprol.et PHP/8.9.23 _
-0 (Linux; U v

: User-igenc: Dalv
7.1.1

Andzoid 3 Contenc-lype: text/hoal; tharset=UTF-3 Request Headers
] =Length: 1 1

uild,;

Response Headers 7 v
S Accept-Encading gmip, deflate o

WORLOWIDE USERS

Worldwide

P SErs only|
Pak User 2

[ RV IR

pbVer0idodHbwcapelliv
ame b €1 UM T 90 ¢

0 matches

B ¢ >

H £ Type here to search




Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Unexpected Error!

Unexpected error occurred, Report issue by
clicking Report Oper

REPORT

40



Step 5: Evidence of infringement of Plaintiffs’ content (viz South Africa Tour of India) on CricPK app:

R L_RILEEN - T
’ : : :

41



CricPkO1.cf WHOIS, DNS, & Domain Info - DomainTools https://whois.domaintools.com/cricpkO1.cf

1of 3
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Home > Whois Lookup > CricPkO1.cf

Whois Record for CricPk01.cf

= Domain Profile

Registrar Status taken

Name Servers DNS1.NAMECHEAPHOSTING.COM (has 1,198,086 domains) ~

DNS2.NAMECHEAPHOSTING.COM (has 1,198,086 domains)

Tech Contact —

IP Address 199.188.206.75 - 855 other sites hosted on this server ~
IP Location [E] - California - Los Angeles - Namecheap Inc.

ASN [E]AS22612 NAMECHEAP-NET, US (registered Jun 21, 2011)

IP History 1 change on 1 unique IP addresses over O years ~
Hosting History 1 change on 2 unique name servers over O year ~
= Website

Website Title None given. ~

Whois Record ( last updated on 2022-10-02 )

%
%
%
%

NOTE: The registry for this domain name does not publish ownership
records (whois records) in the standard format. This data
represents the most likely status of the domain based on
information provided by the Internet's domain name servers (DNS).

domain: cricpkel.cf

status: taken

nameserver: dnsl.namecheaphosting.com
nameserver: dns2.namecheaphosting.com

%

For more information, please visit http://www.dot.cf

omain ioois Ir'is ki

Pivot Engine

Narrow Search

DBerNet:Sell My Personal Infor

The gold-standard Internet
intelligence platform

Exclude

02-10-2022, 17:35
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© -9 domains share this valve. q

Learn More

Tools

| Hosting History |
Monitor Domain Properties | - |
\ Reverse IP Address Lookup | - ‘
| Network Tools | - |

\ Visit Website \

‘ & Preview the Full Domain Report ‘

Name -+ Last Modified Size
B cgi-bin 2022-09-08 03:47
Proudly Served by LiteSpeed Web Server at cricpk01.cf Port 80

tmogs Supplisd 3y Demainlaais.cav

View Screenshot History

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more
information. (3rd party site)

[ |Taken domain.

[ |Available domain.

DDeIeted previously owned domain.

| CricPkO1.com Buy Domain

2 0of 3 02-10-2022, 17:35
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CricPkO1.net

CricPkO1l.org

CricPkO1.info

CricPkO1.biz

CricPkO1.us

https://whois.domaintools.com/cricpkO1.cf

44

Buy Domain
Buy Domain
Buy Domain
Buy Domain

Buy Domain
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