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BY EMAIL/DoT WEBSITE
Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)
No. 813-07/LM-13/2022-DS-II Dated:21-10-2022

To,
All Internet Service Licensees’

Subject: CS Comm 214 of 2022, Star India Pvt. Ltd. & Anr. V/s Ashar Nisar &
Ors. Before Hon’ble Delhi High Court

In continuation to Department of Telecommunications even no. letters dated
12.04.2022, 21.04.2022, 26.04.2022, 28.04.2022, 02.05.2022, 04.05.2022,
13.05.2022, 18.05.2022, 20.05.2022, 26.05.2022, 27.05.2022, 03.06.2022,
21.06.2022, 01.07.2022, 21.07.2022, 02.08.2022, 16.08.2022, 01.09.2022,
06.09.2022, 09.09.2022, 14.09.2022, 21.09.2022, 04.10.2022 & 14.10.2022; kindly

find the enclosed Hon’ble Delhi High Court order dated 06! April, 2022 in the
subject matter court case C.S. (Comm) No. 214 of 2022 along with Sixtieth (5
websites), Sixty-First (2 websites), Sixty-Second (1 websites at S.No.2) &
Sixty-Third (9 websites) list of additional websites/URLs, as provided by
advocate for the plaintiff in the case along with affidavit dated 14.10.2022 ,
17.10.2022 , 19.10.2022 , 20.10.2022 for compliance. DoT is defendant No. 32 in
the case.

2. Hon’ble Court in order dated 06" April, 2022 has, inter alia, directed that:

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites identified by the
Plaintiffs in the instant suit at S.No. 1 of the Documents or such other Ul
domains/websites that may subsequently be notified on Affidavit by the
Plaintiffs to be infringing/authorising infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon
the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documentsor such other
domains/websites that may subsequently be notified on Affidavit by
the Plaintiffs to be infringing/authorising infringement of its exclusive
rights.

3. Accordingly, in view of the above, all the Internet Service licensees are
hereby notified to take immediate necessary blocking action for compliance of the
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court order dated 06t April, 2022 with respect toSixtieth (5 websites), Sixty-
First (2 websites), Sixty-Second (1 websites at S.No.2) & Sixty-Third (9
websites) list of additional websites/URLs as mentioned in the affidavits.
Signed by Subodh Saxena
Date: 21-10-2022 15:34:58
Reason: Appm&ctor(DS'")
Tel: 011-23036860
Email:dirds2-dot@nic.in
Encl: A/A

Copy to:

i. Sh. V.Chinnasamy, Scientist E (chinnasamy.v@meity.gov.in), Electronics
Niketan, Ministry of Electronics and Information Technology (MeitY) New
Delhi (Respondent no. 33) for kind information and necessary action.

i. DOT website.



* IN THE HIGH COURT OF DELHI AT NEW DELHI
+ CS(COMM) 214/2022

STAR INDIAPVT.LTD. & ANR. ... Plaintiffs
Through: Mr. Saikrishna Rajagopal, Mr. Yatinder
Garg, Ms. Shehima Jauhari, Mr. Angad Singh
Makkar and Ms. Sneha Jain, Advocates

Versus
ASHAR NISAR&ORS. ... Defendants

Through:  Mr.  Mohammad Kamran and
Mr. Brijesh Ujjainwal, Advocates for D-13

CORAM:
HON'BLE MS. JUSTICE JYOTI SINGH
ORDER
% 06.04.2022

IA N0.5336/2022 (exemption)

1. Allowed subject to all just exceptions.

2. Application stands disposed of.

IA N0.5337/2022 (u/O. Xl Rule 1(4) of the Commercial Courts,
Commercial Division and Commercial Appellate Division of High Courts
Act, 2015 r/w S. 151 CPC seeking leave to file additional documents)

3. Present application has been preferred on behalf of the Plaintiffs
seeking leave to file additional documents under Order 11 Rule 1(4) CPC.
4. Plaintiffs, if they wish to file additional documents at a later stage,

shall do so strictly as per the provisions of the Commercial Courts Act,

2015.
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5. Application is allowed and disposed of.

I.A. 5335/2022 (under Section 80 read with Section 151 CPC)

6. Since there is an urgency in the matter and the matter is being heard

today, Plaintiffs are exempted from serving Defendants No.24, 27, 32 and
33 with advance notice.
7. For the reasons stated in the application, the same is allowed and

disposed of.
CS(COMM) 214/2022

8. Let the plaint be registered as a suit.

9. Issue summons.

10. Mr. Mohammad Kamran, learned counsel enters appearance on behalf
of Defendant No.13.

11.  Written statement be filed by Defendant No.13 within 30 days from
today alongwith affidavit of admission/denial of the documents of the
Plaintiffs.

12. Replication thereto, be filed by the Plaintiffs within 15 days of the
receipt of the written statement alongwith an affidavit of admission/denial of
the documents filed by Defendant No.13.

13.  Upon filing of process fee, issue summons to the remaining
Defendants, through all permissible modes, returnable on 13.07.2022.
Summons shall state that the written statement shall be filed by the
Defendants within 30 days from the receipt of summons. Along with the
written statement, Defendants shall also file affidavits of admission/denial of
the documents of the Plaintiffs.

14.  Replication be filed by the Plaintiffs within 15 days of receipt of the

written statement. Along with the replication, an affidavit shall be filed by

Signature Not Verified
Digitally i”fé CS(COMM) 214/2022 Page 2 of 11
By:KAMA MAR

Signing DaEP6.04.2022

18:45:16



the Plaintiffs of admission/denial of the documents filed by the
Defendants.

15. If any of the parties wish to seek inspection of any documents, the
same shall be sought and given within the timelines.

16. List before the Joint Registrar on 13.07.2022.

17.  List before the Court on 25.08.2022.

I.LA. 5334/2022 (U/O 39 Rules 1 and 2 read with Section 151 CPC)

18.  Issue notice to the Defendants.

19.  Mr. Mohammad Kamran, learned counsel accepts notice on behalf of
Defendant No.13.

20.  On steps being taken, notice be issued to the remaining Defendants,
through all permissible modes, returnable on 25.08.2022.

21. Itis averred in the plaint that Plaintiff No. 1 is a leading entertainment
and media company in India engaged, inter alia, in the production of
popular content broadcast on its STAR Channels (such as Star Plus, Star
Sports 1, Star Gold, Star Jalsa, etc.) and is an exclusive licensee of media
rights to various sporting events which are also broadcast on its Star
channels such as the ongoing TATA Indian Premier League 2022. Plaintiff
No.1 also claims to be a leading film production and distribution company.
Plaintiff No. 2, it is averred, owns and operates the online audio-visual
streaming platform and website, ‘www.hotstar.com’ and the mobile
application, ‘Disney+ Hotstar’ which enables viewers to watch content such
as serials (including content of STAR Channels) and programs, films, sports
content including live sporting events, trailers of upcoming films and serials,
international content through the medium of the internet.

22. Plaintiffs claim to have exclusive rights in the aforesaid works by
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virtue of provisions of Section 14(d) of the Copyright Act, 1957, including
inter alia the rights to publicly exhibit and communicate the said content
through any medium or mode, including on STAR Channels or Disney+
Hotstar. It is pleaded that by virtue of the exclusive media rights granted to
the Plaintiffs, they broadcast and communicate to the public, live, delayed,
highlights, clips and/or repeat telecast of numerous sporting events inter alia
the ongoing TATA Indian Premier League 2022 in India through Disney+
Hotstar and also through their STAR Channels. Plaintiffs claim to be the
sole and exclusive owner of the Broadcast Reproduction Rights in relation to
the aforesaid broadcasts of sporting events, communicated through the
STAR Channels and Disney+ Hotstar, in accordance with Section 37 of the
Copyright Act, 1957.

23. Learned counsel appearing on behalf of the Plaintiffs submits that it
has come to the notice of the Plaintiffs that their exclusive rights in the
aforementioned content, i.e. movies, general entertainment content
(television shows, web-series, etc.) and sporting events inter alia the
ongoing TATA Indian Premier League 2022, were and are continuing to be
infringed by Defendants No.1-12 herein. It is specifically averred that
Defendants No. 1-12 are infringing and/or facilitating/enabling/authorising
infringement of the Plaintiffs’ exclusive rights under Sections 14(d) and 37
of the Copyright Act, 1957, by reproducing, storing, transmitting,
communicating, making available for viewing or providing access to the
Plaintiffs’ aforesaid contents/works.

24. It is further contended that Defendants No. 1-6 (hereinafter referred to
as ‘Rogue Apps’) are third-party Android-based mobile applications that

communicate, make available for viewing and provide access to content,

Signature Not Verified
Digitally i”fé CS(COMM) 214/2022 Page 4 of 11
By:KAMA MAR

Signing DaEP6.04.2022

18:45:16



free of cost (or at minimal subscription) and without any authorisation from
various right owners, including the aforesaid content of the Plaintiffs. It is
also contended that the download, distribution and use of these Android-
based mobile Apps, such as the Rogue Apps, occurs through a
APK(Android Package Kit) file format. These Rogue Apps are completely
illegal apps and have no permission or authorization to reproduce, store,
transmit, communicate or make available for viewing and provide access to
any of the Plaintiffs’ content. The intent and purpose of these Rogue Apps is
clearly to exploit copyright-protected works of the Plaintiffs’ content and to
provide an alternative to legitimate sources to the user such that the user
does not have to pay for enjoying the content.

25. It is averred in the plaint and argued by the learned counsel that
Defendants No. 7 to 12 (hereinafter referred to as ‘Rogue Websites’) are
third-party websites which serve as a repository of .APK files, that provide
access to users of Android based mobile Apps such as the Rogue Apps.
Differently put, the user who is looking for a specific Android based App
that will provide access to infringing content, would typically be in a
position to download such an App from the .APK file provided by the
Rogue Websites. Hundreds of Android-based mobile Apps including most
of the Rogue Apps are available for download on these Rogue Websites. It
Is further contended that the Rogue Websites, used to distribute numerous
rogue Android-based mobile Apps, have been developed only to enable the
download of the application file for such Apps, such as “RTS TV”, “Stream
India”, etc. and are solely instruments/vehicles of infringement which are
indulging in the illicit business of communicating/making available

infringing content. Thus, according to the learned counsel, Plaintiffs have
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reason to believe that the owners of the Rogue Websites, which are
distributing the aforesaid Apps, are the owners of/affiliates of the owners of
said Apps.

26. It is next contended that Defendants No. 1-12 continue to infringe the
Plaintiffs’ exclusive rights with respect to films, general entertainment
content and sporting events, including but not limited to the TATA IPL
2022, which has commenced on 26.03.2022 and shall conclude on
29.05.2022.

27. Itis brought out by the learned counsel that Defendants No. 13-22 are
the domain name registrars of websites/Ul domains of Defendants No.1-12,
as captured in paragraph 81 of the Plaint and have been arrayed for the
limited purpose of revoking/cancelling the domains of Defendants No. 1 to
12 as also to seek disclosure of the registrant details and billing details of
these Rogue Websites/UI domains, so that the exact identity and location of
the owner of these domains can be confirmed and discerned.

28. Learned counsel submits that Defendants No. 23-31 are Internet
Service Providers which have been arrayed for the limited purpose of
disabling access into India of the Rogue Websites/domains/Ul along with
the creators/developers of the Rogue Apps identified in the present suit or
any other website/UI/App identified by the Plaintiffs on Affidavit.
Defendants No. 32 and 33 are the Department of Telecommunications
(‘DOT’) and Ministry of Electronics and Information Technology
(‘MEITY”), which are Government departments and have been arrayed for
the limited purpose of issuing notifications calling upon the internet and
telecom service providers to block access to the Rogue Apps and the Rogue

Websites, identified in the present suit as also such other websites which are
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subsequently discovered to be infringing the rights of the Plaintiffs. No
formal relief has been sought against the Defendant No. 13-33.

29. It is further contended that Defendants No. 1-12 are anonymous
entities/websites and the details of their owners are hidden or forged/
Inaccurate and that these entities/websites are vehicles of infringement that
engage in flagrant violation of the intellectual property rights of the
Plaintiffs. It is claimed that due to the nature of internet, which offers
anonymity, these entities/websites systematically engage in violation of
intellectual property rights of the Plaintiffs. Thus, the contention is that
Defendants No. 1-12, i.e. Rogue Apps and Rogue Websites, are
predominantly engaged in violating third party rights.

30. Having heard learned counsel for the Plaintiffs, this Court is of the
view that Plaintiffs have made out a prima facie case for grant of ex parte
ad-interim injunction. Balance of convenience lies in favour of the Plaintiffs
and they are likely to suffer irreparable harm in case the injunction, as
prayed for, is not granted.

31.  Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are
discovered during the course of the proceedings and notified on Affidavit by
the Plaintiffs to have been infringing/authorising the infringement of the
Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights),
their owners, partners, proprietors, officers, servants, affiliates, employees,
and all others in capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing, reproducing,

streaming, broadcasting, re-broadcasting, causing to be seen or heard by
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public on payment of charge and/or making available for viewing, the
Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS
TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other
App, including ones whose names/branding/trademark recall is deceptively
or substantially similar to the Rogue Apps identified hereinabove,
amounting to infringement of the Plaintiffs’ copyright and Broadcast
Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other
websites/entities which are discovered during the course of the proceedings
and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights,
copyrights and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
by or under it, are restrained from in any manner infringing and/or
authorising the infringement by inter alia facilitating and materially
contributing to the communicating, hosting, streaming and/or making
available for viewing and downloading, without authorization, on their
websites or other platforms, through the internet in any manner whatsoever,
the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights,
copyrights and Broadcast Reproduction Rights, till the next date of hearing;

C. Defendant No. 13, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in the capacity of principal or
agent acting for and on their behalf, or anyone claiming through, by or under
it, are directed to de-activate/suspend the domain name registration of
Defendant No. 3 (kyte-tv.com), Defendant No. 4 (picasotv.com), Defendant
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No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 2 (rtstvapk.xyz and rtstv-app.com);

e. Defendant No. 15, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app), Defendant No. 2 (xtsaiful.xyz), Defendant
No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and
Defendant No. 10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent

acting for and on their behalf, or anyone claiming through, by or under it,
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are directed to de-activate/suspend the domain name registration of the
Defendant No. 5 (www-streamindianew.xyz);

I. Defendant No. 19, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu and adhkjgfyufsf.najfilmy.eu);
J. Defendant No. 20, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

K. Defendant No. 21, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori.workers.dev);

l. Defendant No. 22, its directors, partners, proprietors, officers,
affiliates, servants, employees and all others in capacity of principal or agent
acting for and on their behalf, or anyone claiming through, by or under it,
are directed to de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m.  Defendants No. 23 to 31, their directors, partners, proprietors,
officers, affiliates, servants, employees and all others in capacity of
principal or agent acting for and on their behalf, or anyone claiming through,
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by or under it, are directed to block access to the various UI
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of
the Documents or such other Ul domains/websites that may subsequently be
notified on Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling
upon the various internet and telecom service providers registered under it to
block access to the various domains/websites identified by the Plaintiffs in
the instant suit at S.No. 1 of the Documents or such other domains/websites
that may subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights.

32.  Order be given dasti to learned counsel for the Plaintiffs.

33.  Provisions of Order 39 Rule 3 CPC shall be complied with by the

Plaintiffs, within a period of two weeks from today.

JYOTI SINGH, J
APRIL 06, 2022/yg
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Lid. & Anr. ' ...Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants
INDEX

1. | Affidavit of Ms. Diksha Snehal dated 14"
October 2022 with respect to additional | 112
list of 5 domains / URLs / IP Addresses
that are engaged in hosting andfor
streaming and/or providing access and/or
making available for viewing the
Plzintiffs’ Content
2. | Annexure A: Additional list of 5 domains 13
{ URLs / IP Addresses

3. | Evidence with respect to additional list of
5 domains / URLs / IP Addresses that are | 14-°8

engaped in hosting and/or streaming

and/or providing access and/or making
available for wviewing the Plaintiffs’

Content
Yatinder Garg / Snehima Jauhari / Angad S. Makkar
(D/1330/2015) /(D/2733/2017) / (D/3579/2021)

Place: New Delhi Saikrishna and Associates
Date: 14" October 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003

+91 9999064036

vatinder{@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ...Plaintiffs

Versis

Ashar Nisar & Ors. ...Defendants
AFFIDAVIT OF MS. DIKSHA SNEHAL, DO MR, AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAD KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,

PRESENTLY AT NEW DELHI
I, the above-named deponent, do hereby solemnly affirm and

declare as under:

|. That, I am the Authorized Representative of the Plaintifis in the
present suil and as such | am conversant with the facts and
circumstances of the present suit and competent to depose in

respect thereof,

2. | state that | am aware of the present suit and the order dated

"f}\ﬁ’ P 06.04.2022 whereby the Hon'ble Court was pleased to pass

A\ ex-parte ad-interim order in terms of the following:

‘31, Accordingly, the following directions are passed:
a. Defendants No. 1 to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and



notified on  Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs'
exclusive rights, copvrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, emplovees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
marmer communicating to the public, hosting, storing,
reproducing, streaming, broadeasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs'
Works/Contert through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
Appl or any other App, including ones whose
names/branding/trademark  recall s  deceptively  or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadeast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 1o 12, on both “http’ and “heips” (and
yuch ather websites/entities which are discovered during the
course of the proceedings and notified on Affidavir by the
Plaintiffs te have been infringing/authorising the
infringement of the Plaintiffs " exclusive rights, copyrights

ard broadcast reproduction righis), their owners, partners,

infringement by inter alia focilitating and materially



coniributine to the communicating, hosting. streaming
ancdior making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any manner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing:

c. Defendant No. 13, its directors, partners, proprietors,
officers, affiliates, servanis, employees and all others in the
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 fkyte-tv.com), Deﬁnr:fan: No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 (downloadapks. net);

d. Defendant No, 14, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf]
or anyone claiming through, by or under iv, are direcred 1o
de-activare’suspend the domain name registration of the
Defendant No. 2 fristvapk xyz and ristv-app.com);

e. Defendant No. 15, its directors, partners, proprietors,
officers, affiliares, servants, employees and all others in

capacity of principal or agent acting for and on their behalf,

ar anyone claiming through, by or under it, are directed 1o
e-activate’suspend the domain name registration af the

- Ipefendant No. | (ninjatv.app), Defendant No. 2
Q)
>

frmila

(xisaiful xyz), Defendant No. 3 (globalnewsgeeks xyz),
Defendant No. 7 (apkdevil com) and Defendant No. 10
fapkpot.com);




I Defendant No. 16, its directars, pariners, proprietors,
afficers, affiliates. servants. emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

2. Defendamt No. 17, its directors, partners, proprietors,
officers, affiliates, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf]
or anyone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 {apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors,
afficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are
directed (o de-activate/suspend the domain  name
registration of the Defendant No. 5 (www-
streamindianew.xyz);

i. Defendanr No. 19, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed o
de-activate’suspend the domain name registration of the
Defendant  No. 4 (jfsklfsifsksdey.naffilmy.eun  and
adhkigfyufs.najfilmy.eu);

. Defendant No. 20, iis directors, pariners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it are directed to



de-activate/suspend the domain name registration of the
Defendant No. | (powerex. pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
eapaciry of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kyterv lalalalalori workers dev);

. Defendant No. 22, itz directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyvone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
icdentified by the Plaintiffs in the instant suit at S.No. 1 of the
Documenis or such other Ul domains/websites that may
subsegquently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

various domains/websites identified by the Plaintiffs in the
instant suit at SNo. | of the Documents or such other

domains/websites that may subsequently be notified on



Affidavit by the Plaintiffs to be infringing/authorising
infringement of ity exclusive rights.

3. Istate that in order to protect and enforce its exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“STAR Channels™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 3 1(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos. 1 to 6) and gather evidence of their
infringing activity. I state that the following user interface (UI)
domains / websites have been identified by the investigation
agency engaged in illegally communicating the Plaintiffs’

Content, including but not limited to the content made available

rough the Plaintiffs’ STAR Channels, through the Rogue

Rega, Mo. 18714
Pariod : 2002021 [f proe=y | meen
i 24522625 :

z}}ﬂemﬂﬂﬂhi

"1 httpsi/intstv3tk/  |RTSTV
{Defendant No. 2)
2.| https://technotunerappsb.xyz/ | Stream India




FF'.'."'": B EI'.IBF'I-E:.IIE'

D Aizigizg
{.r:nr.'al Galni

( Defendant No. 5)

.| https:/'fi rebaseremotecon fig6 | HID Streamz
3406bB483892.e502.xvz Lkedditlonal rogie app

4. https://firebaseremoteconfigh | blocked vide affidavit
3406hb8483892 2503 xyz dated 23.05.2022)

5. https://ghdsp2.tk/ GHD Sports

bl

(Additional rogue app
blocked vide affidavit
dated (07.09.2022)

4. | state that the from the evidence filed along with the present
Affidavit, it 1s evident that the above-mentioned 5 demains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs' STAR Channels. | state that the
Plaintiffs are the exclusive right holders for Plaintiffs’ Content,
including but not limited to the content made available through
the Plaintitfs' STAR Channels, for the worldwide territory and
the Plaintiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

pade available through the Plaintiffs® STAR Channels.



5. 1 state that the Plaintifts are not aware of the owner(s) of these
5 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.

6. 1 state that in terms of the following directions passed by this
Hon’ble Court, vide order dated 16.04.2021, ex parte ad-
interim order dated (06.04.2022 (reproduced herein above) s
also applicable on the above mentioned 5 domains / websites.

“31, Accordingly, the following directions are passed:

a. Defendants No. | to 6 {and such other Rogue Apps which

are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
rights), their owners, pariners, proprieiors, officers,

servants, affiliates, emplovees, and all others in capacity af
principal or agent acting for and on their behalf. or anvone
claiming through, by or under it, are restrained from in any

manner communicating to the public, hosting. storing,

reproducing, streaming, broadeasting, re-broadcasting,

* " Mvocalt
Regn. Mo, 13115
Peniod : 2022020
o JAILHTNTR
Cankral Dtk

causing 1o be seen or heard by public on payment of charge

and/or making available for viewing, the Plaintiffs’

Works/Content through their Rogue Apps (viz, Ninja TV,



RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/branding/trademark  recall is deceptively or
substanfially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadeast Reproduction Rights, till the next
date of hearing;

b, Defendants No. 7 to 12, on both “hup'’ and ‘https’ (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs te have been infringing/authorising the
infringement of the Plaintiffs ' exclusive righis, copyrighis
and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing and'or authorising the

infringement by inter alia facilitating and materially

Plaintiffs’ content, 50 as to infringe the Plainiiffs ' exclusive



rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

XXX

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anvone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at 5.No. I of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Naotification calling upon the various internet and telecom
service praviders registered wnder it to block access 1o the
variows domains/websites identified by the Plaintiffs in the
instant suit at SNo. 1 of the Documents or such other
domains/websites that may subsequently be notified on
ffidavit by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights. ™

10



7. In light of the abovementioned, the Department of
Telecommunications (Defendant No. 32) and the Ministry of
Electronics and Information Technology (Defendant No. 33)
are urged to issue a notification to the Internet Service
Providers (Defendant MNos. 23 — 31) to block the additional

rogue websites / UT domains identified in Annexure A hereto.

8. | state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. 1
downloaded the same onto the computer (Intel (R) Core (TM)
15-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereatter, shared the same with the Plaintiffs’ Counsel.

9. 1 am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

4. In particular, [ confirm:-



records. The relevant information from the websites and
electronic records as mentioned above was downloaded by
me in the course of activity of the Plaintiffs. I have a lawful
control over the use of the said computer system by virtue of
my capacity in the organization.

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever,

d) That the information contained on the computer outputs is
an exact replica and has been produced from the original
¢lectronic record and therefore, reproduces the information

comtained on the electronic records therein. H
o=

% j ' 4 0CT 222 DEPONENT
i«"ﬁ ERIFICATION :

‘H’enﬁl:d at New Delhi on this the  day of October 2022 that the

contents of the above said Affidavit are true to the best of

I,E: 'l'tn -=-.‘_' '.:-;. 51'||I'||'EJ'|'|I:::.r .......... M @KJHI
Haa soetnehy '*r"l'|.1-'|1.|d

DEPONENT
iullbn-ﬁ Ii i i q'ihl.hl

REve Do roog O svalenad tn Binvor
are oG & 1_:-rrm 1:~ it fhar ﬁ-‘.ﬂ-r.r.‘ud
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E A: LIST OF ) /1P
ADDRESSE
https://rtstv3.tk/
https:/Mtechnotunerappsb.xvz/

https://firebaseremoteconfiph3406b8483892.e502.xyz

https://firebaseremoteconfigh3406hB483892. 503 xyz

L s | B e

https://ghdsp2.tk/

13
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTS TV:

Step 1: The Investigator opened the official website of RTS TV, https://rtstv.app/, from where the RTS TV APK file (android version) was downloaded.

“ m30B L0 ¢ e w B M OoOBD e tT2 W e LR L

O @ nstyvapkxyz
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O @ rstvapkxyz (D}

. Y is 4
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=3 A5 ML It »

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV

Without Buffering

Watch Cable Tv Channels
Online Free On Android Mobile
And Firestick/Android Smart TV
Without Buffering

Choose where to download
{G7 VB

. RTS_TV_B.1.apk

RTS TV APP 8.1

B Cownlcads

RTS TV APP 8.1

DOWNLOAD

DOWNLOAD
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

*»AER>090000

.....

j
=

.

1 B Vel v

)
@
@
3
&

e a
3 P 0 S CoEBEs00F¢a@e ~B) T oaw “STO



18

Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https:/rtstv3.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

ARROCA~D:
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RETRY
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Step 5: Evidence of infringement of the Plaintiffs’ content (viz ACC Asia Cup 2022) on RTS TV app:

Please share RTS TV app... . If the RTS app does «

Similar Channels
r f :
TENZ 3 ﬁ
. (Gry
SONY TEN 2 GTVHD AUS vs ZIM

@ SPORT 1 STAR TA

SPFOKRPS| TEN ¢

BT SPORTS1 STARSPORTS SONY TENA

Q oeeant @ara P sport

JIOENGLISH TSPORTSHD RTA SPORTS

342
e o o
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10/8/22, 6:33 PM WHOIS 2 1

freenem

Freenom WHOUILS Lookup
WHOIS Lookup information for this domain
RTSTV3.TK

> Your selected domain name is a FREE domain name. That means that, according to the Terms and Conditions of FREE domain names, the registrant is:

BV Dot TK

Dot TK administrator
P.O. Box 11774

1001 GT Amsterdam
Netherlands

Due to restrictions in Freenom's Privacy Statement personal information about the user of the domain name cannot be released.
ABUSE OF A DOMAIN NAME

If you want to report abuse of this domain name, please send a detailed email with your complaint to abuse[at]freenom.com. In most cases Freenom responds to abuse
complaints within one business day.

If you want to report a case of copyright infringement, please send an email to copyright[at]freenom.com, and include the full name and address of your organisation.
Within 5 business days copyright infringement notices will be investigated.

@ COPYRIGHT INFRINGEMENT

Services

Register a New Domain
Free and paid domains
Domain Price Chart
WHOIS

Partners
Resellers

IP Agencies
Developers
Anti-abuse API
Freenom API

About Freenom
Company

Terms and Conditions
Press

Jobs

Contact

Support
Frequently Asked Questions

Report abuse

Contact

Freenom
Amsterdam-Netherlands
Tel. +31 20 531 5726
Fax +31 20 531 57 21

All rights reserved - © 2015 Freenom - Netherlands

https://whois.freenom.com/cgi-bin/whois?domainname=rtstv3.tk&lookup=GO 12
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http://www.freenom.com/en/doc_tcfree_freenom_v0100.pdf
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Stream India:

Step 1: The Investigator opened the official website of Stream India, streamindia.net, from where the Stream India APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the Stream India APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite software to capture the data packets (network logs) of
the app.

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the
app was loading through https://technotunerappsb.xyz (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

A R RAL

Unexpected Error!

Unexpected ermor occurred, Report issue by
clicking Report
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Step 5: Evidence of infringement of Plaintiffs’ content (viz South Africa tour of India 2022-23) on Stream India app:
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Whois Lookup | Find Out Who Owns a Domain - Namecheap
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CONTACT US SIGN IN SIGN UP

' , namecheap

need visit this page.

Domains — Whois Lookup — Results

https://www.namecheap.com/domai ns/whoi s/result?domai n=technotune...
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usD

mmm Ve stand with our friends and colleagues in Ukraine. To support Ukraine in their time of

technotunerappsb.xyz

Whois results: technotunerappsb.xyz is already registered. Want it? Make an offer now.

technotunerappsb.xyz

TAKEN

Domain name: technotunerappsb.xyz

Registry Domain ID: D326472700-CNIC

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-07T16:18:43.00Z

Registrar Registration Expiration Date: 2023-10-07T16:18:43.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

10/8/2022, 6:50 PM
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Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 18c3d15dfd4a4649ble0d7ad41551f97.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 18¢c3d15dfd4a4649ble0d7ad41551f97.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

10/8/2022, 6:50 PM
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Tech Fax Ext:
Tech Email: 18¢c3d15dfd4a4649ble0d7ad41551f97.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com
Name Server: dns2.registrar-servers.com
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-10-08T06:54:14.947 <<<
For more information on Whois status codes, please visit https://icann.org/epp

Need help?

We're always here for you.

Go to Live Chat page

N

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com -
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, HD Streamz:

Step 1: The Investigator opened the official website of HD Streamz, https://hdstreamz.app/, from where the HD Streamz APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the HD Streamz APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

GO |
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Step 3: Prior to launching the HD Streamz application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the HD Streamz app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://firebaseremoteconfig63406b8483892.e502.xyz and https://firebaseremoteconfig63406b8483892.¢503.xyz (as shown in the below
image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

HD STREAMZ

40



Step 5: Evidence of infringement of Plaintiffs’ content (viz South Africa tour of India 2022) on HD Streamz app:
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Whois Lookup

Discover who/owns a domain
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Domains — Whois Lookup — Results

Whois results: e502.xyz is already registered. Want it? Make an offer now.

e502.xyz

Domain name: e502.xyz

Registry Domain ID: D300883960-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-06-02T11:22:54.00Z

Registrar Registration Expiration Date: 2023-06-02T11:22:54.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Regqistry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: fbble4e/765e04dd0be30bb039fa/bfb6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: fbble4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: fbble4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-07T23:52:18.20Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO
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Whois Lookup

Discover who/owns a domain
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Domains — Whois Lookup — Results

Whois results: e503.xyz is already registered. Want it? Make an offer now.

e503.xyz

Domain name: e503.xyz

Registry Domain ID: D300883966-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-06-02T11:23:00.00Z

Registrar Registration Expiration Date: 2023-06-02T11:23:00.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Regqistry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: dbc4c91da3fa424d9f61lc3e56e046ab5.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: dbc4c91da3fa424d9f61c3e56e046ab5.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: dbc4c91da3fa424d9f61lc3e56e046ab5.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-08T02:53:37.247 <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=e503.xyz 4/4


https://secure.trust-provider.com/ttb_searcher/trustlogo?v_querytype=W&v_shortname=SECEV&v_search=http://www.namecheap.com/&x=6&y=5
https://nc1.app.link/W1qV0gjLZG
https://nc1.app.link/W1qV0gjLZG

50

Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.xyz/, from where the GHD Sports APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

CoBcopoEe - @ 6% W vamw Mg
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was

loading through https://ghdsp2.tk/ (as shown in the below image)
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

= GHD SPORTS

Netwark Fallure:something went wicag °
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Step 5: Evidence of infringement of Plaintiffs’ Content (viz South Africa tour of India 2022-23) on GHD Sports app:
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Freenom WHOUILS Lookup
WHOIS Lookup information for this domain
GHDSP2.TK

> Your selected domain name is a FREE domain name. That means that, according to the Terms and Conditions of FREE domain names, the registrant is:

BV Dot TK

Dot TK administrator
P.O. Box 11774

1001 GT Amsterdam
Netherlands

Due to restrictions in Freenom's Privacy Statement personal information about the user of the domain name cannot be released.
ABUSE OF A DOMAIN NAME

If you want to report abuse of this domain name, please send a detailed email with your complaint to abuse[at]freenom.com. In most cases Freenom responds to abuse
complaints within one business day.

If you want to report a case of copyright infringement, please send an email to copyright[at]freenom.com, and include the full name and address of your organisation.
Within 5 business days copyright infringement notices will be investigated.

@ COPYRIGHT INFRINGEMENT
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Fax +31 20 531 57 21

All rights reserved - © 2015 Freenom - Netherlands
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ...Plaintiffs
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Ashar Nisar & Ors. ...Defendants
INDEX
S. PARTICULARS PAGE NO
NO.

1. | Affidavit of Ms. Diksha Snehal dated 17| 1-16
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list of 2 domains / URLs / IP Addresses
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streaming and/or providing access and/or
making available for viewing the
Plaintiffs’ Content

2. | Annexure A: Additional list of 2 domains 17
/ URLs / IP Addresses
3. | Evidence with respect to additional list of | 18 - 35
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4. | Proof of service 36 - 40
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
Cs (COMM) NO, 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ... Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 27 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAL 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and
declare as under:

I. That, I am the Authorized Representative of the Plaintiffs in the

present suit and as such I am conversant with the facts and

state that [ am aware of the present suit and the order dated
06.04.2022 whereby the Hon'ble Court was pleased to pass
an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed.
a. Defendants No. [ to 6 fand such other Rogue Apps which
are discovered during the course of the proceedings and



notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exciusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, aofficers,
servants, affiliates, employvees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating ro the public, hosting, storing,
reproducing, streaming, broadeasting, re-broadeasting,
causing to be seen or heard by public on payment of charge
and/or making available for viewing, the Plaintiffs’
Works/Content through their Rogue Apps (viz, Ninja TV,
RIS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
Appl or any other App, including ones whose
names/branding/trademark  recall is  deceptively or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadcast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on both ‘http” and “hitps ' (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs  to  have been infringing/authorising the
infringement of the Plaintiffs’ exclusive righis. copyrights
and broaclcast reproduction rights), their owners, partners,

praprietors, officers, servants, emplavees and all others in

capacity of principal or agent acting for and on their behalf,



contributing to the communicating, hosting, streaming
and'or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the inmtermet in any manner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadeast Reproduction Rights, till
the next date of hearing;

c. Defendant No. 13, its directors, partners, proprietors,
officers, affiliates, servants, employvees and all others in the
capacity of principal or agent acting for and on their behalf,
ar anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kvte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and
Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, ity directors, partners, proprietors,
officers, affiliates, servanis, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed fo
de-activate/suspend the domain name registration of the
Defendant No. 2 (ristvapk xyz and risiv-app.com);

e. Defendant No. 15, its directors, partners, proprietors,
afficers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 1 (ninjatv.app), Defendant No. 2
(xtsaiful xyz), Defendanmt No. 5§ (globalnewsgeeks xyz),
Defendant No. 7 (apkdevil com) and Defendant No. 10

(apkpot.com),



I Defendant No. I6, its directors, partners, proprietors,
officers, affiliares, servams, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors,
officers, affiliates, servanis, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors,
afficers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their
behalf, or anvone claiming through, by or under il, are
directed to de-activate/suspend the domain name
registration of the Defendamt No. 5  (www-
streamindianew.xyz);

i. Defendant No. 19, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant  No. 4 (jfskifsifsksdey.najfilmy.en  and
adhkjgfvufsf najfilmy.ew);

J. Defendant No. 20, its directors, partners, propriefors,

fieg. No. 10639 . )
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de-activate/suspend the domain name regisiration of the
Defendant No. | (powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors,
officers, affiliates, servants, employvees and all others in
capacity of principal or agent acting jor and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv. lalalalalori workers. dev),

L Defendant No. 22, its directors, partmers, proprietors,
afficers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of the
Defendant No. 3 (kvietv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprictors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under if, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
andd

n. Defendants No. 32 and 33 are directed to issue a
Naotification calling wpon the various internet and telecom
service providers registered under it to block access 1o the
various domains/websites identified by the Plaintiffs in the
instant suit at S.No. [ of the Documents or such other
domains/websites that may subsequently be notified an



Affidavit by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights. "

3. 1state that in order to protect and enforce ils exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“STAR Channels™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos. 1 to 6) and gather evidence of their

infringing activity.

4. 1 state that the ‘Piku TV’ App has been identified by the
investigation agency as an Android-based mobile App which is

engaged in illegally communicating the Plaintiffs® Content,

R > including but not limited to the content made available through

ALAKA NAYARY, 4 the Plaintiffs’ STAR Channels. | state that the *Piku TV" App

pdvncale

s an Android application that unauthorizedly makes available
- for wviewing and provides access content shown on TV

Channels including movies, TV shows, live sporting events,



web-series and other Video On Demand content including that

of the Plaintiffs.

5. | state that the primary intent and purpose of the aforesaid “Piku
TV' App is to exploit various copyright-protected works,
including but not limited to the Plaintiffs’ Content, free of cost
(or at minimal subscription) and without any authorisation
from the right owners including the Plaintiffs. In fact, the very
intent of the said App is to provide an alternative to legitimate
sources to the user, such that a user does not have to pay for
enjoying the copyright-protected works. Detailed allegations
regarding the “rogue” nature of the aforesaid App are provided
hereinafter. The rogue nature of the said App is also well
known considering it is known in the industry that the said App
is not available on well-renowned App Stores (like Google Play
Store) ostensibly for the reason that the said App violates
Google’s general policies on intellectual property rights

protection.

6. I state that the step-by-step process for downloading the APK




7. | state that it is visible from the evidence filed herewith that the
said “Piku TV" App is a Rogue App:

a. It is evident from the home page of the said App, ‘Piku
TV' App that the primary purpose of this App is to
commit and facilitate copyright infringement, ie., 1o
transmit, stream, download, communicate, issue copies
of, cause to be seen or heard by the public on payment
of charges, make available to the public and provide
access to copyright works of various right owners
including that of the Plaintiffs, for free and without any
authorisation. The home page of the ‘Piku TV" App
displays the said content available for illegal viewing
and streaming free of cost.

b. *Piku TV' App has been created as a vehicle of
infringement whose whole business model is designed to
provide members of the public access to copyright
content without authorization. From the evidence on
record, it is evident that the infringing content is made
available on ‘Piku TV" App’s platform in a systematic,
organised, and intentional manner with regularity and
consistency.

. The domain(s) through which ‘Piku TV" App is being

distributed and also the domains where the illegal




content is being stored and hosted are all located at
unverifiable locations and no contact details are
available since the said details of the registrants are
masked and no presence or traceable detail is available
either of the creator / registrant,

d. The ‘Piku TV' App provides easy-to-use directories,
indexes and categories to infringing content located on
their servers for users to navigate and easily find the said
content. The said App has indexed content under various
categories, such as Cricket, Football, Sports ete.

e. Disregard for copyright by the ‘Piku TV" App is evident
from the fact that the said App generally provides
content of various right owners, including the Plaintiffs

without any authorisation.

8. | state that the ex parfe ad inferim injunction granted vide order
dated 06.04.2022 passed by this Hon'ble Court is applicable to
the aforesaid Rogue App, viz ‘Piku TV App, identified by the
Plaintiffs’ investigation agency (in terms of para 31(a) of the

aforementioned order dated 06.04.2022). Accordingly, the

relief granted in terms of paras 31{a) and (b) of the
orementioned order dated 06.04.2022 and the directions

ssued by the Hon'ble Court to Internet Service Providers (i.e.,



Defendant Nos. 23 to 31) and to the DoT and MEITY (i.e.,
Defendant Nos. 32 and 33) are applicable in relation to user
interface (UI) domains / websites / URLs identified and
notified by the Plaintifis to be infringing and/or authorising
infringement of the Plaintiffs’ Content through the Rogue ‘Piku

TV App.

9. In light of the above, I state that the following user interface
(Ul) domain / website has been identified by the investigation
agency as engaged in illegally communicating the Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs’ STAR Channels, through the aforesaid

Rogue App, viz *Piku TV App:

1. | hits:/feu-location-
server.serversideapp.lol.404notfounds.xvz

10.1 further state the following third-party website has been
identified by the investigation agency as engaged in authorising
infringement of the Plantiffs' Content, including but not
%GT : Iimited to the ongoing TATA Indian Premier League 2022,

/“““ﬁ;;miw the aforesaid Rogue App, viz ‘Piku TV’ App, by

10634
hose g:;:ﬁmmw Y exclusively making available for download and usage the said

ta2
: X
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"1, | https:ipikutv.xyz




11.1 state that from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs' STAR Channels, through the aforesaid
Rogue App, viz ‘Piku TV' App, and/or suthorising
infringement of the Plaintiffs’ Content by making available for
download and usage the said App. | state that the Plaintiffs are
the exclusive right holders for Plaintiffs’ Content, including but
not limited to the content made available through the Plaintifts’
STAR Channels, for the worldwide territory and the Plaintiffs
have not authorised the above-mentioned websites to
communicate and or make available for viewing the Plaintiffs’
Content, including but not limited to the content made available

through the Plaintiffs” STAR Channels.

Hon'ble Court, vide order dated 06.04.2022, ex parte ad-



interim order dated 06.04.2022 (reproduced herein above) is
also applicable on the above mentioned domains / websites,
“31. Aceordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing‘authorising the infringement of the Plaintiffs”
exclusive rights, copyrights and broadcast reproduction
rights), rtheir owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner conmurnicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
andior making available for viewing, the Plaintiffy’
Works/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotsiar Mod
App) or any other App.  including ones whose

names/branding/trademark  recall is  deceptively or
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copyright and Broadeast Reproduction Righis, rill the next
date of hearing;

b. Defendants No. 7 to 12, on both ‘hitp' and ‘https* (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs to  have been infringing/authorising  the
infringement of the Plaintiffs ' excluszive rights, copyrights
and broadcasi reproduction rights), their owners, partners,
proprietors, officers, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are restrained
from in any manner infringing and'or authorising the
infringement by inter alia facilitating and materially
confributing to the communicating, hosting, streaming
and'or making available for viewing and downloading,
without anthorization, on their websites or other platforms,
through the inmternet in any manner whatsoever, the
Plaintiffs ' content, so as ta infringe the Plaintiffs ' exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

XXX

m. Defendants No. 23 to 31, their directors, partners,

proprietors, officers, affiliates, servants, emplovees and all

13



others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S.No. | of the
Documents or such other Ul domains/websites that may
subsegquently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internet and telecom
service providers registered under it 1o block access to the
various domains/websites identified by the Plaintiffs in the
instant suit ai S.No. | of the Documents or such other
domains/websites that may subsequently be notified on
Affidavit by the Plaintiffs fo be infringing/authorising

infringement of its exclusive rights. "

14.In light of the abovementioned, the Depariment of

-T
Qﬂ AR}" Telecommunications (Defendant No. 32) and the Ministry of

rogue websites / Ul domains identified in Annexure A hereto.



5.1 state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. [
downloaded the same onto the computer (Inte! (R) Core (TM)
15-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafier, shared the same with the Plaintiffs’ Counsel.

16.1 am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order XI Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

17.In particular, 1 confirm:-
a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic

e
E.J@OTAR}‘ records. The relevant information from the websites and

»

clectronic records as mentioned above was downloaded by

Adwocala
a0, Mo. 10638

p.,mu E‘HIJE'ENE

1o ﬂmﬁﬂmﬂ-

) me in the course of activity of the Plaintiffs. I have a lawful
\;'}- OF "‘ control over the use of the said computer system by virtue of

my capacity in the organization.

15
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b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever.

d) That the information contained on the computer outputs 1s

an exact replica and has been produced from the original

-
Al TAg
"l_" lectronic record and therefore, reproduces the information

Pl )
DEPONENT

W | p\gﬁﬂﬁ;nnw

b

1/
',.-—"”ﬂﬁ&' Verified at New Delhi on this E‘lg =m of October 2022 that the
contents of the above said Affidavit are true to the best of

knowledge, information and belief and nothing material has been

s A
DEPONENT




ANNEXURE A: LIST OF DOMAINS / URLs / IP

ADDRESSES
S. NO. UI DOMAINS / WEBSITES OF PIKU TV APP
1. https://eu-location-
server.serversideapp.lol.404notfounds.xyz
2.

https://pikutv.xyz

17



Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Piku TV:

18

Step 1: The Investigator opened the third party website of Piku TV, https://pikutv.xyz/, from where the Piku TV APK file (android version) was downloaded.

O
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Cup T20 Free
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Categorisation on the rogue app, Piku TV:
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Step 2: The Investigator then installed the Piku TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the Piku TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the Piku TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through htts://eu-location-server.serversideapp.lol.404notfounds.xyz/ (as shown in the below image):
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Step 5: After blocking the above-mentioned domain(s), the app stopped working as shown below.
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Step 6: Evidence of infringement of Plaintiffs’ content (viz South Africa tour of India 2022) on Piku TV app:

Eam upto 50,000 coins
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404NotFounds.xyz WHOIS, DNS, & Domain Info - DomainTools

1of 3

Home > Whois Lookup > 404NotFounds.xyz

Whois Record for 404NotFounds.xyz

= Domain Profile
Registrant Org
Registrant Country

Registrar

Registrar Status

Dates

Name Servers

Tech Contact
IP Address
IP Location
ASN

IP History

Hosting History

= Website

Website Title

Durbinlive
bd

CV Jogjacamp

IANA ID: 1478

URL: https:/idwebhost.com

Whois Server: whois.resellercamp.com

abuse@resellercamp.com

clientTransferProhibited, serverTransferProhibited

50 days old

Created on 2022-08-25
Expires on 2023-08-25

Updated on 2022-08-30

ASA.NS.CLOUDFLARE.COM (has 26,094,326 domains)
KYLE.NS.CLOUDFLARE.COM (has 26,094,326 domains)

104.21.62.74 - 546 other sites hosted on this server

[E] - Florida - Miami - Cloudflare Inc.

1 AS13335 CLOUDFLARENET, US (registered Jul 14, 2010)
1 change on 1 unique IP addresses over O years

2 changes on 3 unique name servers over O year

None given.

Whois Record ( last updated on 2022-10-14)

QQQE&E N@I%% T‘e@r%%OTEWQPé )e(o%'\tact California Privacy Notice

ry Domain ID: D319591972-CNI

Regis

N f ¥ in

g@l2022 DomalnTooIs

Registrar WHOIS Server: whois.resell&rcamp.com

https://whois.domaintool s.com/404notfounds.xyz
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Registrar URL: https://idwebhost.com

Updated Date: 2022-08-30T14:46:59.0Z

Creation Date: 2022-08-25T14:42:45.0Z

Registry Expiry Date: 2023-08-25T23:59:59.0Z

Registrar: CV Jogjacamp

Registrar IANA ID: 1478

Domain Status: serverTransferProhibited https://icann.org
/epp#serverTransferProhibited

Domain Status: clientTransferProhibited https://icann.org
/epp#clientTransferProhibited

Registrant Organization: Durbinlive

Registrant State/Province: Dhaka

Registrant Country: BD

Registrant Email: Please query the RDDS service of the Registrar of Record identifie
d in this

output for information on how to contact the Registrant, Admin, or Tech contact of t
he queried

domain name.

Admin Email: Please query the RDDS service of the Registrar of Record identified in
this

output for information on how to contact the Registrant, Admin, or Tech contact of t
he queried

domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified in t
his output

for information on how to contact the Registrant, Admin, or Tech contact of the quer
ied domain

name.

Name Server: ASA.NS.CLOUDFLARE.COM

Name Server: KYLE.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified i
n this

output for information on how to contact the Registrant, Admin, or Tech contact of t
he queried

domain name.

Registrar Abuse Contact Email: abuse@resellercamp.com

Registrar Abuse Contact Phone: +62.82141570000
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

DomainTools Iris

The gold-standard Internet
intelligence platform

Tdormainhare thirwake.
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’ Reverse IP Address Lookup ‘ v ‘

‘ Network Tools | v ‘

‘ Visit Website ‘

‘ & Preview the Full Domain Report ‘

Index of /

Hane - Lot Noived e

View Screenshot History

Available TLDs

General TLDs Country TLDs

The following domains are available through our preferred partners. Select domains below for more
information. (3rd party site)

[ |Taken domain.
[ Available domain.
DDeIeted previously owned domain.

|404NotFounds.com l View Whois
| 404NotFounds.net | Buy Domain
| 404NotFounds.org l Buy Domain
| 404NotFounds.info | Buy Domain
| 404NotFounds.biz | Buy Domain
| 404NotFounds.us | Buy Domain
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pikutv v1.0

PIKU TV is the #1 pocket Tv application for Android users, mainly developed to revolutionise Android Tv
apps. It's an entirely free video streaming app that will bring TV channels on your phone, which are more
than 1000. And TV channels are not limited to any specific region because they contain local &
international television channels. So, if you are willing to convert your phone into mini TV, download this Al
and small app.

Apps are boundless on the web, but very few can win the user’s trust, and RTS TV is one of them. One can
access different content on this platform, including Movies, Dramas, Shows, Cartoons, Radio, religious
programs, and much more. But the most loving feature of the platform is the live streaming of Sports
events. Without paying any cost, you can stream all Cricket, Football and other sports event remotely on
your smartphone for free via WIFI or data connection. An event like IPL (Indian Premier League), PSL
(Pakistan Super League), T20 World Cup, Asia CUP, BPL (Bangladesh Premier League), and other essential

leagues and upcoming events as well.

pikutv TV

Download Piku TV

Additional details of PIKU TV:

App RTS TV
Latest Version v1.0
Android OS 6.0 +
Develooer DorbeshBABA

https://pikutv.xyz/pikutv-v1-0/ 1/3


https://pikutv.xyz/category/uncategorized/
https://pikutv.xyz/author/umarfaruk/
https://github.com/dorbeshbaba/pikutv/raw/main/pikutv1.0v.apk
https://pikutv.xyz/

17/10/2022, 14:48 pikutv v1.0 - PikuTV Apk Download 1.0
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Licence Free

Website

Features of Pikutv TV:

In a single paragraph, we can’t conclude the features of the Piku TV app because there are many features.
Therefore, we are going to describe them in further headings. Before downloading once, check mentioned

point as well.

Main Features:

e PIKUTV is a lightweight application that smoothly runs on all Android OS, i.e. smartphones &
tablets.

e Multimedia content is arranged in a suitable format, and video can be played without any legs.

e You are not required to pay any subscription to use app services.

e No root permission is required.

e Install on the phone without disabling Play Store Protection.

Categorization:

e Cricket

e Football

e Bangla

e India

e Pakistan

e Bangla IPTV
e Kolkata

* News

e Music

¢ Infotainment
e Kids

e Live event

e Radio

User Friendly:

e The UI/UX design of the app is responsive and straightforward, which everyone can use
without hassle.

¢ You can locate your desired video, movies, and sports without delay or problem.

e User-friendly front-end display.

e Adjust brightness and sound of video with swipe control directly from the playback screen.

¢ Increase or decrease the video and audio quality.

e You can watch the video in PIP mode.

e Back-to-back updates are in-app.

https://pikutv.xyz/pikutv-v1-0/
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Leave a Comment

Your email address will not be published. Required fields are marked *

Type here..
/4
) (J Save my name, email,
Name* Email* S
and website in this browser
for the next time |
Website comment.

Post Comment »

PikuTV 2022
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https://pikutv.xyz/hello-world/

17/10/2022, 14:50 Whois pikutv.xyz

-
III ; o= I'ﬁ Enter Domain or IP

w
Eh

clientTransferProhibited .
pikutv.net Buy Now

Name Servers: asa.ns.cloudflare.com
kyle.ns.cloudflare.com
pikutvs.net Buy Now

DOMAINS WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT 1 LOGIN -g 0
0] kUtV.Xyz Updated 1 second ago () Interested in similar domains?
@ Domain Information pikutvs.com
Domain: pikutv.xyz .
alpikutv.com
Registrar: CV Jogjacamp
Registered On: 2022-08-27 pikutvclub.com
Expires On: 2023-08-27
Updated On: 2022-09-01 pikuiptv.com
Status: serverTransferProhibited

Registrant Contact
Organization: Durbinlive
State: Dhaka ‘Space
S_— o 2488 *0.88
BUY NOW
Raw Whois Data

X *Offer ends 31st October 2022
Domain Name: PIKUTV.XYZ

Registry Domain ID: D319788868-CNIC

Registrar WHOIS Server: whois.resellercamp.com
Registrar URL: https://idwebhost.com On Sale!
Updated Date: 2022-09-01T20:12:35.0%

Creation Date: 2022-08-27T03:13:24.0%2

Registry Expiry Date: 2023-08-27T23:59:59.0%2

Registrar: CV Jogjacamp

Registrar IANA ID: 1478

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransfer
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransfer
Registrant Organization: Durbinlive

Registrant State/Province: Dhaka $10.88
Registrant Country: BD BIZ @ $5.88 :
Registrant Email: Please query the RDDS service of the Registrar of Record i

Admin Email: Please query the RDDS service of the Registrar of Record identi 0000000000000000
Tech Email: Please query the RDDS service of the Registrar of Record identif
Name Server: ASA.NS.CLOUDFLARE.COM

Name Server: KYLE.NS.CLOUDFLARE.COM T
DNSSEC: unsigned . - -

Billing Email: Please query the RDDS service of the Registrar of Record iden =T ]
Registrar Abuse Contact Email: abuse@resellercamp.com wnHDPHEss
Registrar Abuse Contact Phone: +62.82141570000

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf HusTING

>>> Last update of WHOIS database: 2022-10-17T09:20:35.0Z <<<

For more information on Whois status codes, please visit https://icann.org/e 53 58
>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit - .
https://www.centralnic.com/support/rdap <<<

The Whois and RDAP services are provided by CentralNic, and contain
information pertaining to Internet domain names registered by our

our customers. By using this service you are agreeing (1) not to use any
information presented here for any purpose other than determining
ownership of domain names, (2) not to store or reproduce this data in
any way, (3) not to use any high-volume, automated, electronic processes
to obtain data from this service. Abuse of this service is monitored and
actions in contravention of these terms will result in being permanently
blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com)

https://www.whois.com/whois/pikutv.xyz 12
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Access to the Whois and RDAP services is rate limited. For more
information, visit https://registrar-console.centralnic.com/pub/whois guidan

related domain names

resellercamp.com  idwebhost.com icann.org cloudflare.com centralnic.com

Domains Hosting & Products Infrastructure

Create an Account Support
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Saikrishna & Associates Mail - Re: URGENT | Sixty first additional list of 2 domains / websites / URLs | Compliance otgr6r dated 06.0...

Angad Makkar <angad@saikrishnaassociates.com>

L ERS .\,m

Re: URGENT | Sixty first additional list of 2 domains / websites / URLs | Compliance of Order
dated 06.04.2022 passed in Star India Pvt. Ltd. & Anr. v. Ashar Nisar & Ors. [CS. (Comm.) 214 of
2022] before the Hon'ble Delhi High Court

Angad Makkar <angad@saikrishnaassociates.com> 17 October 2022 at 15:02

To: "NODAL.TERM" <nodal.term@actcorp.in>, jitesh.chathambil@actcorp.in, ddg_reg@bsnl.co.in, sbkhare@bsnl.co.in, averma@bsnl.co.in,
Amit Bhatia <amit.bhatia@airtel.com>, ajay.singh@hathway.net, dulal@hathway.net, Sudhir Shetye <sudhir.shetye@hathway.net>, Sde Ra
<raco.mtnl@gmail.com>, mtnicsco@gmail.com, gmracomtni@gmail.com, Jio Care <care@jio.com>, sunil.kr.gupta@ril.com, jyoti.jain@ril.com,
neelakantan.an@ril.com, info@spectra.co, compliance@spectra.co, pravin.jogani@tatatel.co.in, anand.dalal@tatatel.co.in,
satya.yadav@tatatel.co.in, Vodafone Idea <smitha.menon@vodafoneidea.com>, pankaj.kapdeo@vodafoneidea.com,
radhika.gokhale@vodafoneidea.com, Vodafone Idea <florencia.depores@vodafoneidea.com>

Cc: Snehima Jauhari <snehima@saikrishnaassociates.com>, Sidharth Chopra <sidharth@saikrishnaassociates.com>, Sneha Jain
<sneha@saikrishnaassociates.com>, Yatinder Garg <yatinder@saikrishnaassociates.com>, "Ankush (STAR India)"
<ankush.mahajan@startv.com>, Ashok Yadav <ashok.yadav@hotstar.com>, "Diksha (STAR India)" <diksha.snehal@startv.com>

Re: Sixty first additional list of 2 domains / URLSs that are engaged in hosting and/or streaming and/or providing access and/or
making available for viewing Our Clients’ content

Ref: 7t April, 13t April, 18t April, 20th, 24th, 27th and 30t April and oth, 10th, 12th, 13th 14th 16th 1gth and 2oth, 2g1d, o5th opth, onth
28t and 315t May and 13, 16th, 17t 19th, 20th, o4th 26th, o7th and 28t June 2022 and 19th, 27t July and 5th, 12th, 18th and 20th, 25th,

26t 29th, 30th and 315t August and 1%, 5th, 6th, 7th 10t 14th 15th j6th jgth o4th 5oth 5nd goth September and 6t and 15t October
2022 — CS Comm 214 of 2022 before the Hon’ble High Court of Delhi

Dear Sir,

We write to you on behalf of our Clients, Star India Pvt. Ltd. and Novi Digital Entertainment Pvt. Ltd, having its office at Star
House, Urmi Estate, 95 Ganpatrao Kadam Marg, Lower Parel (W), Mumbai, 400013 (“Our Clients”).

Our Clients are the producers or the exclusive assignee / licensee of various films across varied genres and languages, such as “Tadap”,

“Atrangi Re”, “Hum Do Hamaare Do” etc., and various web-series, such as “City of Dreams”, “Special Ops”, “Rudra”, etc. Our Clients are
also the leading broadcaster of sports content in India and the exclusive licensee of media rights to various sporting events / properties.
The Board of Control for Cricket India has granted Our Clients the exclusive television rights, internet rights, mobile rights and certain
ancillary rights with respect to the ongoing TATA Indian Premier League 2022 (collectively, the “Exclusive Rights”).

Our Clients instituted a Suit against various named and unnamed rogue Android-based mobile Apps (i.e., ‘Ninja TV’, ‘RTS TV’, ‘Kyte TV’,
‘Picaso TV’, ‘Stream India’ and ‘Hotstar Mod App’) operating through user interface (UI) domains / websites that collaborate /
communicate with said application and facilitate said Apps’ illegal activities, as well as various third-party websites which provide access
to, and make available for download and usage, the aforesaid rogue Apps (list of the domain names / websites is attached herewith),
before the Hon'ble Delhi High Court, inter alia, for permanent injunction restraining violation of Our Clients’ exclusive statutory rights
in relation to their content (sporting events, general entertainment content, movies, etc.). Our Clients also impleaded domain name
registrars, various internet and telecom service providers as well as the concerned government departments (Department of
Telecommunication and the Ministry of Electronics and Information Technology), as Defendants, to ensure effective compliance of any
orders that the Hon'ble Delhi High Court was inclined to pass.

The above-mentioned matter came up before Hon’ble Ms. Justice Jyoti Singh, Delhi High Court on th April 2022. The Hon’ble Court
was pleased to issue notice to you and was also pleased to pass an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are discovered during the course of the proceedings
and notified on Affidavit by the Plaintiffs to have been infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of principal or agent acting for and on their behalf, or
anyone claiming through, by or under it, are restrained from in any manner communicating to the public,
hosting, storing, reproducing, streaming, broadcasting, re-broadcasting, causing to be seen or heard by public
on payment of charge and/or making available for viewing, the Plaintiffs’ Works/Content through their Rogue
Apps (viz, Ninja TV, RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod App) or any other App,
including ones whose names/branding/trademark recall is deceptively or substantially similar to the Rogue
Apps identified hereinabove, amounting to infringement of the Plaintiffs’ copyright and Broadcast Reproduction
Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other websites/entities which are discovered during
the course of the proceedings and notified on Affidavit by the Plaintiffs to have been infringing/authorising the
infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their owners,
partners, proprietors, officers, servants, employees and all others in capacity of principal or agent acting for
and on their behalf, or anyone claiming through, by or under it, are restrained from in any manner infringing
and/or authorising the infringement by inter alia facilitating and materially contributing to the communicating,
hosting, streaming and/or making available for viewing and downloading, without authorization, on their
websites or other platforms, through the internet in any manner whatsoever, the Plaintiffs’ content, so as to
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infringe the Plaintiffs’ exclusive rights, copyrights and Broadcast Reproduction Rights, till the next date o

hearing;

c. Defendant No. 13, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
the capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 2 (rtstvapk.xyz and rtstv-app.
com);

e. Defendant No. 15, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 1 (ninjatv.app), Defendant
No. 2 (xtsaiful xyz), Defendant No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and Defendant No.
10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate / suspend the domain name registration of the Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 5 (www-
streamindianew.xyz);

1. Defendant No. 19, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu

and adhkjgfyufst.najfilmy.eu);

Jj. Defendant No. 20, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 1
(powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 3 (api-kytetv.lalalalalori.
workers.dev);

L. Defendant No. 22, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
directed to de-activate/suspend the domain name registration of the Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers, affiliates, servants,
employees and all others in capacity of principal or agent acting for and on their behalf, or
anyone claiming through, by or under it, are directed to block access to the various UI
domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of the Documents or
such other UI domains/websites that may subsequently be notified on Affidavit by the Plaintiffs
to be infringing/authorising infringement of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon the various internet and telecom
service providers registered under it to block access to the various domains/websites identified by the Plaintiffs
in the instant suit at S.No. 1 of the Documents or such other domains/websites that may subsequently be notified
on Affidavit by the Plaintiffs to be infringing/authorising infringement of its exclusive rights.”

In order to protect and enforce its Exclusive Rights, Our Clients engaged the services of an investigation agency to monitor inter alia the
aforementioned Rogue Apps, gather evidence of their infringing activity and to identify additional rogue Apps engaged in such infringing
activities (in terms of Paragraph 31(a) of the aforesaid order dated 6th April 2022). An additional rogue mobile-based Android
App, viz Piku TV App, has been identified by the investigation agency to be engaged in hosting and/or streaming and/or providing access
and/or making available for viewing Our Clients’ content, through the 2 UI domains / websites captured in the enclosed affidavit.

Consequently, in terms of the directions passed by the Hon’ble Court, vide order dated 6th April 2022, the ex parte ad-interim order
dated 6™ April 2022 (reproduced above i.e. Paragraph 31(m)) read with Paragraph 31(a)) is also applicable with respect to these
additional 2 domains / URLs.

In relation to the same, a scan copy of the Affidavit of Ms. Diksha Snehal along with the evidence with respect to additional list of 2
domains / URLSs that are engaged in hosting and/or streaming and/or providing access and/or making available for viewing Our Clients’
content through the rogue Piku TV App has been filed with the Hon’ble High Court of Delhi vide filing Diary No. E-1758734/2022. A
copy of said Affidavit has been attached herewith, for your reference.

In lieu of the above facts and circumstances, we respectfully urge you to block access to these additional 2 domains /
URLs on both HTTP and HTTPS, as set forth in the Order of the Hon’ble High Court of Delhi dated 6th April 2022
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(vide paragraph 31(m)).

Lastly, please find attached Order dated 6! April 2022 along with the additional list of 2 domains / URLS.
If you have any queries, please feel free to contact us.

Sincerely,

Angad Makkar | Associate | Saikrishna & Associates, 57, Jor Bagh, New Delhi - 110003| Handphone: +91-9897896284 | [Enrolment
No. D/3579/2021]

* MANAGING IP - Asia-Pacific 2020- Firm of the Year- India- Copyright

* WTR 1000 — Gold Ranked Firm- Enforcement & Litigation — 2016 - 2020

* CHAMBERS - Asia Pacific 2015-2020 - Leading Firm- IP & TM - 2016-2020

* INDIAN BUSINESS LAW JOURNAL- Indian Law Firm Awards-Intellectual Property- 2019 & 2020
* INDIAN BUSINESS LAW JOURNAL - Law Firm Awards- Media, Entertainment & Sport -2020

* MANAGING IP - Global Awards 2014 - Firm of the Year — India - Patent Contentious

The Information contained in this e-mail and/or in any of the attached files constitutes confidential information of S&A and
may also be the subject of legal professional privilege, not being waived or lost by mistaken transmission or receipt. If you
have received this mail in error, please notify us at info@saikrishnaassociates.com immediately by reply email and
destroy the original - any use, disclosure or copying of this mail is unauthorised.

On Sat, 15 Oct 2022 at 19:09, Angad Makkar <angad@saikrishnaassociates.com> wrote:
Re: Sixtieth additional list of 5 domains / URLSs that are engaged in hosting and/or streaming and/or providing access and/or
making available for viewing Our Clients’ content

Ref: 7t April, 13t April, 18t April, 20th, 24th, 27th and 30th April and oth, 10th, 12th, 13th 14th 16th 1gth and 20th, 2374 25th 26th,
27t o8t and 315t May and 15, 161, 17th, 19th, 20th, o4th o6th o7th and 28t June 2022 and 19th, 27t July and 5th, 12th, 18th and
20th, 25th 26th agth) 30th and 315t August and 15, 5th, 6th, 7th 10th, 14th, 15th 16th 1gth) 24th) o7th and g0th September and 6th
October 2022 — CS Comm 214 of 2022 before the Hon’ble High Court of Delhi

Dear Sir,

We write to you on behalf of our Clients, Star India Pvt. Ltd. and Novi Digital Entertainment Pvt. Ltd, having its office at Star
House, Urmi Estate, 95 Ganpatrao Kadam Marg, Lower Parel (W), Mumbai, 400013 (“Our Clients”).

Our Clients are the producers or the exclusive assignee / licensee of various films across varied genres and languages, such as “Tadap”,
“Atrangi Re”, “Hum Do Hamaare Do” etc., and various web-series, such as “City of Dreams”, “Special Ops”, “Rudra”, etc. Our Clients
are also the leading broadcaster of sports content in India and the exclusive licensee of media rights to various sporting
events / properties. The Board of Control for Cricket India has granted Our Clients the exclusive television rights, internet rights,
mobile rights and certain ancillary rights with respect to the ongoing TATA Indian Premier League 2022 (collectively, the “Exclusive
Rights”).

Our Clients instituted a Suit against various named and unnamed rogue Android-based mobile Apps (i.e., ‘Ninja TV’, ‘RTS TV’, ‘Kyte
TV’, ‘Picaso TV, ‘Stream India’ and ‘Hotstar Mod App’) operating through user interface (UI) domains / websites that collaborate /
communicate with said application and facilitate said Apps’ illegal activities, as well as various third-party websites which provide
access to, and make available for download and usage, the aforesaid rogue Apps (list of the domain names / websites is attached
herewith), before the Hon'ble Delhi High Court, inter alia, for permanent injunction restraining violation of Our Clients’ exclusive
statutory rights in relation to their content (sporting events, general entertainment content, movies, etc.). Our Clients also impleaded
domain name registrars, various internet and telecom service providers as well as the concerned government departments
(Department of Telecommunication and the Ministry of Electronics and Information Technology), as Defendants, to ensure effective
compliance of any orders that the Hon'ble Delhi High Court was inclined to pass.

The above-mentioned matter came up before Hon’ble Ms. Justice Jyoti Singh, Delhi High Court on 6th April 2022. The Hon’ble Court
was pleased to issue notice to you and was also pleased to pass an ex-parte ad-interim order in terms of the following;:

“31. Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are discovered during the course of the
proceedings and notified on Affidavit by the Plaintiffs to have been infringing/authorising the infringement
of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, affiliates, employees, and all others in capacity of principal or agent acting for
and on their behalf, or anyone claiming through, by or under it, are restrained from in any manner
communicating to the public, hosting, storing, reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge and/or making available for viewing, the
Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS TV, Kyte TV, Picaso TV, Stream
India and Hotstar Mod App) or any other App, including ones whose names/branding/trademark recall is
deceptively or substantially similar to the Rogue Apps identified hereinabove, amounting to infringement of
the Plaintiffs’ copyright and Broadcast Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other websites/entities which are discovered
during the course of the proceedings and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast
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2 Angad Makkar <angad@saikrishnaassociates.com>
SATERT MA l.bl, i

Re: URGENT | Sixty first additional list of 2 domains / websites / URLs | Compliance of Order dated 06.04.2022 passed in Star India Pvt.
Ltd. & Anr. v. Ashar Nisar & Ors. [CS. (Comm.) 214 of 2022] before the Hon'ble Delhi High Court

Angad Makkar <angad@saikrishnaassociates.com> 17 October 2022 at 15:03
To: secy-dot@nic.in, Director DS |l <dirds2-dot@nic.in>, Cyber Law Legal <cyberlaw-legal@meity.gov.in>, Rakesh Maheswari <gccyberlaw@meity.gov.in>, HARENDRA HARENDRA <adetds2-
dot@gov.in>

Cc: Snehima Jauhari <snehima@saikrishnaassociates.com>, Sneha Jain <sneha@saikrishnaassociates.com>, Sidharth Chopra <sidharth@saikrishnaassociates.com>, Yatinder Garg
<yatinder@saikrishnaassociates.com>, "Anurag (STAR India)" <anurag.kashyap@startv.com>, Ashok Yadav <ashok.yadav@hotstar.com>, "Ankush (STAR India)" <ankush.mahajan@startv.com>,
"Diksha (STAR India)" <diksha.snehal@startv.com>

Re: Sixty first additional list of 2 domains / URLs that are engaged in hosting and/or streaming and/or providing access and/or making available for viewing Our Clients’ content

Ref: 70 April, 131 April, 18t April, 20th, 24th, 27" and 30t April and oh, 10th, 12th, 13th, 14t 16th, 19th and 20th, 2314, 25th, 26th, o7th 28th and 315t May and 15, 161, 17th, 19th, 20th, o4th)
26t 27th and 28t June 2022 and 19", 27t July and 51, 12th, 18t and 20th, 25t 26th, 29th, 30th and 315t August and 13, 51, 6th, 7t 10th, 14th 15th 16th 1gth o4th ooth apd goth September
and 6 and 15‘1‘ October 2022 — CS Comm 214 of 2022 before the Hon’ble High Court of Delhi

Dear Sir,

We write to you on behalf of our Clients, Star India Pvt. Ltd. and Novi Digital Entertainment Pvt. Ltd, having its office at Star House, Urmi Estate, 95 Ganpatrao Kadam Marg, Lower
Parel (W), Mumbai, 400013 (“Our Clients”).

Our Clients are the producers or the exclusive assignee / licensee of various films across varied genres and languages, such as “Tadap”, “Atrangi Re”, “Hum Do Hamaare Do” etc., and various
web-series, such as “City of Dreams”, “Special Ops”, “Rudra”, etc. Our Clients are also the leading broadcaster of sports content in India and the exclusive licensee of media rights to various
sporting events / properties. The Board of Control for Cricket India has granted Our Clients the exclusive television rights, internet rights, mobile rights and certain ancillary rights with respect to
the ongoing TATA Indian Premier League 2022 (collectively, the “Exclusive Rights”).

Our Clients instituted a Suit against various named and unnamed rogue Android-based mobile Apps (i.e., ‘Ninja TV’, ‘RTS TV’, ‘Kyte TV’, ‘Picaso TV’, ‘Stream India’ and ‘Hotstar Mod App’)
operating through user interface (UI) domains / websites that collaborate / communicate with said application and facilitate said Apps’ illegal activities, as well as various third-party websites
which provide access to, and make available for download and usage, the aforesaid rogue Apps (list of the domain names / websites is attached herewith), before the Hon'ble Delhi High
Court, inter alia, for permanent injunction restraining violation of Our Clients’ exclusive statutory rights in relation to their content (sporting events, general entertainment content, movies, etc.).
Our Clients also impleaded domain name registrars, various internet and telecom service providers as well as the concerned government departments (Department of Telecommunication and
the Ministry of Electronics and Information Technology), as Defendants, to ensure effective compliance of any orders that the Hon'ble Delhi High Court was inclined to pass.

The above-mentioned matter came up before Hon’ble Ms. Justice Jyoti Singh, Delhi High Court on 6t April 2022. The Hon’ble Court was pleased to issue notice to you and was also pleased to
pass an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are discovered during the course of the proceedings and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are restrained
from in any manner communicating to the public, hosting, storing, reproducing, streaming, broadcasting, re-broadcasting, causing to be seen or heard by public on
payment of charge and/or making available for viewing, the Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS TV, Kyte TV, Picaso TV, Stream
India and Hotstar Mod App) or any other App, including ones whose names/branding/trademark recall is deceptively or substantially similar to the Rogue Apps
identified hereinabove, amounting to infringement of the Plaintiffs’ copyright and Broadcast Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other websites/entities which are discovered during the course of the proceedings and notified on Affidavit
by the Plaintiffs to have been infringing/authorising the infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their owners,
partners, proprietors, officers, servants, employees and all others in capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or
under it, are restrained from in any manner infringing and/or authorising the infringement by inter alia facilitating and materially contributing to the communicating,
hosting, streaming and/or making available for viewing and downloading, without authorization, on their websites or other platforms, through the internet in any
manner whatsoever, the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights, copyrights and Broadcast Reproduction Rights, till the next date of hearing;

¢. Defendant No. 13, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in the capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 2 (rtstvapk.xyz and rtstv-app.
com);

e. Defendant No. 15, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 1 (ninjatv.app), Defendant No.
2 (xtsaiful.xyz), Defendant No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and Defendant No. 10 (apkpot.com);

f- Defendant No. 16, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate / suspend the domain name registration of the Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 5 (www-streamindianew.xyz);
1. Defendant No. 19, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 4 (jfskkfsjfsksdey.najfilmy.eu
and adhkjgfyufsf.najfilmy.eu);

J. Defendant No. 20, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 1
(powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 3 (api-kytetv.lalalalalori.
workers.dev);

L. Defendant No. 22, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and
on their behalf, or anyone claiming through, by or under it, are directed to block access to the various UI domains/websites identified by the Plaintiffs in the instant suit
at S.No. 1 of the Documents or such other UI domains/websites that may subsequently be notified on Affidavit by the Plaintiffs to be infringing/authorising infringement
of its exclusive rights; and

n. Defendants No. 32 and 33 are directed to issue a Notification calling upon the various internet and telecom service providers registered under
it to block access to the various domains/websites identified by the Plaintiffs in the instant suit at S.No. 1 of the Documents or such other
domains/websites that may subsequently be notified on Affidavit by the Plaintiffs to be infringing/authorising infring t of its excls
rights.”

In order to protect and enforce its Exclusive Rights, Our Clients engaged the services of an investigation agency to monitor inter alia the aforementioned Rogue Apps, gather evidence of their
infringing activity and to identify additional rogue Apps engaged in such infringing activities (in terms of Paragraph 31(a) of the aforesaid order dated 6" April 2022). An additional rogue
mobile-based Android App, viz Piku TV App, has been identified by the investigation agency to be engaged in hosting and/or streaming and/or providing access and/or making available
for viewing Our Clients’ content, through the 2 UI domains / websites captured in the enclosed affidavit.

Consequently, in terms of the directions passed by the Hon’ble Court, vide order dated 6t April 2022, the ex parte ad-interim order dated 6 April 2022 (reproduced above i.e. Paragraph 31(n))
read with Paragraph 31(a)) is also applicable with respect to these 2 additional domains / URLs.
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Saikrishna & Associates Mail - Re: URGENT | Sixty first additional list of 2 domains / websites / URLs | Compliance ofﬁr@ dated 06.0...

In relation to the same, a scan copy of the Affidavit of Ms. Diksha Snehal along with the evidence with respect to additional list of 2 domains / URLs that are engaged in hosting and/or streaming
and/or providing access and/or making available for viewing Our Clients’ content through the rogue Piku TV App has been filed with the Hon’ble High Court of Delhi vide filing Diary No. E-
1758734/2022. A copy of said Affidavit along with proof of filing has been attached herewith, for your reference.

In lieu of the above facts and circumstances, we respectfully urge you to issue notification to all the ISPs at the earliest as set forth in the Order of the Hon’ble High
Court of Delhi dated 6 April 2022.

Lastly, please find attached Order dated 6 April 2022 along with the additional list of 2 domains / URLSs.
If you have any queries, please feel free to contact us.

Sincerely,

Angad Makkar | Associate | Saikrishna & Associates, 57, Jor Bagh, New Delhi - 110003| Handphone: +91-9897896284 | [Enrolment No. D/3579/2021]

* MANAGING IP - Asia-Pacific 2020- Firm of the Year- India- Copyright

* WTR 1000 — Gold Ranked Firm- Enforcement & Litigation — 2016 - 2020

* CHAMBERS - Asia Pacific 2015-2020 - Leading Firm- IP & TM - 2016-2020

« INDIAN BUSINESS LAW JOURNAL- Indian Law Firm Awards-Intellectual Property- 2019 & 2020
« INDIAN BUSINESS LAW JOURNAL - Law Firm Awards- Media, Entertainment & Sport -2020

* MANAGING IP - Global Awards 2014 - Firm of the Year — India - Patent Contentious

The Information contained in this e-mail and/or in any of the attached files constitutes confidential information of S&A and
may also be the subject of legal professional privilege, not being waived or lost by mistaken transmission or receipt. If you
have received this mail in error, please notify us at info@saikrishnaassociates.com immediately by reply email and
destroy the original - any use, disclosure or copying of this mail is unauthorised.

On Sat, 15 Oct 2022 at 19:11, Angad Makkar <angad@saikrishnaassociates.com> wrote:
Re: Sixtieth additional list of 5 domains / URLSs that are engaged in hosting and/or streaming and/or providing access and/or making available for viewing Our Clients’ content

Ref: 70 April, 13t April, 181 April, 20th, 241, 27th and 30t April and o', 10th, 12th, 13th 14th, 16th 19th and 20th, 2374, 25th, 26th, o7th 28th and 315t May and 15, 161, 17th, 19th, 20th, 24th,
26, 27th and 28t June 2022 and 19, 270 July and 5th, 12th, 18t and 20th, 25th, 26th, 29th, 30th and 315t August and 15, 5th, 6th, 7th, 10th 14th 15th j6th 1gth o4th ooth and 30th September
and 6 October 2022 — CS Comm 214 of 2022 before the Hon’ble High Court of Delhi

Dear Sir,

We write to you on behalf of our Clients, Star India Pvt. Ltd. and Novi Digital Entertainment Pvt. Ltd, having its office at Star House, Urmi Estate, 95 Ganpatrao Kadam Marg, Lower
Parel (W), Mumbai, 400013 (“Our Clients”).

Our Clients are the producers or the exclusive assignee / licensee of various films across varied genres and languages, such as “Tadap”, “Atrangi Re”, “Hum Do Hamaare Do” etc., and various
web-series, such as “City of Dreams”, “Special Ops”, “Rudra”, etc. Our Clients are also the leading broadcaster of sports content in India and the exclusive licensee of media rights to various
sporting events / properties. The Board of Control for Cricket India has granted Our Clients the exclusive television rights, internet rights, mobile rights and certain ancillary rights with respect
to the ongoing TATA Indian Premier League 2022 (collectively, the “Exclusive Rights”).

Our Clients instituted a Suit against various named and unnamed rogue Android-based mobile Apps (i.e., ‘Ninja TV’, ‘RTS TV’, ‘Kyte TV’, ‘Picaso TV’, ‘Stream India’ and ‘Hotstar Mod App’)
operating through user interface (UI) domains / websites that collaborate / communicate with said application and facilitate said Apps’ illegal activities, as well as various third-party websites
which provide access to, and make available for download and usage, the aforesaid rogue Apps (list of the domain names / websites is attached herewith), before the Hon'ble Delhi High
Court, inter alia, for permanent injunction restraining violation of Our Clients’ exclusive statutory rights in relation to their content (sporting events, general entertainment content, movies,
etc.). Our Clients also impleaded domain name registrars, various internet and telecom service providers as well as the concerned government departments (Department of Telecommunication
and the Ministry of Electronics and Information Technology), as Defendants, to ensure effective compliance of any orders that the Hon'ble Delhi High Court was inclined to pass.

The above-mentioned matter came up before Hon’ble Ms. Justice Jyoti Singh, Delhi High Court on 6th April 2022. The Hon’ble Court was pleased to issue notice to you and was also pleased to
pass an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which are discovered during the course of the proceedings and notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their owners, partners, proprietors,
officers, servants, affiliates, employees, and all others in capacity of principal or agent acting for and on their behalf, or anyone claiming through, by or under it, are
restrained from in any manner communicating to the public, hosting, storing, reproducing, streaming, broadcasting, re-broadcasting, causing to be seen or heard
by public on payment of charge and/or making available for viewing, the Plaintiffs’ Works/Content through their Rogue Apps (viz, Ninja TV, RTS TV, Kyte TV,
Picaso TV, Stream India and Hotstar Mod App) or any other App, including ones whose names/branding/trademark recall is deceptively or substantially similar to
the Rogue Apps identified hereinabove, amounting to infringement of the Plaintiffs’ copyright and Broadcast Reproduction Rights, till the next date of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ (and such other websites/entities which are discovered during the course of the proceedings and notified on
Affidavit by the Plaintiffs to have been infringing/authorising the infringement of the Plaintiffs’ exclusive rights, copyrights and broadcast reproduction rights), their
owners, partners, proprietors, officers, servants, employees and all others in capacity of principal or agent acting for and on their behalf, or anyone claiming
through, by or under it, are restrained from in any manner infringing and/or authorising the infringement by inter alia facilitating and materially contributing to
the communicating, hosting, streaming and/or making available for viewing and downloading, without authorization, on their websites or other platforms, through
the internet in any manner whatsoever, the Plaintiffs’ content, so as to infringe the Plaintiffs’ exclusive rights, copyrights and Broadcast Reproduction Rights, till the
next date of hearing;

c¢. Defendant No. 13, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in the capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of Defendant No. 3 (kyte-tv.com),
Defendant No. 4 (picasotv.com), Defendant No. 9 (apkmole.com) and Defendant No. 11 (downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 2 (rtstvapk.xyz and rtstv-
app.com);

e. Defendant No. 15, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 1 (ninjatv.app), Defendant
No. 2 (xtsaiful.xyz), Defendant No. 5 (globalnewsgeeks.xyz), Defendant No. 7 (apkdevil.com) and Defendant No. 10 (apkpot.com);

f. Defendant No. 16, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate / suspend the domain name registration of the Defendant No. 8 (apkfileok.com);

h. Defendant No. 18, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 5 (www-
streamindianew.xyz);

1. Defendant No. 19, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 4
(ffskkfsjfsksdey.najfilmy.eu and adhkjgfyufst.najfilmy.eu);

Jj- Defendant No. 20, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 1
(powerex.pk and ninjatv.pk);

k. Defendant No. 21, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 3 (api-kytetv.lalalalalori.
workers.dev);

L Defendant No. 22, its directors, partners, proprietors, officers, affiliates, servants, employees and all others in capacity of principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are directed to de-activate/suspend the domain name registration of the Defendant No. 3 (kytetv.site);

2/117


mailto:info@saikrishnaassociates.com
mailto:angad@saikrishnaassociates.com
http://kyte-tv.com/
http://picasotv.com/
http://apkmole.com/
http://downloadapks.net/
http://rtstvapk.xyz/
http://rtstv-app.com/
http://ninjatv.app/
http://xtsaiful.xyz/
http://globalnewsgeeks.xyz/
http://apkdevil.com/
http://apkpot.com/
http://techbigs.com/
http://apkfileok.com/
http://www-streamindianew.xyz/
http://jfskkfsjfsksdey.najfilmy.eu/
http://adhkjgfyufsf.najfilmy.eu/
http://powerex.pk/
http://ninjatv.pk/
http://api-kytetv.lalalalalori.workers.dev/

IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF
Star India Pvt. Ltd. & Anr. ...Mlaintiffs

Versus

Ashar Nisar & Ors. ...Defendants

INDEX

1. | Affidavit of Ms. Diksha Snehal dated 19"
October 2022 with respect to additional | 112
list of 2 domains / URLs / IP Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for viewing the
Plaintiffs' Content
2. | Amexure A: Additional list of 2 domains
{ URLs / [P Addresses
3. | Evidence with respect to additional list of
2 domains /| URLs / IP Addresses that are | 14-33
engaged in hosting and/or streaming
and/or providing access and'or making
available for viewing the Plaintiffs’
Cantent

13

Garg / Snehima Jauhari / Angad S. Makkar
(DA330/2015) / (D/2T733/2017) / (IW3579/2021)

Place: Mew Delhi Saikrishna and Associates
Date: 19% October 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003

+91 9999064036

vatinder(@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
C5 (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Ltd. & Anr. ... Plaintiffs
Fersus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR, AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAIL 400013,
PREESENTLY AT NEW DELHI

[, the above-named deponent, do hereby solemnly affirm and

declare as under:

[. That, I am the Authorized Representative of the Plaintiffs in the
present suit and as such I am conversant with the facts and
circumstances of the present suit and competent to depose in

fé";_ﬂ-_ﬁ ].n respect thereof,

state that | am aware of the present suit and the order dated

peabs
par: 'Ji"?“.w.x_u 24

,:5:‘:.- 65.04.2022 whereby the Hon'ble Court was pleased to pass

e
\T _Djf‘x an ex-parie ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed.:

a. Defendants No. | to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffy to have been



infringing/authorising the infringement of the Plaintiffs”
exclusive rights, copyrights and broadcast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, emplovees, and all others in capacity of
principal or agent acting for and on their behalf, or amyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing fo be seen or heard by public on paymeni of charge
andior making available for viewing, the Plaintiffs’
Warks/Content through their Rogue Apps fviz, Ninja TV,
RTS TV, Kyte TV, Picasa TV, Stream India and Hotstar Mod
Appl  or any other App,  including ones  whose
names/branding/trademark  recall is  deceptively  or
substantially similar to the Rogue Apps identified
hereinabove, amounting to infringement of the Plaintiffs’
copyright and Broadeast Reproduction Rights, till the next
date of hearing;

b. Defendanis No. 7 to 12, on both ‘hitp’ and ‘https' fand
stich other websites/entities which are discovered during the

urse of the proceedings and notified on Affidavit by the
intiffs  to  have been infringing/authorising  the

hr J ’ jﬁfrmgemem af the Plaintiffs’ exclusive rights, copyrights
~y '-rrldiiﬁ

"‘g‘}r .___/{q- dnd broadcast reproduction rights), their owners, partners,

3’

-~ r dr’j proprietors, officers, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf,
or amyone claiming through, by or under it, are restrained
from [n any manner infringing and‘or authorising the
infringement by inter alia facilitating and materially

confributing to the communicating, hosting, streaming



and'or making available for viewing and downloading,

without authorization, on their websites or other platforms,

through the imiernet in any manner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs " exclusive
rights, copyrights and Broadcast Reproduction Rights, till
the next date of hearing;

¢. Defendant No. 13, its directors, partners, proprietors,

afficers, affiliates, servants, emplovees and all others in the
capacity af principal or agent acting for and on their behalf,

or amvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration af
Defendant No. 3 (kyte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 (apkmolecom) and
Defendant No. 11 {downloadapks.net);

d. Defendant No. 14, its directors, partners, proprietors,

aofficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,

or anyvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 2 (rtstvapk.xyz and ristv-app.com);

N Defendant No. 15, its directors, partners, proprietors,
: icers, affiliates, servants, emplovees and all others in

LETpﬂLH_].-" of principal or agent acting for and on their behalf,

i ]

Heg
" ; 4 10817 Je /‘{_ anyone claiming through, by or under it, are divected to

Gt,r G 'F_,..s ;"dewnmmfsmpeud the domain name registration of the
Defendant No. | (ninjarv.app), Defendant No. 2
(xtsaifulxyz), Defendant No. 3§ (globalnewsgecks.xyz),
Defendant No. 7 fapkdevil.com) and Defendant No. 10
fapkpot.com);



Eni

".,"'

f. Defendant No. 16, its directors, partners, propriefors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
ar anyvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 12 itechbigs.com);

g. Defendant No. 17, its direciors. partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity af principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate / suspend the domain name registration of the
Defendant No. 8 (apkfileak.com),

h. Defendant No. 18, iis direciors, partrners, propriefors,
officers, affiliates, servants, employvees and all others in
capacity af principal or agent acting for and on their
behalf, or anyone claiming through, by or under it, are
directed 1o de-activate’suspend  the domain  name
registration of the Defendant No. 5 fwww-
streamindianew. xyz);

i. Defendant No. 19, its directors, partners, proprietors,

officers, aﬂ" iliates, servants, emp!'ﬂvees and all others in

h{:'.! or anyone claiming through, by or under it, are directed to

de-activate/suspend the domain name registration of the
Defendant  No. 4 (jFkkfsifsksdey. najfiimyv.en and
adhkiefiufsfnajfilmy.eu);

i. Defendant No, 20, its directors, partners, proprietors,

officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,

or anyone claiming rthrough, by or under if, are directed (o



de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);

k. Defendant No, 21, its directors, pariners, proprietors,
officers. affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it. are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori. workers. dev);

. Defendant No. 22, itz directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and en their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (kytetv.site);

m. Defendants No. 23 to 31, their directors, partners,
proprietors, officers, affiliates, servants, employees and all
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under i, are
directed to block access to the various Ul domains/websites
ideniified by the Plaintiffs in the instant suit at S.No. 1 of the
Documents or such other Ul domains/websites that may

__":*-‘I'}.mbsequem{v be notified on Affidavit by the Plaintiffs to be

&

infringing/authorising infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed to issue a
Natificarion calling upon the various interner and relecom
service providers registered under it to block access 1o the
various domains/websites identified by the Plaintiffs in the
instant swit at S.No. [ of the Documents or such other

domains/websites that may subseguently be nofified on



Affidavit by the Plaintiffs to be infringing/authorising
infringement of its exclusive rights, "

3. I state that in order to protect and enforce its exclusive rights in
the Plaintiffs’ Content, including but not limited to the content
made available through the Plaintiffs" STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, etc.)
(“STAR Channels™), the Plaintiffs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-based mobile
Apps (in terms of para 31(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e,, Defendant Nos. 1 to 6) and gather evidence of their

infringing activity. 1 state that the following user interface (LIT)

ains / websites have been identified by the investigation

1.| https://firebaseremoteconfip. | Pikashow
googleapis.com/v l/projects/d
96797426897 /mamespaces/fir
ebase:fetch




2.! hitps://nmm.pages.dev (Additional rogue app |
blocked vide affidavit
dared (19.05.2022)

4. 1 state that the from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned 2 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’
Content, including but not limited to the content made available
through the Plaintiffs STAR Channels. 1 state that the
Plaintiffs are the exclusive right holders for Plaintiffs” Content,
including but not limited to the content made available through
the Plaintiffs’ STAR Channels, for the worldwide territory and
the Plantiffs have not authorised the above-mentioned

6:17 ,i R ¥ websites to communicate and or make available for viewing the
e

Plaintiffs’ Content, including but not limited to the content

!mi_!.:tiﬂ available through the Plaintiffs’ STAR Channels.

O 5
"1, {4 5. 1state that the Plaintiffs are not aware of the owner(s) of these

2 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.

6. 1 state that in terms of the following directions passed by this

Hon'ble Court, vide order dated 16.04.2021, ex parte ad-
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interim order dated 06.04.2022 (reproduced herein above) is

also applicable on the above mentioned 2 domains / websites.

“31. Aceardingly, the following directions are passed:

a. Defendants No. 1 to 6 (and such other Rogue Apps which
are discovered during the course of the proceedings and
notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs'
exclusive rights, copyrighis and broadecast reproduction
rights), their owners, partners, proprieiovs, afficers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone
claiming through, by or under it, are restrained from in any
manner communicating to the public, hosting, storing,

reproducing, streaming, broadcasting, re-brogdceasting,

4 pausing to be seen or heard by public on payment of charge
neior making available for viewing, the Plaintiffs’

_-'}" Works/Content through their Rogue Apps (viz, Ninja TV,

RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) or any other App, including ones whose
names/'branding/trademark  recall is deceptively or
substantially similar to the Rogwe Apps identified

hereinabove, amounting to infringement of the Plaintiffs’



copyright and Broadeast Reproduction Rights, till the next
date of hearing;

b. Defendants No. 7 to 12, on both "http' and “https’ (and
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavir by the
Plaintiffs to  have bheen infringing/authorising the
infringement of the Plaintiffs ' exclusive rights, copyrights
and broadeast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are restrained
from n any manner infringing and/or authorising the

infringement by inter alia facilitating and materially

4 v =

1Ol =8 P y, . . .
\ %Wﬂmmma {i;.y;rhuuz authorization, on their websites or other platforms,

L(T. _TQ__E;?'E: through the internef in anmy manner whalsoever, the
Plaintiffs ' content, 5o as to infringe the Plaintiffs ' exclusive
rights, copyrights and Broadcast Reproduction Righis, till
the next date of hearing;

xxx
m. Defendants No. 23 1o 31, their directors, partmers,

proprietors, officers, affiliates, servanis, employees and all



others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various Ul domaing/websites
identified by the Plaintiffs in the instant suit at 8.No. 1 of the
Documents or such other Ul domains/websites that may
subsequently be notified on Affidavit by the Plaintiffs to be
infringing/authorising infringement of its exclusive rights;
and
n. Defendants No. 32 and 33 are directed to issue a
Notification calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the
g 'Ec_;..,‘ instant suit at SNo. 1 of the Documents or such other
}-}umufm‘fwebﬂm: that may subsequently be notified on

|flidavit by the Plaintiffs to be infringing/authorising

tn 270B/Z02

'ﬂ' {:? infringement of its exclusive rights.”
5" W
£ GF/

7. In light of the abovementioned, the Depariment of
Telecommunications (Defendant No. 32) and the Ministry of
Electronics and Information Technology (Defendant No. 33)
are urged to issue a notification to the Internet Service
Providers (Defendant Nos. 23 — 31) to block the additional

rogue websites / Ul domains identified in Annexure A hereto.

10



8. I state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. I
downloaded the same onto the computer (Intel (R) Core (TM)
15-2520M CPU @ GE{I[_U @ 2.50 GHz 2.50 GHz) which is
regularly used by me in the ordinary course of business and

thereafier, shared the same with the Plaintiffs’ Counsel.

9. 1 am advised to state that the conditions of Sections 65B of the
Indian Evidence Act, 1872 and Order X1 Rule 6(3) of the
Commercial Courts, Commercial Division and Commercial
Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

10,In particular, I confirm:-

a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Intemet) and store other electronic

records. The relevant information from the websites and

electronic records as mentioned above was downloaded by
me in the course of activity of the Plaintiffs, | have a lawful
conirol over the use of the said computer system by virtue of

my capacity in the organization.

11
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b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever.

d) That the information contained on the computer outputs is
an exact replica and has been produced from the original

electronic record and therefore, reproduces the information

Y }J/{

DEPONENT

VERIFICATION 190CT 2022

Verified at New Delhi on this the  day of October 2022 that the
contents of the above said Affidavit are true to the best of

knowledge, information and helief and nothing material has been

concealed therefrom. M

:EFEl‘lriEL“%'ﬂ;l,\n ;
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That the mnmnm ».:af 1r|u. affisadit w
besn read & explained to him & rue B
Correct to this knowladga.

190CT 2022

My Public



ANNEXURE A: LIST OF DOMAINS / URLs / IP
ADDRESSES

1. | hitps://firebaseremoteconfig. googleapis.com/v 1/projects/4
96797426897 /namespaces/firebase:fetch

2. https://nmm.pages.dev
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Pikashow:

Step 1: The Investigator opened the official website of Pikashow, https://pikas.how, from where the Pikashow APK file (android version) was downloaded.
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Step 2: The Investigator then installed the Pikashow APK file on “Genymotion”.

Note: The Genymotions application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the Pikashow application, the Investigator launched “Burp Suite” to capture the data packets (network logs) of the app.

The Investigator then launched the Pikashow app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https://firebaseremoteconfig.googleapis.com/v1/projects/496797426897/namespaces/firebase:fetch and https://nmm.pages.dev (as shown in the images
below).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

u Bep  Meitt  sihwiel  Sepester  Winde
DV e L L sy, YL
reerept PETP natory vttty temary

Nl tadeg et end gere sl by Lok

- (S ] b

e Y 4 "
tery o7 20MCaEe: €D roo
1 s ERE T P T PO
4 MEpc a2 gecgien il oo PosT
BE WD et m s terartis sonale N
M1 T Mt erematerarhiy googe . PO
wl PR e o e
e 0 genedractl e =
Wy thuerensicizringoogde . IO
» 4 wWe< e 1813015 goagde POsT
"y TRPE A PVIRAM RN AT NN Qe . PORT

Lok M
) 4 proferta/ et "Tece
Kokn: TAFARLS U At L rant iy
P-NMona-Tak il W g - 108TYIETS
F-ApL-Fay: Alnudy

id-ha

AzdroldsCact: 2

igin Gle

r Tivebase

yVers:
s

Lage
&a-Rers Y

v el ek

T ime

A 4
Negante BN Neonm -
iz
od -
VIOXD v
an
gl J
VI evinne 7
prepertn LM iramrapecr Meem g 4
vLiprapectad T LAY manripater tarn et d
Al NEmn LRTRE = 255 S ) d
QLY wancipenit) et v
SEE S L S TR R T T
VHTAM TR WA VLT mamsipar p L aeg et J

imameap eren Al shane fwron NTT
Ledgin -

T Lin shase-Pot oW L
on r \

o S

PISEOAITITORCITCT YR |
b b

18¢

Erlrides
St r .
X ol

2\
-

R TLE

AT g

LAl

ey

et A

mpactor

DqurT anme

Trgary Hesaen

ot (ey

Fr

€€

20

fOor pérsonat use




Evidence of infringement of the Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022):
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/ § namecheap
Domains Hosting WordPress Email  Apps Security

Transfer to Us Help Center  Account

Whois Lookup

Discover who owns a domain

a

googleapis.com

-

Domains — Whois Lookup —

Whois results: googleapis.com is already registered.
Want it? Make an offer now.

Domain Name: googleapis.com

Registry Domain ID: 140496530_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.markmonitor.com
Registrar URL: http://www.markmonitor.com

Updated Date: 2021-12-24T09:29:144+0000

https://www.namecheap.com/domains/whois/result?domain=googleapis.com Page 1 0of 6


https://war.ukraine.ua/support-ukraine/
https://www.namecheap.com/myaccount/signup/
https://www.namecheap.com/support/
https://www.namecheap.com/shoppingcart/
https://www.namecheap.com/
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Creation Date: 2005-01-25T08:00:00+0000

Registrar Registration Expiration Date: 2023-01-25T00:00:00+0000
Registrar: MarkMonitor, Inc.

Registrar IANA ID: 292

Registrar Abuse Contact Email: abusecomplaints@markmonitor.com
Registrar Abuse Contact Phone: +1.2086851750

Domain Status: clientUpdateProhibited
(https://www.icann.org/epp#clientUpdateProhibited)
Domain Status: clientTransferProhibited
(https://www.icann.org/epp#clientTransferProhibited)
Domain Status: clientDeleteProhibited
(https://www.icann.org/epp#clientDeleteProhibited)
Domain Status: serverUpdateProhibited
(https://www.icann.org/epp#serverUpdateProhibited)
Domain Status: serverTransferProhibited
(https://www.icann.org/epp#serverTransferProhibited)
Domain Status: serverDeleteProhibited
(https://www.icann.org/epp#serverDeleteProhibited)
Registrant Organization: Google LLC

Registrant State/Province: CA

Registrant Country: US

Registrant Email: Select Request Email Form at
https://domains.markmonitor.com/whois/googleapis.com
Admin Organization: Google LLC

Admin State/Province: CA

Admin Country: US

Admin Email: Select Request Email Form at
https://domains.markmonitor.com/whois/googleapis.com
Tech Organization: Google LLC

Tech State/Province: CA

Tech Country: US

Tech Email: Select Request Email Form at
https://domains.markmonitor.com/whois/googleapis.com
Name Server: ns2.google.com

Name Server: ns4.google.com

Name Server: nsl.google.com

Name Server: ns3.google.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System:

https://www.namecheap.com/domains/whois/result?domain=googleapis.com Page 2 of 6
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http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-18T17:17:15+0000 <<<

For more information on WHOIS status codes, please visit:
https://www.icann.org/resources/pages/epp-status-codes

If you wish to contact this domain???s Registrant, Administrative, or
Technical

contact, and such email address is not visible above, you may do so via
our web

form, pursuant to ICANN???s Temporary Specification. To verify that you
are not a

robot, please enter your email address to receive a link to a page that
facilitates email communication with the relevant contact(s).

Web-based WHOIS:
https://domains.markmonitor.com/whois

If you have a legitimate interest in viewing the non-public WHOIS details,
send

your request and the reasons for your request to
whoisrequest@markmonitor.com

and specify the domain name in the subject line. We will review that
request and

may ask for supporting documentation and explanation.

The data in MarkMonitor???s WHOIS database is provided for
information purposes,

and to assist persons in obtaining information about or related to a
domain

name???s registration record. While MarkMonitor believes the data to be
accurate,

the data is provided "as is” with no guarantee or warranties regarding its
accuracy.

By submitting a WHOIS query, you agree that you will use this data only
for
lawful purposes and that, under no circumstances will you use this data
to:

https://www.namecheap.com/domains/whois/result?domain=googleapis.com Page 3 0of 6
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(1) allow, enable, or otherwise support the transmission by email,
telephone,
or facsimile of mass, unsolicited, commercial advertising, or spam; or
(2) enable high volume, automated, or electronic processes that send
queries,
data, or email to MarkMonitor (or its systems) or the domain name
contacts (or
its systems).

MarkMonitor reserves the right to modify these terms at any time.
By submitting this query, you agree to abide by this policy.

MarkMonitor Domain Management(TM)
Protecting companies and consumers in a digital world.

Visit MarkMonitor at https://www.markmonitor.com
Contact us at +1.8007459229
In Europe, at +44.02032062220

Need help? We're always here for you. Go to Live Chat page

N v W Domains Security Guru
‘ e 15 Domain Domain Guides

Name Privacy

We make registering, hosting, and search Domain Help
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managing domains for yourself or
others easy and affordable, because
the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing
Communication
We'll send you news and offers.

you@yours.c Join
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The entirety of this site is Terms and Conditions
protected by copyright © 2000-
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USA
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/ § namecheap
Domains Hosting WordPress Email  Apps Security

Transfer to Us Help Center  Account

Whois Lookup

Discover who owns a domain

a

pages.dev

-

Domains — Whois Lookup —

Whois results

Domain Name: pages.dev

Registry Domain ID: 4394CCODF-DEV
Registrar WHOIS Server: whois.nic.google
Registrar URL: http://www.101domain.com
Updated Date: 2021-03-13T19:16:21Z
Creation Date: 2020-09-02T02:33:297
Registry Expiry Date: 2023-09-02T02:33:29Z

https://www.namecheap.com/domains/whois/result?domain=pages.dev Page 1 0of 6
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Registrar: 101domain, Inc.

Registrar IANA ID: 1011

Registrar Abuse Contact Email: abuse@10ldomain.com
Registrar Abuse Contact Phone: +1.8582954626

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Cloudflare, Inc.

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: CA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Email: Please query the WHOIS server of the owning registrar
identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Email: Please query the WHOIS server of the owning registrar
identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

https://www.namecheap.com/domains/whois/result?domain=pages.dev Page 2 of 6
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Tech Email: Please query the WHOIS server of the owning registrar
identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.
Registry Billing ID: REDACTED FOR PRIVACY

Billing Name: REDACTED FOR PRIVACY

Billing Organization: REDACTED FOR PRIVACY

Billing Street: REDACTED FOR PRIVACY

Billing Street: REDACTED FOR PRIVACY

Billing Street: REDACTED FOR PRIVACY

Billing City: REDACTED FOR PRIVACY

Billing State/Province:

Billing Postal Code: REDACTED FOR PRIVACY

Billing Country: REDACTED FOR PRIVACY

Billing Phone: REDACTED FOR PRIVACY

Billing Fax: REDACTED FOR PRIVACY

Billing Email: Please query the WHOIS server of the owning registrar
identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.
Name Server: adi.ns.cloudflare.com

Name Server: karl.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wicf/

>>> | ast update of WHOIS database: 2022-10-19T01:18:257 <<<

For more information on Whois status codes, please visit
https://icann.org/epp

Please query the WHOIS server of the owning registrar identified in this
output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

WHOIS information is provided by Charleston Road Registry Inc. (CRR)
solely

for query-based, informational purposes. By querying our WHOIS
database, you

are agreeing to comply with these terms
(https://www.registry.google/about/whois-disclaimer.html) and
acknowledge

https://www.namecheap.com/domains/whois/result?domain=pages.dev Page 3 0of 6
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that your information will be used in accordance with CRR's Privacy
Policy

(https://www.registry.google/about/privacy.html), so please read those
documents carefully. Any information provided is "as is” without any
guarantee of accuracy. You may not use such information to (a) allow,
enable, or otherwise support the transmission of mass unsolicited,
commercial advertising or solicitations; (b) enable high volume,
automated,

electronic processes that access the systems of CRR or any ICANN-
Accredited

Registrar, except as reasonably necessary to register domain names or
modify

existing registrations; or (c) engage in or support unlawful behavior. CRR
reserves the right to restrict or deny your access to the Whois database,

3 1/10/22, 6:48 AM

and may modify these terms at any time.

Need help? We're always here for you. Go to Live Chat page
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star [ndia Pvt. Ltd. & Anr. ... Plaintiffs
Versus

Ashar Nisar & Ors. ...Defendants

l. | Affidavit of Ms. Diksha Snehal dated 20™
October 2022 with respect to additional
list of 9 domains / URLs / IP Addresses
that are engaged in hosting and/or
streaming and/or providing access and/or
making available for wiewing the
Plaintiffs” Content

2. | Annexure A: Additional list of 9 domains 14
{ URLs [/ IP Addresses

3. | Ewvidence with respect to additional list of
9 domains / URLs / IP Addresses thatare | 1°-°1
engaged in hosting and/or streaming
and/or providing access and/or making
available for viewing the Plaintiffs’
Content :

arg | Snehima Jauhari / Angad S, Makkar
D/1330/2015) / (/2733/2017) / (D3579/2021)

Place: New Delhi Saikrishna and Associates
Date: 20" October 2022 Advocates for the Plaintiffs
57 Jor Bagh,

New Delhi - 110003

+91 9999064036

yatinder{@saikrishnaassociates.com



IN THE HIGH COURT OF DELHI AT NEW DELHI
(ORDINARY ORIGINAL COMMERCIAL JURISDICTION)
CS (COMM) NO. 214 OF 2022

IN THE MATTER OF

Star India Pvt. Lid. & Anr. ...Plaintiffs
Fersus

Ashar Nisar & Ors. ...Defendants

AFFIDAVIT OF MS. DIKSHA SNEHAL, D/O MR. AMIT
RANJAN, AGED ABOUT 28 YEARS, AUTHORIZED
SIGNATORY OF PLAINTIFFS, HAVING ITS OFFICE AT
STAR HOUSE, URMI ESTATE, 95 GANPATRAO KADAM
MARG, LOWER PAREL (W), MUMBAI, 400013,
PRESENTLY AT NEW DELHI

I, the above-named deponent, do hereby solemnly affirm and
declare as under;
1. That, I am the Authorized Representative of the Plaintiffs in the

present suit and as such | am conversant with the facts and

circumstances of the present suit and competent to depose in

respect thereof.

VEOLBAIET S
EGE

AETLR

AYAY

GLOZATIE PR
g B
:ﬁm

S

. I state that [ am aware of the present suit and the order dated
06.04.2022 whereby the Hon'ble Court was pleased to pass
an ex-parte ad-interim order in terms of the following:

“31. Accordingly, the following directions are passed.
a. Defendants No. [ 10 6 (and such other Rogue Apps which
are discovered during the cowrse of the proceedings and



notified on Affidavit by the Plaintiffs 1o have been
infringing/authorising the infringement of the Plaintiffs’
exciusive rights, copyrighis and broadeast reproduction
rights), their owners, partners, proprietors, officers,
servants, affiliates, emplovees, and all others in capacity of
principal or agent acting for and on their behalf, or anvone
claiming through, by or under i1, are restrained from in any
manner communicating to the public, hosting, sioring,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
andior making available for viewing, the Plaintiffs’
Warks/Content through their Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
App) er any other App, including omnes whose
names/branding/trademark  recall is  deceptively or
substantially  similar to the Rogue Apps identified
hereinabove, amouniing fo infringement of the Plaintiffs’
copyright and Broadcast Reproduction Rights, till the nexi
date of hearing;

b. Defendants No. 7 ta 12, on both ‘hup' and ‘hips' fand
such other websites/entities which are discovered during the
course of the proceedings and notified on Affidavit by the
Plaintiffs  to  have been infringing/authorising the
infringement of the Plaintiffs " exclusive rights, copyrights
and broadeast reproduction rights), their owners, pariners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under i1, are restrained
from in any manner infringing and/or authorising rthe

infringement by inter alia facilitating and marteriaily



coniributing fo the communicating, hosting, streaming
and/or making available for viewing and downioading,
without authorization, on their websites or other platforms,
through the interner in any manner whaisoever, the
Plaintiffs ' content, so as fo infringe the Plaintiffs ' exclusive
rights, copvrights and Broadeast Reproduction Rights, till
the next date of hearing;

e. Defendant No. 13, its directors, partners, praprictors,
afficers, affiliates, servants, emplovees and all others in the
capacity of principal ar agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of
Defendant No. 3 (kvte-tv.com), Defendant No. 4
(picasotv.com), Defendant No. 9 fapkmole.com) and
Defendant No. 11 (downloadapks. net),

d. Defendant No. 14, its directors, partners, proprietors,
officers, affiliates, servants, employees and all others in
capacity of principal or ageni acting for and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 2 (ristvapkxyz and ristv-app.com);

3 e, Defendant No. 15, its directors, partrers, propriefors,
afficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed 1o
de-activate/suspend the domain name registration of rhe
Defendant No. | (ninjatv.app), Defendant No. 2
(xisaifil.xyz), Defendamt No. 5 (globalnewsgeeks.xyz),
Defendant No. 7 (apkdevil.com) and Defendant No. [0
fapkpot.com);



. Defendant No. [0, its directors, parters, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are direcied to
de-activate/suspend the domain name regisiration of the
Defendant No. 12 (techbigs.com);

g. Defendant No. 17, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed 1o
de-activate / suspend the domain name registration of the
Defendant No. & (apkfileok.com),

h. Defendant No. 18, its directors, partners, proprietors,
officers, affiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their
behalf, or anvone claiming through, by or under it, are
directed to de-activate'suspend the domain name
registration of the Defendamt No. 5§ (www-
streamindianew.xyz);

i. Defendant No. 19, its directors, partners, proprietors,
afficers, affiliates, servanis, emplovees and all others in
capacity of principal or agent acting for and on their behalf,

r anvone claiming through, by or under it, are directed to
tivate/suspend the domain name registration aof the
ndant No. 4 (ifskkfsifsksdeyv. naifilmy.eu  and
kighiufsf najfilmy.eu);

4. Defendant No. 20, its directors, pariners, proprietors,
afficers, affiliates, servants, employvees and all others in
capacity of principal or agent acting for and on their behalf,
ar anvone claiming through, by or under it, are directed to



de-activate/suspend the domain name registration of the
Defendant No. 1 (powerex.pk and ninjatv.pk);
k. Defendant No. 21, its directors, partners, proprietors,
officers, ajfiliates, servants, emplovees and all others in
capacity of principal or agent acting for and on their behalf,
or anvone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration of the
Defendant No. 3 (api-kytetv.lalalalalori. workers.dev);
l. Defendant No. 22, its directors, partners, proprietors,
afficers, affiliates, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or anyone claiming through, by or under it, are directed to
de-activate/suspend the domain name registration af the
Defendant No. 3 (kytetv.site);
m. Defendants No. 23 to 31, their directors, pariners,
praprietors, officers, affiliates, servants, employees and all
athers in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under ir, are
i directed to block access to the various Ul domains/websites
identified by the Plaintiffs in the instant suit at S No. [ of the

uments or such other Ul domains/websites that may
bsequently be notified on Affidavit by the Plaintiffs to be

u}ﬂr;,ﬁ'mgmgf"amharumg infringement of its exclusive rights;
CL,/”

n. Defendants No. 32 and 33 are directed to issue a

Norification calling upon the various interner and telecom

service providers registered uader it to block access 1o the

various domains/websites identified by the Plaintiffs in the

imstant suit at SNo. | of the Documents or such other

domains/websites that may subseguently be notifie



Affidavit by rthe Plaintiffs to be infringing/authorising
infringement of its exclusive righis. ™
3. 1state that in order to protect and enforce its exclusive rights in
the Plaintiffs” Content, including but not limited to the content
made available through the Plaintiffs’ STAR television
channels (such as Star Sports 1, Star Gold, Star Utsav, eic.)
(*STAR Channels™), the PlaintifTs engaged the services of an
investigation agency, Copyright Integrity International, to
identify and monitor additional rogue Android-hased mobile
Apps (in terms of para 31(a) of the aforementioned order dated
06.04.2022) and additional Rogue Websites collaborating with
the said Apps and/or the Rogue Apps identified in the instant
suit (i.e., Defendant Nos, 1 to 6) and gather evidence of their

infringing activity. 1 state that the following user interface (UI)

cy engaged in illegally communicating the Plaintiffs’

ntent, including but not limited to the content made available

1| https://ntslivel.tk/ ~TRTISTV

l (Defendant No. 2)

2. dh-_ttps:.l’hechnntl.lnarﬂppsLx}fz Stream India




=

'H.""

( Defendant No. 5)
3| https:/googlecloud634f7394 | HD Streamz
TS0k (Additional rogue app
4.| hups:/googlecloud63417394 | blocked vide affidavit
TATER.ed0x.xye dated 23.05.2022)

5.| https:/fericpkd xyz/ CricPK
(Additional rogue app
blocked vide affidavit
dated 19.05.2022)

6.| https://saameet.xyz/ Abbasi TV
(Additional rogue app
blocked vide affidavit
dared 20.06.2022)

7. https://ghdlivel.tk/ GHD Sports
(Additional rogue app
blocked vide affidavit
dated 07.09.2022)

8. plkl.lh-‘ XYZ Piku TV

ATAR]
ﬂ }?f'\,g SE' = 1 {;-Id.:ﬁubm:lai mg:fs apF
LAKA MAY Zf“a Jdr ",I google serversideapp.lol. 404 blocked vide affidavit
f I notfounds.xyz dated 17.10.2022)

mﬁ{_‘-? _H,_jlr l state that the from the evidence filed along with the present
Affidavit, it is evident that the above-mentioned 9 domains /
websites are hosting and/or streaming and/or providing access
and/or making available for viewing the broadcast of Plaintiffs’®
Content, including but not limited to the content made available
through the Plaintiffs’ STAR Channels. | state that the
Plaintiffs are the exclusive right holders for Plaintiffs” Content,

including but not limited to the content made available through



lll'x IF-'I

m'.u l'i-"'l

the Plaintiffs’ STAR Channels, for the worldwide territory and
the Plaintiffs have not authorised the above-mentioned
websites to communicate and or make available for viewing the
Plaintiffs’ Content, including but not limited to the content

made available through the Plaintiffs' STAR Channels.

. | state that the Plaintiffs are not aware of the owner(s) of these

9 rogue Ul domains / websites as either they are anonymous or

have incorrect or incomplete addresses.

. | state that in terms of the following directions passed by this

Hon'ble Court, vide order dated 16.04.2021, ex parte ad-

interim order dated 06.04.2022 (reproduced herein above) is

also applicable on the above mentioned 9 domains / websites.
“31. Accordingly, the following directions are passed:

\a Defendants No. 1 to 6 (and such other Rogue Apps which

'L']'

;’ =i are discovered during the course of the proceedings and

J‘:,—”

notified on Affidavit by the Plaintiffs to have been
infringing/authorising the infringement of the Plaintiffs’
exclusive rights, copyrights and broadcast reproduction
righis), their owners, partners, proprietors, officers,
servants, affiliates, employees, and all others in capacity of
principal or agent acting for and on their behalf, or anyone

claiming through, by or under it. are restrained from in any



manner communicaling to the public, hosting, storing,
reproducing, streaming, broadcasting, re-broadcasting,
causing to be seen or heard by public on payment of charge
and'or making available for viewing, the Plaintifis’
Works/Content through thelr Rogue Apps (viz, Ninja TV,
RTS TV, Kyte TV, Picaso TV, Stream India and Hotstar Mod
Appl  or any other App,  including ones whose
names/branding/trademark  recall is deceptively or
substantially similar to the Rogue Apps identified
hereinabave, amounting to infringement of the Plaintiffs’
capyright and Broadcast Reproduction Rights, till the nexi
dare of hearing;

b. Defendants No. 7 to 12, on both ‘http’ and ‘https’ {and

stich other wehgites/entities which are discovered during the

"1.\"‘
N2 course of the proceedings and notified on Affidavit by the

Wiw | Plaintiffs  to have been  infringing/authorising  the

infringement of the Plaintiffs’ exclusive rights, copyrights
and broadcast reproduction rights), their owners, partners,
proprietors, officers, servants, employees and all others in
capacity of principal or agent acting for and on their behalf,
or amvone claiming through, by or under it, are restrained
from in any manner infringing and‘or authorising the

infringement by inter alia facilitating and materially



contributing to the communicating, hosting, streaming
and'or making available for viewing and downloading,
without authorization, on their websites or other platforms,
through the internet in any marnner whatsoever, the
Plaintiffs ' content, so as to infringe the Plaintiffs ' exclusive
rights, copyrighis and Broadcast Reproduction Rights, till
the next date of hearing,;

xxx

m. Defendants No. 23 ta 31, their directors, parmers,
proprietors, officers, affiliates, servants, employees and ail
others in capacity of principal or agent acting for and on
their behalf, or anyone claiming through, by or under it, are
directed to block access to the various UT domains/websites

= "“-}\ identified by the Plaintiffs in the instant suit at 8.No. | of the

‘RE{ Documents or such other Ul domains/websites that may
% ) -:;ubsequerm}? be notified on Affidavit by the Plaintiffs to be
' i'n_ﬁ‘ingﬂfrgfamhﬂrisb:g infringement of its exclusive rights;
and

n. Defendants No. 32 and 33 are directed lo issue a
Notificaiion calling upon the various internet and telecom
service providers registered under it to block access to the
various domains/websites identified by the Plaintiffs in the

instant swit at S.No. | of the Documents or such other



domains/websifes that may subseguently be notified on
Affidavit by the Plaintiffs to be infringing/authorising

infringement of its exclusive rights,

7. In light of the abovementioned, the Department of
Telecommunications (Defendant No. 32) and the Ministry of
Electronics and Information Technology (Defendamt No. 33)
are urged to issue a notification to the Internet Service
Providers (Defendant Nos. 23 — 31) to block the additional

rogue websites / Ul domains identified in Annexure A hereto,

8. 1 state that the evidence filed along with the present affidavit
was shared by the investigating agency in google drive link. |
downloaded the same onto the computer (Intel (R) Core (1M)

GT}-"., "{f,f-" 15-2520M CPU @ G2010 @ 2.50 GHz 2.50 GHz) which is

// L,ﬁ_{ﬁ.r ﬁw”“* _!m;__.,ularfy used by me in the ordinary course of business and

T

oy '.|l

e | Pt 27100 :.-h 'I f.hEre;after shared the same with the Plaintiffs’ Counsel.

.! AT

W

"".-.‘_, -.,‘_\_

'\'|

“"w.__ ﬁﬂf“@ | am advised to state that the conditions of Sections 65B of the

b
iy
I a

Indian Evidence Act, 1872 and Order XI Rule 6(3) of the

Commercial Courts, Commercial Division and Commercial

Appellate Division of High Courts Act, 2015 are complied with

in respect of these documents.

10.In particular, | confirm:-

11
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a) That the said computer system is regularly used to produce
computer outputs like emails and information from the
World Wide Web (Internet) and store other electronic
records. The relevant information from the websites and
electronic records as mentioned above was downloaded by
me in the course of activity of the Plaintiffs. | have a lawful
control over the use of the said computer system by virtue of
my capacity in the organization,

b) That the electronic records mentioned above are downloaded
from the computer system as part of the ordinary course of
activities of the Plaintiffs.

¢) That the computer system as used by me has been operating
properly and the electronic records and their accuracy and
contents have not been altered and tampered with in any
manner whatsoever.

d) That the information contained on the computer outputs is
an exact replica and has been produced from the original
electronic record and therefore, reproduces the information
contained on the electronic records therein.

& Fid J

= DEPONENT
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VERIFICATION

Verified at New Delhi on this ghg EGI;-; m_;ctn'ner 2022 that the

E}r} contents of the above said Affidavit are true to the best of

\} knowledge, information and belief and nothing material has been
nﬂﬁmﬁ tharsironm.

:;'awﬂ"i e e H

DEPONENT

cUper 202




ANNEXURE A: LIST OF DOMAINS / URLs / IP
ADDRESSES

1. https://rtslivel .tk/
https://technotunerappst.xyz
https://googlecloud634f739474788.2502.xy2
hitps://googleclond634f739474788.e40x.xvz2
hitps://cricpk3.xyz/
https://saameet.xyz/
https:/fghdlivel .tk/
pikutv.xyz
sg-google.serversideapp.lol 404notfounds.xyz
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, RTS TV:

Step 1: The Investigator opened the official website of RTS TV, https://rtstv.app/, from where the RTS TV APK file (android version) was downloaded.

wiENnomase de 3 wiEloese IToTe
“iIE3100 v 0 fe2em
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Step 2: The Investigator then installed the RTS TV APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the RTS TV application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the RTS TV app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was loading
through https://rtslivel.tk/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

CEROCaA~:
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on RTS TV app:
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freenem

Freenom WHOUILS Lookup
WHOIS Lookup information for this domain
RTSLIVEL.TK

> Your selected domain name is a FREE domain name. That means that, according to the Terms and Conditions of FREE domain names, the registrant is:

BV Dot TK

Dot TK administrator
P.O. Box 11774

1001 GT Amsterdam
Netherlands

Due to restrictions in Freenom's Privacy Statement personal information about the user of the domain name cannot be released.
ABUSE OF A DOMAIN NAME

If you want to report abuse of this domain name, please send a detailed email with your complaint to abuse[at]freenom.com. In most cases Freenom responds to abuse
complaints within one business day.

If you want to report a case of copyright infringement, please send an email to copyright[at]freenom.com, and include the full name and address of your organisation.
Within 5 business days copyright infringement notices will be investigated.

@ COPYRIGHT INFRINGEMENT

Services

Register a New Domain
Free and paid domains
Domain Price Chart
WHOIS

Partners
Resellers

IP Agencies
Developers
Anti-abuse API
Freenom API

About Freenom
Company

Terms and Conditions
Press

Jobs

Contact

Support
Frequently Asked Questions

Report abuse

Contact

Freenom
Amsterdam-Netherlands
Tel. +31 20 531 5726
Fax +31 20 531 57 21

All rights reserved - © 2015 Freenom - Netherlands
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Stream India:

Step 1: The Investigator opened the official website of Stream India, streamindia.net, from where the Stream India APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the Stream India APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This
application’s basic features are free to download and use.
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Step 3: Prior to launching the Stream India application, the Investigator launched Burp Suite software to capture the data packets (network logs) of
the app.

The Investigator then launched the Stream India app and simultaneously observed the network logs appearing in Burp Suite. It was found that the
app was loading through https://technotunerappst.xyz (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

Unexpected Error!

Urssxpected eror occurred, Report iggue by
clicking Report
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on Stream India app
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' ' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

\ technotunerappst.xyz
\ S I & -

Domains — Whois Lookup — Results

Whois results: technotunerappst.xyz is already registered. Want it? Make an offer now.

technotunerappst.xyz

Domain name: technotunerappst.xyz

Registry Domain ID: D328080100-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-14T15:47:27.00Z

Registrar Registration Expiration Date: 2023-10-14T15:47:27.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:
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https://war.ukraine.ua/support-ukraine/
https://www.namecheap.com/myaccount/signup/
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https://www.namecheap.com/shoppingcart/
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https://www.namecheap.com/domains/
https://www.namecheap.com/domains/whois/
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Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
54c8746304c248928beece4/d71e49b0.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 54c8746304c248928beece4/7d71e49b0.protect@withheldforprivacy.com
Regqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 54c8746304c248928beece47d71e49b0.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

>SS | act iindate af WHOIS Aatahace: 2022 _1N-1RT1R-R1-RA 177 <<«
https://www.namecheap.com/domains/whois/result?domain=technotunerappst.xyz 2/4
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For more information on Whois status codes, please visit https://icann.org/epp

Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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Serving customers since 2001.

Payment Options

SECURED BY
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, HD Streamz:

Step 1: The Investigator opened the official website of HD Streamz, https://hdstreamz.app/, from where the HD Streamz APK file (android version) was
downloaded.
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Step 2: The Investigator then installed the HD Streamz APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the HD Streamz application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the HD Streamz app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://googlecloud634£739474788.e502.xyz And https://googlecloud634{739474788.e40x.xyz (as shown in the below image):
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

1
HD STREAMZ
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on HD Streamz app:
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Domains — Whois Lookup — Results

Whois results: e40x.xyz is already registered. Want it? Make an offer now.

e40x.xyz

Domain name: e40x.xyz

Registry Domain ID: D289038314-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-04-07T12:44.22.00Z

Registrar Registration Expiration Date: 2023-04-07T12:44:22.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Regqistry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e40x.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: a5fef39¢c79404604a1d855f6430dfbf6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: a5fef39c79404604a1d855f6430dfbf6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: a5fef39c79404604a1d855f6430dfbf6.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-18T23:00:34.497 <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e40x.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO
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Domains — Whois Lookup — Results

Whois results: e502.xyz is already registered. Want it? Make an offer now.

e502.xyz

Domain name: e502.xyz

Registry Domain ID: D300883960-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-06-02T11:22:54.00Z

Registrar Registration Expiration Date: 2023-06-02T11:22:54.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Regqistry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: fbble4e/765e04dd0be30bb039fa/bfb6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: fbble4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: fbble4e765e04dd0be30bb039fa7bfb6.protect@withheldforprivacy.com
Name Server: dee.ns.cloudflare.com

Name Server: rodney.ns.cloudflare.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-07T23:52:18.20Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=e502.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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WE SUPPORT

Serving customers since 2001.

Payment Options

SECURED BY
ﬁ | SECTIGO
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, CricPK:

Step 1: The Investigator opened the official website of CricPK https://circpk.live
https://github.com/kanhartube/CricPK/blob/main/CricPK _1.1.4.apk?raw=true from where the CricPK APK file (android version) was downloaded.
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Step 2: The Investigator then installed the CricPK APK file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.
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Step 3: Prior to launching the CricPK application, the Investigator launched “Burpsuit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and enabled
TCP port traffic accessed from, to, or via the local computer.

The Investigator then launched the CricPK app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the app was loading
through https://cricpk3.xyz/ (as shown in the below image).
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.
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Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on CricPK app:
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Whois results: cricpk3.xyz is already registered. Want it? Make an offer now.

cricpk3.xyz

Domain name: cricpk3.xyz

Registry Domain ID: D326849290-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-10T12:52:22.00Z

Registrar Registration Expiration Date: 2023-10-10T12:52:22.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Regqistry Registrant ID:

Registrant Name: Redacted for Privacy

https://www.namecheap.com/domains/whois/result?domain=cricpk3.xyz 1/4
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Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
0f991563885c47c0a4550ee83b46276f.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 0f991563885c47c0a4550ee83b46276f.protect@withheldforprivacy.com
Regqistry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 0f991563885c47c0a4550ee83b46276f.protect@withheldforprivacy.com
Name Server: dnsl.namecheaphosting.com

Name Server: dns2.namecheaphosting.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2022-10-19T05:54:37.277 <<<

FAr mnra infarmatinn nn \Whnic ctatiic crndec nlaaca vicit hittne'//icann nara/ann
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.

4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences
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WE SUPPORT

Serving customers since 2001.

Payment Options
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Abbasi TV:

Step 1: The Investigator opened the ABBASI TV, https://nextalerts.com/abbasi-tv-apk10, from where the following URL of ABBASI TV APK file (android
version) was downloaded.
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Step 2: The Investigator then installed the ABBASI TV.apk file on “Genymotion”.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
basic features are free to download and use.

Google Necus 5X (108020 4204p) - 1216014, ~— [m]
BREWR A Csls2

Filters & ty instafied cevice Q. Gestel
| Q Type Deyke »
D Form factor 2 o Google Nesous 5X n m % ‘ “ ? Genymation On
W' Andeoid APT > RN RV e A\
3= Density >
t" Sire >
; Source >

u 52 Type hese to s=acch



65

Step 3: Prior to launching the ABBASI TV application, the Investigator launched “BurpSuit” to capture the data packets (network logs) of the app.

Note: Burp suit is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, HTTP/2 and enabled
TCP port traffic accessed from, to, or via the local computer.

The Investigator conducted a dynamic pen-test on the ABBASI TV application. As a result, it was observed that the Ul was loading through https://saameet.xyz/
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Step 4: After blocking the aforesaid domain(s), the rogue app is unable to load:

d EEEd | K

Oops....

Unexpected eor occurred, Please
refresh the page

66



Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) playing on ABBASI TV App:

Lel's Read Somethiag Fun

Horse Racing
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' ' namecheap

Whois Lookup

Discover who/owns a domain

s
» &,

'\ saameet.xyz

: - Y. . &

Domains — Whois Lookup — Results

Whois results: saameet.xyz is already registered. Want it? Make an offer now.

saameet.xyz

Domain name: saameet.xyz

Registry Domain ID: D328237588-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-10-15T18:06:20.00Z

Registrar Registration Expiration Date: 2023-10-15T18:06:20.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

https://www.namecheap.com/domains/whois/result?domain=saameet.xyz 1/4


https://war.ukraine.ua/support-ukraine/
https://www.namecheap.com/myaccount/signup/
https://www.namecheap.com/support/
https://www.namecheap.com/shoppingcart/
https://www.namecheap.com/
https://www.namecheap.com/domains/
https://www.namecheap.com/domains/whois/
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Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 71544a41d26347cfa43eae/1bf3a2fb6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 71544a41d26347cfa43eae/1bf3a2fb6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 71544a41d26347cfa43eae/1bf3a2fb6.protect@withheldforprivacy.com
Name Server: dnsl.namecheaphosting.com

Name Server: dns2.namecheaphosting.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2022-10-18T07:28:21.117 <<<

For more information on Whois status codes, please visit https://icann.org/epp

https://www.namecheap.com/domains/whois/result?domain=saameet.xyz 2/4
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Need help?

We're always here for you.

Go to Live Chat page

We make registering, hosting, and managing domains for yourself or others easy and
affordable, because the internet needs people.

About Namecheap —

Read our blog —

Join Our Newsletter & Marketing Communication
We'll send you news and offers.

you@yours.com Join

The entirety of this site is protected by copyright © 2000-2022 Namecheap, Inc.
4600 East Washington Street, Suite 305, Phoenix, AZ 85034, USA

Terms and Conditions Privacy Policy UDRP Cookie Preferences

WE SUPPORT

https://www.namecheap.com/domains/whois/result?domain=saameet.xyz 3/4


https://www.namecheap.com/help-center/live-chat?loc=/domains/
https://www.namecheap.com/
https://www.namecheap.com/about/
https://www.namecheap.com/blog/
https://twitter.com/namecheap
https://www.facebook.com/NameCheap
https://www.instagram.com/namecheap/
https://www.pinterest.com/namecheap/
https://www.namecheap.com/legal/
https://www.namecheap.com/legal/general/privacy-policy/
https://www.namecheap.com/legal/domains/udrp/
javascript:void(0);
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Serving customers since 2001.

Payment Options

SECURED BY
5 | SECTIGO

https://www.namecheap.com/domains/whois/result?domain=saameet.xyz 4/4
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, GHD Sports:

Step 1: The Investigator opened the official website of GHD Sports, https://ghdsports.xyz/, from where the GHD Sports APK file (android version) was
downloaded.
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South Africa
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Step 2: The Investigator then installed the GHD Sports APK file on “Genymotion”.

basic features are free to download and use.

Note: The Genymotion application is designed to enable Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s
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Step 3: Prior to launching the GHD Sports application, the Investigator launched Burp Suite software to capture the data packets (network logs) of the app.

The Investigator then launched the GHD Sports app and simultaneously observed the network logs appearing in Burp Suite. It was found that the app was
loading through https://ghdlivel.tk/ (as shown in the below image):
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Step 4: After blocking the above-mentioned domain(s), the app stopped working as shown below.

GHD SPORTS

Netwark Failuresomething went wroag °

o] e

Highlight Live

77



Step 5: Evidence of infringement of Plaintiffs’ content (viz ICC Men’s T20 World Cup 2022) on GHD Sports app:

e Get 200%..
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freenem

Freenom WHOUILS Lookup
WHOIS Lookup information for this domain
GHDLIVEL.TK

v

U
©

Your selected domain name is a FREE domain name. That means that, according to the Terms and Conditions of FREE domain names, the registrant is:

BV Dot TK

Dot TK administrator
P.O. Box 11774

1001 GT Amsterdam
Netherlands

Due to restrictions in Freenom's Privacy Statement personal information about the user of the domain name cannot be released.
ABUSE OF A DOMAIN NAME

If you want to report abuse of this domain name, please send a detailed email with your complaint to abuse[at]freenom.com. In most cases Freenom responds to abuse
complaints within one business day.

COPYRIGHT INFRINGEMENT
If you want to report a case of copyright infringement, please send an email to copyright[at]freenom.com, and include the full name and address of your organisation.
Within 5 business days copyright infringement notices will be investigated.

Services

Register a New Domain

Free and paid domains

Domain Price Chart
WHOIS

Partners
Resellers

IP Agencies
Developers
Anti-abuse API
Freenom API

About Freenom
Company

Terms and Conditions
Press

Jobs

Contact

Support
Frequently Asked Questions

Report abuse

Contact

Freenom
Amsterdam-Netherlands
Tel. +31 20 531 5726
Fax +31 20 531 57 21

All rights reserved - © 2015 Freenom - Netherlands

https://whois.freenom.com/cgi-bin/whois?domainname=ghdlive1.tk
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http://www.freenom.com/en/resellers.html
http://www.freenom.com/en/ipagencies.html
http://www.freenom.com/en/developers.html
http://www.freenom.com/en/antiabuse_api.html
http://www.freenom.com/en/freenom-api.html
http://www.freenom.com/en/aboutfreenom.html
http://www.freenom.com/en/termsandconditions.html
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http://www.freenom.com/en/contactus.html
http://www.freenom.com/en/support.html
http://www.freenom.com/en/reportabuse.html
http://www.freenom.com/en/doc_tcfree_freenom_v0100.pdf
http://www.freenom.com/en/doc_privacypolicy.pdf
mailto:abuse@freenom.com
mailto:copyright@freenom.com
https://whois.freenom.com/
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Modus operandi for Investigation into the illegal and infringing activities of the rogue app, Piku TV:

Step 1: The Investigator opened the official website (https://pikutv.xyz/pikutv-v1-0/) of PikuTV to download the .apk file of the application
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Additional details of PIKU TV:

Features of Pikuty TV
dQuo® ceoapmecCcyYa

s 0 o =

N

2

*»»00
. ]
AR o ©

81



82

Step 2: The Investigator then installed PikuTV apk file on “Memu Play”.

Note: The Memu Play application enables Android applications to run on PCs running Microsoft Windows and Apple's macOS. This application’s basic features are free to
download and use
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Step 3: Before launching the PikuTV application, the Investigator launched “Charles Proxy” to capture the data packets (network logs) of the PikuTV app.

Note: Charles Proxy is a cross-platform HTTP debugging proxy server application written in Java. It enables the user to view HTTP, HTTPS, and HTTP/2 and enables TCP
port traffic to be accessed from, to, or via the local computer.
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Step 4: The Investigator then launched PikuTV app and simultaneously observed the network logs appearing in Charles Proxy. It was found that the UI was loading through:
https://sg-google.serversideapp.lol.404notfounds.xyz
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Step 5: However, after blocking the above URL on the local system, the PikuTv app stopped working, and it could not load the front UI. The Investigator tried to run the
application multiple times after blocking this website, but it didn’t run as it was trying to communicate with the blocked website. Below are the screenshots evincing the same:
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Evidence of infringement of Plaintiffs’ content through the rogue app, Piku TV:
ICC World Cup T20 2022:
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Iﬁ' Enter Domain or IP

pi kUtV.XYZ Updated 2 days ago f:)

Domain Information

Domain: pikutv.xyz

Registrar: CV Jogjacamp

Registered On: 2022-08-27

Expires On: 2023-08-27

Updated On: 2022-09-01

Status: serverTransferProhibited On Sale!

clientTransferProhibited

Name Servers: asa.ns.cloudflare.com
kyle.ns.cloudflare.com

Registrant Contact BIZ @ $5.88 $19.68
Organization: Durbinlive
State: Dhaka
Country: BD T= bl - il

| WORDPRESS
Raw Whois Data HGETING

Domain Name: PIKUTV.XYZ

Registry Domain ID: D319788868-CNIC

Registrar WHOIS Server: whois.resellercamp.com

Registrar URL: https://idwebhost.com

Updated Date: 2022-09-01T20:12:35.0Z

Creation Date: 2022-08-27T03:13:24.0Z

Registry Expiry Date: 2023-08-27T23:59:59.0Z

Registrar: CV Jogjacamp

Registrar IANA ID: 1478

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibi
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibi
Registrant Organization: Durbinlive

Registrant State/Province: Dhaka

Registrant Country: BD

Registrant Email: Please query the RDDS service of the Registrar of Record identifi
Admin Email: Please query the RDDS service of the Registrar of Record identified in
Tech Email: Please query the RDDS service of the Registrar of Record identified in
Name Server: ASA.NS.CLOUDFLARE.COM

Name Server: KYLE.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified
Registrar Abuse Contact Email: abuze@resellercamp.com

Registrar Abuse Contact Phone: +62.82141570000

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

>>> Last update of WHOIS database: 2022-10-17T09:20:35.0Z <<<

For more information on Whois status codes, please visit https://icann.org/epp

>>> IMPORTANT INFORMATION ABOUT THE DEPLOYMENT OF RDAP: please visit
https://www.centralnic.com/support/rdap <<<

The Whois and RDAP services are provided by CentralNic, and contain
information pertaining to Internet domain names registered by our

our customers. By using this service you are agreeing (1) not to use any
information presented here for any purpose other than determining
ownership of domain names, (2) not to store or reproduce this data in
any way, (3) not to use any high-volume, automated, electronic processes
to obtain data from this service. Abuse of this service is monitored and
actions in contravention of these terms will result in being permanently

https://www.whois.com/whois/pikutv.xyz 12
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https://shop.whois.com/domain-registration/offers
https://shop.whois.com/optimized-wordpress-hosting.php
https://shop.whois.com/domains/space
https://shop.whois.com/domain-registration/offers

10/19/22, 8:20 PM

Whois pikutv.xyz

blacklisted. All data is (c) CentralNic Ltd (https://www.centralnic.com)

Access to the Whois and RDAP services is rate limited.

For more

information, visit https://registrar-console.centralnic.com/pub/whois_guidance.

88

| >
related domain names
resellercamp.com  idwebhost.com icann.org cloudflare.com centralnic.com
Domains Hosting & Products Infrastructure

(A, Whois

Leading provider of web presence
solutions that empower you to establish
and grow your online presence.

Learn more About Us

or

Follow Us

https://www.whois.com/whois/pikutv.xyz

Register Domain Name
Transfer Domain Name
View Domain Pricing
Whois Lookup

Name Suggestion Tool
Free with Every Domain

Domain Offers

Linux Hosting
Windows Hosting
WordPress Hosting

Linux Reseller Hosting

Windows Reseller Hosting

Dedicated Servers
Cloud Hosting
Website Builder
Business Email
Enterprise Email
Google Workspace
SSL Certificates
Sitelock

CodeGuard

Copyright © Whois.com. All rights reserved | Legal Agreement | Privacy Policy

Datacenter Details
Hosting Security
24 x 7 Servers Monitoring

Backup and Recovery

Support

View Knowledge Base
Contact Support
Report Abuse

About Whois
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https://www.whois.com/whois/cloudflare.com
https://www.whois.com/whois/centralnic.com
https://www.whois.com/about/
https://shop.whois.com/login.php
https://shop.whois.com/login.php?action=signup
https://twitter.com/whoisdotcom
https://shop.whois.com/domain-registration/index.php
https://shop.whois.com/domain-registration/transfer/index.php
https://shop.whois.com/domain-registration/domain-registration-price.php
https://www.whois.com/whois/
https://shop.whois.com/domain-registration/domain-name-suggestion-tool.php
https://shop.whois.com/domain-registration/free-with-domain-registration.php
https://shop.whois.com/domain-registration/offers
https://shop.whois.com/web-hosting/linux-php-hosting.php
https://shop.whois.com/web-hosting/windows-hosting.php
https://shop.whois.com/optimized-wordpress-hosting.php
https://shop.whois.com/reseller-hosting.php
https://shop.whois.com/windows-reseller-hosting.php
https://shop.whois.com/dedicated-servers.php
https://shop.whois.com/cloudhosting.php
https://shop.whois.com/website-design/do-it-yourself-website-builder.php
https://shop.whois.com/business-email
https://shop.whois.com/web-hosting/enterprise-email-hosting.php
https://shop.whois.com/google_apps.php
https://shop.whois.com/digital-certificate
https://shop.whois.com/sitelock.php
https://shop.whois.com/codeguard.php
https://shop.whois.com/web-hosting/datacenter-network.php
https://shop.whois.com/web-hosting/hosting-security.php
https://shop.whois.com/web-hosting/server-monitoring.php
https://shop.whois.com/web-hosting/data-protection-recovery.php
https://manage.whois.com/kb
https://shop.whois.com/support/contact-us.php
https://shop.whois.com/support/contact-us.php
https://www.whois.com/about/
https://shop.whois.com/privacy/privacy
https://shop.whois.com/support/legal.php

10/19/22, 9:31 PM MarkScan Mail - [Notice 1D:986053] Copyright Infringement Notice under DMCA & Indian Copyrggct

&
M Gma | | Hotstar Enforcement <hotstar_enforcement@markscan.in>

[Notice ID:986053] Copyright Infringement Notice under DMCA & Indian Copyright

Act

1 message

Hotstar Enforcement <hotstar_enforcement@markscan.in> Wed, Oct 19, 2022 at 9:31 PM

To: abuse@ovh.net

https://mail.google.com/mail/u/4/?ik=744a12d2a9&view=pt&search=all&permthid=thread-a%3Ar-2368715833384607628%7Cmsg-a%3Ar-549625...

Dear Sir/Madam,

Sub: Suspension of services provided by "OVH SAS" which is being used by a rogue pirate application
named “Piku TV” for Copyright Infringement

We, MarkScan, act on behalf of our Clients, Star India Pvt. Ltd. and Novi Digital Entertainment Private
Limited having their registered office at Star House, Urmi Estate, 95, Ganpatrao Kadam Marg, Lower Parel (W),
Mumbai- 400013. We are under instructions to address you as under:

We have come across a rogue pirate application named "Piku TV" which is exploiting your services to provide
exclusive copyright content for our client.

'Piku TV, a rogue standalone pirate application, has plagued the M&E industry especially the OTT platforms with free
content of over 3000 Indian and International TV channels, movies, TV shows, Sports, web-series (VOD content) etc.
It is gaining popularity due to the content availability from all the popular OTT apps like Hotstar, JioTV, Airtel TV,
SonyLiv, Voot18 and Zee5. The application is available on Android, Windows, Mac and Linux devices (mobile,

smart TVs, Firestick, laptop/PC etc.). However, it's unavailable on any official platforms such as Google Play Store, i-
Tunes etc. as it is a rogue pirate app.

It has been identified that the "Piku TV" application is providing Star Channels - Live Feed, which is causing
irreparable monetary loss to our client.

Based on our investigation, we have found that "Piku TV" is using your services to stream the copyright content on
their application which is further indulged in the act of copyright piracy by providing unauthorized streams of digital
content without the consent of the copyright owner.

Please act expeditiously to remove or disable access to the infringing material as listed below.

Below is/are the URL(s) for your reference:

https://pikutv.xyz/pikutv-v1-0/

Cloudflare Ticket ID For Your Reference:- f6441cbc098c3c66

Proof evincing that the content being infringed is owned by STAR India Pvt. Ltd. and Novi Digital
Entertainment Pvt. Ltd. is available at the following links:

https://www.hotstar.com/in

Accordingly, this notice is an official notification as required under the Digital Millennium Copyright Act ("DMCA") and
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the Information Technology (Intermediary Guidelines) Rules 2011 framed under the Information Technology Act, 2000
regarding the infringement and violation of the copyright of Novi Digital Entertainment Pvt. Ltd. (Rights Holder) is
protected under the Indian Copyright Act, 1957, through the intermediary's portal. The unauthorized distribution of the
Rights Holder's content may also amount to a violation of the Online Copyright Infringement Liability Limitation Act
(OCILLA), which is a part of the Digital Millennium Copyright Act, 1998.

You are hereby put to strict notice that hosting of the said content identified here in above is a violation of the Rights
Holder's exclusive proprietary rights and copyright.

We believe that the information in this letter is sufficient for you to locate and take down the infringing activities
complained of herein. We are providing this in good faith and with reasonable belief that the use of the content owned
by the Rights Holder in the manner as highlighted herein above through your hosting servers has not been authorized
by the Rights Holder, their agents and/or under the law.

Under penalty of perjury, we, MarkScan, are the authorized Online Antipiracy Solution Providers to write to you on
behalf of Novi, and our letter of authorization can be accessed via the secured URL below. This notification is sent to
you is accurate and without prejudice to the rights and remedies of Rights Holders, all of which are expressly
reserved. Our complete details are available at the signature below.

http://markscan.co.in/LOA_HOTSTAR.pdf

DIGITAL SIGNATURE FOR COPYRIGHT CLAIM
Ishita Singh

Markscan
E-14C, 1st Floor,

Sector 8, Noida- 201301, Uttar Pradesh, India
INTELLECTUAL PROPERTY OWNERS:

Star India Pvt. Ltd. and Novi Digital Entertainment Private Limited

Star House, Urmi Estate,
95, Ganpatrao Kadam Marg,
Lower Parel (W), Mumbai- 400013

Regards,

MarkScan Enforcement Team
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[OVH Group] Abuse Request - mail confirmation for abuse on https://sg-

google.serversideapp.lol.404notfounds.xyz/
1 message

no-reply@abuse.ovh.net <no-reply@abuse.ovh.net> Wed, Oct 19, 2022 at 9:43 PM
To: hotstar_enforcement@markscan.in

Dear Sir or Madam,

Thank you for your abuse request regarding https://sg-google.serversideapp.lol.404notfounds.xyz/.
Please confirm your abuse using this address:
https://www.ovh.com/abuse/#!/confirm/591733be-dd24-48e1-afd2-2dfe1fbb25c4 ?lang=en_US

You will receive an answer from our customer or our abuse service as quickly as possible. If you have any questions,
please contact our assistance https://www.ovh.com/support/

Best regards,

The OVH Group Abuse team
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