
No. 16-2712007-CS..m(Pt) 

. Government of India 


Ministry of Communications & IT 

Department of Telecommunications 


Sanchar Bhawan, 20-Ashoka Road, New Delhi-110001 

(Carrier Services-Ill) 


Dated: 04. 12.2014. 

To 
All ILD Service Providers 

Subject: Technical Requirement in respect of provision of on-line mirror 
image and audittrail of Remote Access information. 

Your attention is invited to the following Paras of DoT letter No. 16­
27/2007-CS-lll dated 31.01.2013, vide which technical requirement in respect of 
provision of on-line mirror image and audit trail of Remote Access information 
were spelt out:­

Para 3: The telecom seNice provider shall put in place the Indian RA 
Storage SeNer as mentioned above within a period of six months from the 
date of issue of this letter. The RA permissions shall be granted to the 
telecom service providers only after submission of compliance regarding 
putting in place the Indian RA Storage Server and related connectivity to 
the satisfaction· of DoT. · 

Para 4: The telecom seNice provider shall file technical returns . to 
respective TERM Cell, every six months or whenever changes occur, 
providing details of their entire network. The international Jong distance 
operators shall also provide the details of the international routes, 
countries to which directly connected, routing of international te/ecom 
traffic etc. 

Para 5: The officials of Do T and TERM Cell units shall be provided · 
training by the licensee to acquire thorough and complete insight into the 
Remote Access methodologies. · 

2. Your attention is also invited to DoT Letter No. 16-27/2007-CS-lll(Pt.) 
dated 24.09.2013, whereby all the Telecom Service Providers were requested to 
submit their "compliance to Technical Requirement in respect of on-line mirror 
image and audit trail of Remote Access information to DoT as and when ready 
with the .facilities/requirements for the said instruction, but not later than 
31.12.2013". 



3. In this regard, all the Telecom Service Providers are requested to ­

(a) Submit their compliance to Technical Requirement in respect of on-line 
mirror image and audit trail of Remote Access information, if not already 
submitted. 

(b) Provide the training to the officials of DoT and TERM Cell units to acquire 
through and complete insight into the Remote Access methodologies, if 
not already done so. · 

4. It is also requested to ensure that the telecom service provider shall file 

technical returns to respective TERM Cell, every six months or whenever 


. changes occur, providing details of their entire network. The international 	long 
distance operators shall also provide the details of the international routes, 
countries to which directly connected, routing of international telecom trlac etc. 

' . ~~~\l\ 
(Sanjeev Kuma Sh rma) 

· Director ( -Ill) · 

Copy to: 
I. Director (IT)-with the request to upload on DoT's website 


