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No.:813-07/25/2016-DS-II Date: 22.07.2021 

To, 
1. 	 All Internet Service Providers. 
2. 	 All Telecom Service Providers. 

Subject: Encouragement/ Awareness to customers by ISPs for installation of end user filters 

or Parental Control Filters. 

Pursuant to the proceedings with regard to Writ Petition No- 177 of 2013 pend ing in 

Hon' b le Supreme Court, poss ible measure fo r Child Online Protection (COP) were discussed 

in the meeting he ld on 24.08.2016 which was attended by TSPs/ISPs and IS PAI inc luding 

others. In thi s regard, reference is invited to this office letter No: 81 3-07/25/2016-DS-ll. 

dated 27.03.201 7(Copy attached) vide which ISPs were requested to make arrangements to 

implement suitable Parenta l Control Filters (PCF) in network and spread awareness among 

the ir ubscribers about the use of network level and other filters avai lable in machine OS/ 

brow ers through messages of email , SMS, website etc. In thi s regard status report of 

implementation of Parental Contro l measures in ISP network & statistics of awareness 

dri ve(s) were sought vide letter No: 8 13-07/25/2016-DS-II(Part-II) dated 05 .04 .201 9 and 

09. 12.2020. However, response has been received only from few ISPs. 

2. 	 Wider and more eas ily ava ilable access to online serv ices poses significant challenges to 

children' s safety from issues of pri vacy, peer-to-peer-violence, and vio lent and/or age­

inappropriate content. Today ' s child ren face many serious ri sks such as online grooming, 

and sexual abuse and explo itation. Th reats are multiply ing and perpetrators increas ingly 

operate s imultaneously across borders, making them hard to track and even harder to hold to 

account. In additi on, the COV ID-1 9 globa l pandemic saw a surge in the number of children 

j o ining the online world fo r the first time, to support their studies and maintain social 

interaction. 

3. 	 In view of above COAl/ISPAr/ACTO and indi vidua l ISPs have an important role to play in 

the ent ire ecosystem of Internet service de livery with regard to Child Online Protection by 

way of implementing network level measures unifo rmly and spreading awareness regarding 

mach in e, operat ing system and browser leve l PCF etc. 



4. 	 Few parental control filters suggested by MeitY include netnanny, K9, Kaspersky Safe Kids, 

SafeDNS, etc. One of useful parental controls offered by ISPs globally is the ability to set up 

user accounts wherein user can create settings for each person so that kids are protected but 

adults have full access. There are also hardware options that can set controls at the router 

leve l so that all the computers and dev ices in home that use the Internet have the parental 

contro ls in place. 

5. 	 Recently, International Telecommunications Union (ITU) has released 'Guidelines for 

Child Online Protection(COP)-2020' for Industry, Policy makers and Parents & Educators 

which provide best practices feature specific checklists for different stakeholders including 

netwo rk service providers (ISPs). These guidelines, available at https ://www.itu-cop­

guide lines.com/, may be referred while framing policies, awareness campaigns and 

implementing network level controls including PCF measures for implementation in Mobile/ 

ISP network. 

6. 	 Therefore, considering the importance of protecting children in cyberspace, all TSP/ISP are 

requested to adopt COP measures in network, implement PCF and spread awareness among 

their subscribers about the use of network level filters and other filters available in machine 

OS/ browsers through messages of email , SMS, message on invoices, website, mobile apps 

etc. Status report of current implementation of Parental Control measures in ISP/TSP 

network & statistics of awareness drive(s) may be submitted immediately in the format at 

Annexure-1. 

7. 	 COAl/ ISPAl/ACTO are requested to he lp their members in capacity building and propose an 

suggesti ve framework with timelines for implementing COP and PCF measures in TSP/ lSP 

network uniformly in line with global best practices and ITU recommendation, for creating a 

safe and empowering digital environment for children in India. 

(~ 
Director (DS-11) 

011-23036860 
Copy to: 

1. 	 DG (Telecom), DoT, New Delhi. 
2. 	 JS(CIS), Ministry of Home Affairs, New Delhi. 
3. 	 DDG (Security Assurance), DoT, New Delhi. 
4. 	 Group Co-coordinator Cyber Laws, MeitY, New Delhi . 
5. 	 COAI 
6. 	 ISPAI 
7. 	 ACTO 



Annexure-1 

Action Taken Report on implementation of Parental Control Filters & 
Spreading Awareness among subscribers 

1. TSP/ISP Name : 

2. Licensed Area : 

3. List of Network Level CoP/PCF implemented with brief description 

(i) 

(ii) 

(iii) 

(iv) 

4. Summary of Awareness Campaign(s) undertaken since 2016 

SI. 
No. 

Campaign 
summary & mode 
of Campaign 

Campaign 
Duration/date 

Total Subscriber 
base 

No. of 
Subscribers 
covered 
under 
campaign 

Remarks 
(if any) 

(Name & Signature) 

Email: 


Mobile no.: 



