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1. Introduction
The electronic Annual Performance Appraisal Report (SPARROW) is an online system based on the
comprehensive performance appraisal dossier that is maintained for each member of Service by the
State Government/ Central Government. The aim of the system is to facilitates the electronic filling of
PAR by officers in a way that is not only user friendly but also allows to fill from anywhere anytime as
per their convenience.

PAR filling process starts at the beginning of the financial year. The PAR Manager creates the workflow
of the individual officer. The custodian generates the PAR of the respective Organization officers and
sends the blank PAR forms to the individual officer. The officer fills the PAR for further submission to
his/ her Reporting officer. The PAR moves from Reporting officer to Reviewing officer and to Accepting
officer mandatorily marking CR Section a slip.

There are some prerequisites that need to be fulfilled before implementing the application.

NIC-EOF-EPAR-GDI-002
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2. Prerequisites:

2.1 NIC email ID

Note:
The detailed steps regarding getting the NIC email Id are explained in Annexure I.

2.2 Digital Signing Certificate (DSC)

Note:
The detailed steps regarding installation of the DSC are explained in Annexure II.

2.3 eSign

Note:
For using the eSign Aadhaar number should be registered in the application.

2.4 NIC Net/ Internet

The user should have NIC Net and internet connectivity in their system.

NIC Net is the network connectivity provided by NIC which allows user to access SPARROW application.

2.5 Browser Compatibility

The SPARROW application is compatible in all the three browsers i.e. Internet explorer, Mozilla Firefox
and Chrome; however in case of DSC the application is incompatible with chrome browser.

NIC-EOF-EPAR-GDI-002
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3. Application Flow

3.1 Login Steps in SPARROW
Step 1: For accessing the SPARROW application visit the SPARROW URL using the browsers like IE 11 or
Mozilla Firefox.

Step 2: A window will appear as shown in Fig.SPARROW.4, enter the credentials, username for
SPARROW will be NIC email ID (before the '@' sign) if officer's NIC email ID is one of among types i.e.,
abc@nic.in, abc@ias.nic.in or abc@gov.in and password will be the same as password of NIC email ID.

: '-@ffic_:g

SO MOWRALATE SOLET

| Smart Performance Appraisal Report
Recording Online Window |

® Frequentty Asked Questons *

Fig.SPARROW.4
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Note: If the officer does not know the Username, he/she can use the link Find Your

User Name as shown in Fig.SPARROW.5 by entering the details like service, email
ID, Aadhaar No. etc.

ur User Name

Know Your \Isar Nams
Suarvice Id /Civil List 1d = ||
¢ v

Service
Eavall 1 (NTC Mol 1)
Mobile No

Aadhanr No

Fig. SPARROW.5

Step 3: As a result the screen appears is shown in Fig.SPARROW.6 to access the application.

L

Froewn Tygw T MecdwwrOn § Moy @ -

‘ 3
£

e 8 Curvenl Ssape ¢ Oucw Acton .

Fig.SPARROW.6

Note:

In case of Invalid Login, officer should reset the NIC email id password.
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3.2 Access PAR

Officer can access the PAR through two ways:

1) DSC
2) eSign

3.2.1 DSC Enrollment:

Note:
To enroll the DSC refer the steps mentioned in Annexure III.

3.2.2 Steps to Access APAR using DSC
Step 1: Click on Inbox—=> My PAR.

Step 2: Open the APAR by clicking on PAR ID as in Fig.SPARROW.7.

Fig.SPARRPOW.7
Step 3: After filling the PAR click on Send to Reporting authority button.
Step 4: A Pop-up window will appear enter the DSC pin.
Step 5: A message will appear that the PAR is sent successfully.

3.2.3 Aadhaar Registration

Note:
For Aadhaar Registration refer the steps mentioned in Annexure 1V.

3.2.4 Steps to Access APAR using eSign
Step 1: Click on Submit with eSign (Send To Employee) button, as shown in Fig.SPARRPOW.8

NIC-EOF-EPAR-GDI-002
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Fig.SPARRPOW.8

Step 2: Select the check box and click on I agree button, Fig.SPARRPOW.9. An alert window appears
click on OK button; user will get an OTP (One Time Password) on the mobile number registered with
Aadhaar Number

I\

Please check the box to provide your consent to the below option. I hereby state that I have ne objection in authenticating myself with Aadhaar bayed
thentication system and to providing my Aadhaay numbes, Biometric and/or One Time Pin (OTP) date for Aadhaar based authentication for the

purposes of availing of the nic-eSignGateway from National Informatics Contre . I understand that the Biometrics and/or OTP I provide for authentication
shall be used only for authenticating my tdentity through the Aadhaay Authentication system, for obtaining my «-KYC through Asdhaar e-KYC service and
JSor the issuance of Digital Signature Certificate (DSC) for this specific transaction and for ne other purposes. For the creation of DSC, I understand that the
options that I have chosen are the ones that shall be populated tn the DSC genvrated by the CA and I provide my consent for the xame. 1 also understand that
the following fields in the DSC generatod by the CA are mandatory and I give my consent for using the Aadhaar provided e-KYC infi ton to populate the
corvesponding flelds in the DSC.

* Common Name (name as obtatned from ¢-K¥C)

* Unique Identifier (hash of dadhaar number)

* Psoudonym (unique code sont by UIDAT in - KYC response)

* State or Province (vate ax obtained from ¢-KYC)

* Postal Code (postal code as obtained from e-KYC)

* Teluphone Number (hask of phone ax obtained from ¢-KYC)

I understand that National Informatics Centre shall ensure secunity and confidentiality of my p L identity data provided for the p

authentication
Cancel

pose of Aadhaar based

| | Agrae I

Fig.SPARRPOW.9

Step 3: Enter the OTP and click on verify with eSign button, as shown in Fig.SPARRPOW.10

NIC-EOF-EPAR-GDI-002
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eSigning and sandaing
Fleases walt tor the OTF 1o be sent by aSign Service Provider (C-DACY LIDAI an your Registersd Mobills
Numbaer

Entar OTP (The Unigque Number Recelved On Your Reglatared Mobile Numbeaer with LIDAL )

Problem in gotting OTP -

1) Please ensure that your Aadhaal Numbar ls registered with SPARROW s valia

B Y Meane snxure that your mobile number (s registersd with LIDAL and can be verified through
'/ Mldal aoviniwe B/au

3 National Informatics Centre 18 uaing sevices of C-DAC for 0Sign, thaere might be a proplem at C-DAC
HEIgn nervice

Do you want to cancel eSiign ransaction 7 Cancel

Fig.SPARRPOW.10

Step 4: The message prompts is shown in Fig.SPARRPOW.11

Message

APAR ID 2016-01042015-31032016-2929 has been successfully sentto User 1
(01MT014010) - RETIRED

Fig.SPARRPOW.11
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Annexure I
Steps for getting NIC email ID

All officials of implementing department must have NIC email Ids for login into eOffice (SPARROW)
application. For obtaining NIC email ID, user needs to perform the following steps:

Step 1: User can download the forms for email account creation (individual/group) using the following

links:

For Individual Subscription: http://mailnicin/docs/MailService e-mail Subscription FormVerOp7pdf

For Bulk Subscription: http://mailnicin/docs/MailService Bulk e-mail Subscription FormVerOp7pdf

Steps 2: The users will now fill the above downloaded form, get it signed from Competent Authority
department and then submit it to NIC Coordinator of the department for email ID creation.

Note:

The form should be filled in CAPITAL LETTERS.

Signatures of Competent Authority and NIC Coordinator of the department must be
with date and seal.

All the fields must be filled.

NIC-EOF-EPAR-GDI-002
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Annexure II
Digital Signature Certificate (DSC) is the digital equivalent of physical, or paper certificates. DSC provides
a secure way of accessing the application and can be presented electronically to prove one’s identity or
one’s right to access information or services on the internet. DSC is available in the form of a smart card
or USB eToken.

A digital signature uses the system of Public Key encryption to verify that a document has not been
altered. Public key encryption (PKE) uses a system of two keys:

e A private key, which only you use (and should protect with a well-chosen, carefully, protected
passphrase); and
e A public key, which other people use. Public keys are often stored on public key servers.

Pre-requisites for DSC Installation:

1. JAVA Installation
2. JAVA Security Settings
3. Middleware (USB Token Driver) Installation

Following steps will be followed to acquire the DSC:

Step 1: Obtain DSC from Certifying Authority (CA) as follows:

e  Fill up and submit the duly signed DSC form to CA (For digital signature and non-deputation
certificates).
e Get the DSC token (hardware).

Digital Signature Certificates (DSC) Installation Process:

Following steps will be followed to install DSC:

Step 1: Install JRE
e Download Java version 1.8 if not available already on your desktop/ laptop.
Step 2: Configure Java Security Settings

e Open Java from control panel
e Go to security tab and set security level to Medium/ Low.

Step 3: Install Middleware (Token Drivers)

e Download the DSC token drivers provided by CA.
e Install the DSC token driver.

NIC-EOF-EPAR-GDI-002
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Note:
The DSC is applicable for 2 years.

NIC-EOF-EPAR-GDI-002
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Annexure III
Steps to Enroll DSC with SPARROW application:

Step1: Plug DSC, click Enroll () link under DSC (ﬁ) module and click DSC Registration (

DSC Registration ) Button, as shown in Fig.SPARROW.12

Fig.SPARROW.12

==n

Step 2: Select the enrolled certificates and click Register (
Fig.SPARROW.13

) Button as shown in

PHAAOW

2 >
|
=10 ' ¢ 2

Fig.SPARROW.13

Step 3: Enter User PIN and click Login ( Login ) Button as shown in Fig.SPARROW.14

NIC-EOF-EPAR-GDI-002
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Fig.SPARROW.14

Step 4: A message prompts, ‘The DSC has been registered successfully’, click OK (é
shown in Fig.SPARROW.15

=P

0 DICNLL Tou D00 mat beow rogatesed succout by

Fig.SPARROW.15

Step 5: User can view the registered DSC (Active), as shown in Fig.SPARROW.16

T
_ ) Qemze T ol C dy .‘q;: .n:ili-ll;?gtln'x.»,zv.v'--.n-,x;-::):v:-x-.nﬁf; Wit oonl
_ rie GTeGALMNT N 244 {70000 D Tunamat 50 - BIGIT" Oty
ten
T
Fig.SPARROW.16
Note:

. . . . . Deactivate DSC |
To deactivate registered DSC, click Deactivate DSC ( button.
Inactive DCS cannot be activated.

NIC-EOF-EPAR-GDI-002
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Annexure IV
Steps to Verify Aadhaar Number with SPARROW application

Stepl: Visit the SPARROW URL using the browsers like IE 10 or Mozilla Firefox.

Step 2: A window will appear as in Fig.SPARRPOW.17, click the Continue button.

SPARROW - Roud Ma

SPARROW Application is now eSign enabled.

Far using esign

1.) Umer must have an Axdbaar Number and s mobile numbar registared with Aadhasr.

2.) Urer has to update Rin Aadhasr number 0 SPARROW application and then varify it. For varification, he has
o eNtar TP yeceived on the Aadhaal registared mobile, Once verfied, Aadhaar gots registered and updated
N SAPRROW. Once varified and updatad in SPARROW It can not be updated again.

A.) Umar can naw uen aSign In SPARROW to digitally sign. As part of the esigning procass , he will be required
Lo ontar the OTe racaivad an the Asdhaar ragistared mobile. Aftar succoselul QTP antry I SPAMMOW |, aSign

provider will complate the digital mgning of contant and raturn back to SPARROW .

WHat is eSignT
wElgn 8 an Innovative initlative for allowing easy, sfficient, and secure signing of elecrronic documeants by
AuUthanticating slgnar using Aadhaar eKYC sarvicas, with this sarvica, any aadbaar holdar can digitally aign an
wluctranic documant without heaving to obtan o physical digitel sigrature  dengle  through OTP based
Authentication. The user should have 12 digite Aadhaar Number. Far QTP based authentication, the mobile
numbar should be registarad with Aadhaar Humbar at tha tmo of Aadhaar Rogistration

Far QTP Varfication kindly refar the ink bttpa:Zanupaidangoyv n/waeb/guas b/ update .

Fig.SPARRPOW.17

Step 3: Another window appears as shown in Fig.SPARRPOW.18. Enter the credentials, username for
SPARROW will be NIC email ID (before the '@' sign) if officer's NIC email ID is one of among types i.e.,
abc@nic.in, abc@ifs.nic.in or abc@gov.in and password will be the same as password of NIC email ID

and Click on Login button.

e@ffice

AT WO ACE SO

| Smart Performance Appraisal Report
Recording Online Window |

User Name
B Find Your Usar Name *

Password

Capeha
B Login

P Frequently Asked Quastions *

Fig.SPARRPOW.18
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Step 4: After login, User Information page appears, enter the Aadhaar number and click on Verify and
Update button as shown in Fig.SPARRPOW.19

User Information ’

Aadhaar detail for eSign

Aadhaar Number el I 7< | Verify and Update |

rAlert Information

[ please do not show me this again

Fig.SPARRPOW.19

Step 5: Select the check box and click on I agree button, Fig.SPARRPOW.20. User will get an OTP (One
Time Password) on the mobile number registered with Aadhaar Number

Please check the box to provide your conyent to the below option. I hervby state thoat £ have no ab)ofnon e anthenticating
noysalf wizh Aadhaar baved aushentcarion systenm and consxent to providing my dadhaar v

e Loy e Timiw
Fin (OTF) dace for Aadbhaar baved aushontication for the purposes aof availing aof the nio uhﬂn(‘nt»--‘n. Srom Narional

Iriformuotics Centre . T wunderstand that the Biometrioy andior QTP X provede for authentication shall be wved only for
authonticating my cdentity thoough the dadhaar Authenticanon system, for obtatning wmy o KYC through Aadhasr o-KYC
sevikow ard for the isvuance of igital Signanure Corficate (IS0 for this spocific oansaction and four we otheer purposes. For
the crvaricn of DSC T wnderstand that the opticns that I hoave chosen are the oney that shall be popecdated in the DSC
menerated by the CA and £ provide my conyent for the same. 4 alvo understand thas the following fields sn the DSC generaved

by the CA are mandarory and I give my consent for using the dadlcaay provided o K¥C (nformation to populate the
corvespording fivlds in the DSC.

~ Common Name (name oy obtained from « KYC)

S Lrsgue JTdeneifler (hash qf dadbaar numbes)

* Proudonym (urnigue code sons by UTDAT in « KYC rosponye)
= State or Provincoe (state ay obdained from o K¥C)

* Postal Code (postal code ax obtained from «KYC)

~ Talophone Number (hash af phone av obeained fion o KYC)

I vwredersererd thas Narional Trnformorios Cestre shall eresre sechrity and congidontinlioy af my porsonal (denisy dara provided
‘or the purpose of Aadhaar baved authenticatcon.

v

Fig.SPARRPOW.20

Step 6: Enter the OTP and click on verify with eSign button, as shown in Fig.SPARRPOW.21

NIC-EOF-EPAR-GDI-002
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@SIgning and aending
Please wall Torthe OTIH 1o be sent by #31gn Servics Provider (C-DACY LIDAL an your Registersd Mobille
Number

Enter OTP (The Unlaue Number Recelved On Your Registered Mobile Mumber with LIDAL)

‘ l | Varity with e San I

Problaem in getting OTP -

1) Plaase snaure that your Aadhaar Number s registarad with SPARIROW (s valid

2)Meane snsure thatl your mobile number s registered with LUIDAL and can be verfind through
e /!

3 National Informatics Centre (s using services of C-DAC for eSign, there might be & problem at C-DAC
eSign sevice

Do you want to cancel eSign transaction 7 m

Fig.SPARRPOW.21

Step 7: As a result message prompts “Verified successfully”, shown in Fig.SPARRPOW.22

User Information

I vearfied Successfully I

—Aadhaar detail for eSign
Aadhaar Number @ [258740564259 IQ/J

—Alart Information B

Mobila Numbar € 3565656565

Email 1d @  Jhrghhjh@gmail.com

[l please do not show me this again

Fig.SPARRPOW.22

NIC-EOF-EPAR-GDI-002
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