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MINIS'IRY OF COMMUNICATIONS AND 

INFORMATION TECHNOLOGY 


(Department of Telecommunications) 


NOTIFICATION 


New Delhi, lhe !st March, 2007 


G.S.R. 193(E).-In exercise of the powers conferred 
by Section 7 of the Indian Telegraph Act, 1885 (13 of1885), 
the Central Government hereby makes the following rules 

. further to amend the Indian Telegraph Rules, 1951, 
natnely : ­

1. (1) These rules may be cnllect the Indian 
Telegraph (Amendment) Rules, 2007. 

(2) They shall come into force on the date of 
their publication in the Official Gazette. 

2. ln the Indian Telegraph Rules, 1951, after rule 419, 
the fol!owing rule shall be substituted, namely:­

"419 A (1) Directions for interception of any message 
or cla.ss of incissages under sub-section (2) of 
Section 5 of the Indian Telegraph Act, 1885 
(hereinafter referred to as the said Act) shall not be 
issued except by an order made by the Secretary to 
the Government of India in lhe Ministry of Hon1c 
Affairs in the case of Govern[nent of India and by 
the Sec1etary to the State Ooven1rnent in~charge of 
the Iloinc Department in the case of a State 
Government. In unavoidable circun1stances, such 
order rnay be n1adc by an officer, not below the rank 
of a Joint-Secretary to the Govenunent of India, \vho 
has been duly authorized by the Union Home 
Secretary or the State I-lon1,e Secretary_, as the case 
n1ay be : 

Provided that in en1ergent cases ­

(i) 	 in remote areas, where oblaining of prior 
directions for interception of 111essages or class 
of inessages is not feasible; or 

(ii) 	 for operational reasons, where obtaining of 
prior directions for iriterception of n1essages 
or class of rt1essages is not feasible; 

the required inteception of any message or cl.ass of 
messages shall be carried out with the prior approval of thc 
Head or the second senior most officer of the authorized 
security i.e. Law Enforcement Agency at the Central Level 
and the officers authorized in this behalf, not below the 
rank of Inspector General of Police, al the state level but 
the concerned competent authority shall be informed of 
such interceptions by the approving authority within three 
working days and that such interceptions shall be got 
confirmed by the concerned competent authority within a 
period of seven working days. If the confirmation from the 
con1petent authority is not received within the stipulated 
seven days, such interception- shall cease and the same 
inessage or class of messages shall not be intercepted 
thereafter without the prior approval of the Union Home 
Secretary or the State Home Secretary, as the case n1ay-be. 

(2) 	 Any order issued by the competent authority 
under sub-role (1) shall contain reasons for such 
direction and a copy of such order shall be 
forwarded to the concerned Revlew Coinmittee 
within a period of seven working days. 

(3) 	 While issuing directions under sub-rule (1) the 
officer shall consider possibility of acquiring the 
necessary infonnatio1i by Other means and the 
directions under sub-rule (1) shall be issued only 
when it'is not possible to acquire the information 
by any oth~.r reaSonable n1eans. 

(4) 	 The interception_directed shall be the interception 
of ariy 1nessage or class of messages as are· sent 
to or from any person or class ofpersons or relating 
to any particular subject w}1ether such 1nessage 
or class of inessages are receive with one or more 
addresses, specified in the o~der, being an address 
or addresses likely to be used for the transmission 
of cOmmunications ·from or to one par.ticular 
person specified Or describe'd in the order or one 
particular set of premises specified or described 
in the order. 

(5) 	 The directions shall specify the name and 
designation of the officer or the authority to whom 
1he intercepted n1essage or class of messages is 
to be disclosed and also specify that the use of 
intercepted n1essage or class of messages shall 
be subject to the provisions of sub-section (2) of 
Section 5 of the said Act. 

(6) 	 The directions for interception shall remain in 
force, unless revoked earlier, for a period not 
exceeding sixty dUys from the date of issue and 
1nay be renewed but the satne shall not remain in 
force beyond a total period of one hundred. and 
eighly days. 

(7) 	 The directions for interception issued under sub­
rule (1) shall be conveyed to the designated 
officers of the licensee(s) who have been granted 
licences under Section 4 o't the said Act, in 
writing by an officer not below the rank of 
Superintendent of Police or Additional 
Superintendent of Police or the officer of the 
equivalent rank. 

(8) 	 The officer authorized to intercept any message 
or class of message shall maintain proper records 
mentioning therein, the-·intercepted message or 
cluss of 1nessagcs, the particulars of persons 
whbse message has been intercepted, the name 
and other particulars of the officer or the authority 
to whom the intercepted message or class of 
messages has been disclosed, the nuinber of 
copies Of the intercepted ·message or class of 
messages made and the mode or the method by 
which such copies are made, the date of 
destruction of the copies and the duration within 
which the directions re1nain in.force. 
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(9) 	 1\Il lhe requisitioning security agencies shall 
designate one or more nodal officers not below 
the rank of Superintendent of Police or Addition~! 
Superintendent of Police or the officer of lhe 
equjva!ent rank to authenticate and send the 
rey_uisilions for interception to the <lesignated 
officers of the concerned service providers to be 
delivered by an officer not belov.1 the rank of 
Sub-Inspector of Police. 

(10) 	 The service providers shall designate two senior 
executives of the company in every licensed 
service area/StateNnion Territory as the nodal 
officers to receive and handle such requisitions 
ror interception. 

(11) 	 The designated nodal officers of lhe service 
providers shall issue ackno\'vledgment letters to 
the concerned security and Law Enforcement 
Agenc"y \.vithin hvo hours on receipt of intin1ations 
for interception. 

(12) 	 The system of designated nodal officers for 
communicating and receiving the'requisitions for 
interceptions shall also be follov.'ed in emergent 
cases/unavoidale cases where prior approval of 
the compelenl authority has not beeil obtained. 

(13) 	 The designated nodal officers of the service 
providers shall fonvanl every fifteen days a list of 
interception Juthurizations receiveJ by then1 
during the preceding fortnight lo the nodal officers 
of the security and Law Enforcernent AgenCies 
for confinnation of the authenticity of such 
authorizations. The list should include details such 
as the reference and date of orders of the Union 
Home Secretary or State Home Secretary. daie 
and tin1e of r~ceipt of such orders and the dale 
and time of iinplernentalion of such orders. 

(14) 	 'fhc service providers shall put in place adequate 
and effective internal checks to ensure lhat 
unauthorized inlerccption of 01essagcs does not 
take place an<l extreme s_ecrccy is rnainlained and 
utmost care anJ precaution is taken in the 1natter 
uf interception of 111essages as it affects privacy 
of citizens and also that this maller is handleu 
onl~ by the designated nodal officers of the 
cotnpany. 

(15) 	 ·rhe service providers are responsible for actions 

of lheir ernplovees also. In case of established 

vi(>lation of licence conditions pertainig to 

n1aintenancc ·of secrecy and con.fidcnliality of 


information and unauthorized interception of 

. 	communication, action shall be taken against lhe 

service prnvidcrs as per Sections 20, 20A, 23 and 
24 of lhe said Acl, and this shall include not only 
fine but also suspension or revocation of their 

licenses. 

(16) 	 The Central Government and the State 
Govcrnn1enr, ;,is the case 1nay be, shall constitute 

a Review Corrunittee. Th'C Review Co.mtnittee to 
be constituted by the Central Government shall 
consist of the following, namely: 

(a) 	 Cabinet Secretary -Chaimmn 

(b) Secretary to the Government -Member 

of India Incharge, Legal 

Affairs 

(c) Secretary lo the Government -Member 

of India, Department of 

Telecommunications 

.. The Review Committee to be constituted by a State 

Government shall consist of the following, namely: 

(a) 	 Chief Secretary -Chairman 

(b) 	 Secretary Law/Legal Remem- -Member 

brancer Incharge, Legal 

Affairs 

(c) Secretary lo the State -Member 

Government (other.than the. 

Hon1c Secretary) 

(17) 	 The Review Committee shall meet at least once in 
two month and record its findings \Vhether the 
directions issued under sub-rule (1) are in 
accordance with _the provisions of sub-section 
(2) ofSection5 of the said Act. When the Review 
Conuniltec is of the opinion that the directions 
arc not in accordance with Lhe provisions referred 
lo above it n1ay set aside the directionS and orders 
for destruction of the copies of the interceptc'd 

message or class of 1nessages. 

(18) 	 Records pertaining to such directions fur 
interception and of intercepted messages shall 
be destroyed by the reJevant competent authodty 
and the authorized security and Law Enforcenicnt 
Agencies every six months unless these are, or 
likely to be, required for functional requirc111ents. 

(19) 	 The service providers shall destroy records 
pertaining to directions for intercept-ion of 
n1essage within t1,.vo months of discontinuance uf 
the inti;rception of such messages an.cl in doing 
so they shall n1aintain extreme secrecy. 

[F. No. 13-1/2006-BS.IIJ 

N. P ARMESWARAN, Dy. Director General (AS) 
& ex. officio It. Secy. 

Foot Note: The principal rules have been published in the 
Post & Telegraph Manual Volume I, Legislative 

Enactments, Part II, Edition. These have 

subsequently been amended as under : 

1. G.S.R.190dt. 18-2-1984 


2 G.S.R. 386(E) dt. 22-5-1984 


3. 	 G.S.R. 387(E) dt. 22-5-1984 

• 4. 	 G.S.R. 679 dt. 30-6-1984 
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5. G.S.R. 428dL 27-4-l 985 30. G.S.R. 888 (E) dt.1-9-1988 

6. G.S.R. 729 dt. 3-8-1985 31. G.S.R. 907(E) dt. 7-9-1988 

7. G.S.R. 982dt.19-10-1986 32. . G.S.R. 916(E) dt. 9-9-1988 

8. .G.S.R. 553(E)dt. 27-3,1986 . 33. G.S.R.1054(E)dt. 2-11,1988 

9. G.S.R. 314dt. 26-4-1986 34. G.S.R. 179 dt. 18-3-1989 

10. G.S.R. 566dL 26-7-i986 35. G.S.R.358(E)dt.15,3-1989 

11. G.S.R. 953 (E) dL 23-7-1986 36. G.S.R. 622(E) dL 15-6-19&9 

12. G.S.R.1121 (E) dt.1-10-1986 37. G.S.R 865 (E) dt. 29-9-1889 

l3. G.S.R.1167 (E)dl. 28-10-1986 38. G.S.R. 413 (E)dt. 29,3-1989 

14. G.S.R.1237 (E)dt. 28-11-1986, 39. G.S.R.574(E)dt.15-6-1990 

15. G.S.R. 49dl.17-1-1987 40. G.S.R. 933 (E) dt. 3-12-1990 

16. G.S.R. 112(E) dl. 25-2-1987 41. G.S.R. 985 (E)dt. 20-12-1990 

17. G.S.R. 377 (E) dL 9-4-1987 42. G.S.R. 74(E)dt.18-1-l991 
, 

18. G.S.R. 6(4(E)dL 27-7-1987 43. G.S.R. 237 (E) dt. 25-4-1991 

19.. G.S.R. 719 (E) dl. 18-8-1987 44. G.S.R. 251 (E) dt. 2-5-1991 

20. G.S.R. 837 (E) dt. 5-10-1987 45. G.S.R.543 (E)dt.21-5-1992 

21. G.S.R. 989(E)dt.17-12-1987 46. . G.S.R. 560 (E) dt. 26-5-1992 

22. G.S.R.337(E)dt. ll-3-1988 47. G.5.R. 587 (E) di. 10-6-1992 

23. G.S.R. 361(E)dl 21-3-1988 48. G.S.R. 730 (E) dt. 19-8-1992 

24. G.S.R. 626 (E)dt. 17-5-1988 49. G.S.R. 830 (E) dt. 28,10-1992 

25. G.S.R. 660(E)dt.31-5-198_8 50. G.S.R. 62(E) dt.11-2-1993 

26. G.S.R. 693 (E) dt. 10-6-1988 51. ..G.S.R. 80(E) dt. 6-2-1993 

Tl. G..S.R. 734 (E) dt. 24-6-1988 52. G.S.R. 384(E) dt. 27-4-1993 

28. d.S.R. 606dt.14-7-1988 53. G.S.R 387 (E)dt. 28-4-1993 

29. . G.S.R. 812(E)dt. 26-7-1988 54. G.S.R. 220(E) dt. 26-3-2004 

, 
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