
RESTlliCTED 

Government of India 
Ministry of Communications & IT 
Department of Telecommunication 

Sanchar Bhawan, 20-Ashoka Road, New.Delhi-110001 
(DS Cell) 

No. 813-50/10-DS Dated: 06.04.2010 

To 
AU Internet Service Providers 

Sub: Security Clearance before placement of purchase order for procuxing telecom 
equipments I sofiware. 

In continuation to this office letler of even no. dated 26.02.2010 regarding subject 

mentioned above, the undersigned is directed to intimate the following guidelines for 
compliance with immediate effect: 

(1,·1 The Service Providers sh0tild apply for security clearance for procuremcn1 of 

equipment/software in the prescribed profomM issued vide let1er no. 813-50/10-DS 

dated 26.02.2010 (four copies to be submiited). The soft copy of the same should also 

be sent on addrl-dot@nic.in. 

(ii) 	 The follov;ing itcn1s are exe111p1ecl front security clearance: 

a) 	 Passive equip1r1ent. 

b) 	 I:~.qujpn1cnt/soft\varc 111anufacturec1·1dcYcloped in 1ndia by Indian 


O\\'lH:d /controlled n1annfacture~·~.. 


(lij) 	 Se.curit)· clc2rancc is required for the core cquip1nents pe.r-sc and not its co111poncnts. 

(iY) 	 Do'l shall fTa!11 secL1rity c1e~1r~:~1cc for th::- pro1~u~·en1ent nf the equipn1ent expeditiously 

\Vithi11 30 \\'Orking days in accord:Ince \Yil11 the· a1nendn1c111 of the License r\grccn1ent 

issued to tbis effect 

(-..;) 	 The Yalidity of securit) clear3nce of partieular bra!1d ancl specificaticn of an ite111 for 

one operator/Licensee sl1all b·:: ;;; bencbJ11~-F·L clenr2.ncc for the ind11stry for that 

ps.rticulf:r iten1 for t\\'O ye2.rS fro111 the date of OTiginal SC-C.urity c1eai·ance. p...._e-ordcring_ 

of larger q11anrity of s::u11t equipn1cnts could also be done by ScrYice Pro\-iders v.'it11i:n 

a pe'riod 0f 2 years under intirnation to Dor-. 

(vi) 	 The operation and maintenance of Telecom netv;orb sbcmld be entirely by Indian 

Engineers; and depende.n:c on For·2ign Engineers should be. n1inin1a1 or aln1c1st 11i] 
v.ithin a 1Y~1iod of2 years fron1 the date ofpurch2se after security cle.ara11ce. DoT \Yill 

an1end L.icense conditions as required. 
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(vii) 	 The hardware/ software urgently required for maintenance purposes may not require 

prior security clearance. Only intimation to DoT would be sufficient which csn be 

vetted from secrnity angle in due course. 

(Yiii) 	The Ser\'ice Providers shall mandatorily include a clause in their purchase order to 

foreign manufacturer(s) for Transfer of Technology (ToT) of all critical equipments/ 

software to Indian manufacturer(s) within a period of three years from the date of 

purchase order. This condition would be strictly enforced as this is one of the 

effective measures to reduce vulnerability in the long te1m. In case of Non­

compliance, of the Trausfer of Technology clause, the vendor/service provider shall 

be penalized. Criminal proceedings would also be stmied in this case. :DoT would 

amend the Licence Condition(s) as required. 

(ix) 	 Some of the service providers are making anangements for pure services or managed 

network services from vendors. These \·endors are not providing/selling any 

equipmeni/so:ftv,·are to the ser\'ice providers but merely providing services. Such 

procurement of managed services would not require security clearance. However, all 

laid down security clearance procedures shall be applicable to the equipment procured 

by the vendors in such cases which shall be obtained by the concerned Service 

Provider. 

~ 
(P-radcep f::_u111rd·) 

A.DC (LR-I) 
Td. No. : 23036165 

FAX: 23372443 

C'opy to: 

]. DDCJ(Securi-iy),'_[l]JG(/\.S\ 1)()1-: l~c-1~: l)clhi 

DDG(C~&/_\,) fo:r hosting on Do·r \Yc_~b site (l-lindi \Trsi=n1 \Yi11 foU 1.:J\Y). 

-'. ISP.1\J 


